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Preparing for a Security Professional Education Development (SPeD) Certification Assessment

Preparing for the Adjudicator Professional Certification (APC) assessment by gaining additional training, education, or experience in the topic areas may
prove beneficial. To take the APC assessment you must meet training, experience, and testing requirements for certification.

Competency Preparatory Tools (CPTs) help you prepare for your APC assessment. The APC CPTs consists of a series of open-ended questions in each of
the three security areas to assist you in increasing your proficiency.

Note: Specific CPT questions are not found on the assessment.

To view available CPTs for each SPéD certification assessment, please visit https://www.cdse.edu/certification/prepare.html.

(DSE-offered Training

You are invited to familiarize yourself with courses addressing the topics noted in the APC Areas of Expertise. The Center for Development of Security
Excellence (CDSE) provides diverse security courses and products to Department of Defense (DoD) personnel, DoD contractors, employees of

other federal agencies, and selected foreign governments. Training is presented through a variety of learning platforms and is streamlined to meet
performance requirements.

Before taking the APC assessment, you must first complete the following training courses provided by CDSE, or equivalent instruction as determined by
CDSE on behalf of the Director, Defense Counterintelligence and Security Agency (DCSA):

+ Introduction to DoD Personnel Security Adjudications (PS001.18)
+ DoD Personnel Security Adjudications (PS101.01)

To view available CDSE-offered training, please visit https://www.cdse.edu/catalog/index.html.

CDSE-offered Education

CDSE has established a program of advanced and graduate-level courses designed specifically to broaden DoD security specialists’ knowledge and
understanding of the security profession and prepare them for leadership positions and responsibilities. All of the courses are tuition free and are
offered in a virtual instructor-led environment.

To view available CDSE-offered training, please visit https://www.cdse.edu/education/index.html.
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APC Area of Expertise

The APC assessment provides the recognition and official record of an individual’s demonstrated understanding and application of the occupational
and technical knowledge, skills, and expertise necessary to proficiently perform essential adjudicator tasks, with the exception of due process functions.

The assessment also presents typical cases you will handle in your day-to-day duties, along with several courses of action. You must review, ascertain,
and select the most appropriate response to each scenario. These assessment items cover most adjudicative tasks in the adjudicator skill standards, with
the exception of due process.

These cases give special emphasis to tasks in the following key activities:

+ Reviewing adjudicative information for completeness

Completing required administrative actions

Reviewing all information and identifying conditions that could raise a security concern

Analyzing security-related issues or other concerns against disqualifying and mitigating conditions
» Documenting recommendations or determinations

The Areas of Expertise specified in the following chart were identified during practice analysis as critical domains that should be addressed by the
APC assessment. The weights indicated were derived from importance ratings provided by subject matter experts (SMEs) during the assessment

development process.
Area of Expertise

National Security and Personnel Security Program Exam Weight: 35%

National Security and Personnel Security Program

Types of Information Sources

Type and Scope of Investigations

Adjudication Process Exam Weight: 56%

Adjudication Process Using the Whole Person Concept (WPC)

Adjudicative Guidelines

Procedures for Due Process

Critical Terminologies

Personnel Security Process Exam Weight: 9%

Pertinent Statutes, Executive Orders, and Regulations Governing the Personnel Security Process

Levels of Eligibility to Occupy a Sensitive Position and/or Access Classified Information
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Policy/Reference Finder

The resources below can be used to assist you in locating current versions of policies used within the CPTs.

Note: Unclassified publications that contain tactics, techniques, procedures, etc., may require a Common Access Card (CAC) to access.
- Security Executive Agent Directives are available via the National Counterintelligence and Security Center: https://www.dni.gov/index.php/ncsc-how-
we-work/ncsc-security-executive-agent/ncsc-policy
- DoD Issuances are listed on the Washington Headquarters Services Executive Services Directorate website:
- DoD directives: https://www.esd.whs.mil/Directives/issuances/dodd/
- DoD instructions: https://www.esd.whs.mil/Directives/issuances/dodi/
- DoD manuals/publications: https://www.esd.whs.mil/Directives/issuances/dodm/
- Directive-type memorandums: https://www.esd.whs.mil/DD/DoD-lssuances/DTM/
- All Joint Publications (JPs): https://www.jcs.mil/Doctrine/Joint-Doctine-Pubs/
- JPs that require CAC access are available via the Joint Electronic Library Plus (JEL+): https://jdeis.js.mil/my.policy
+ Adjudicative Desk Reference (ADR): https://www.dhra.mil/portals/52/documents/perserec/adr_version_4.pdf

« Personnel Security Adjudicator Toolkit: https://www.cdse.edu/toolkits/psa/index.php
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Topic Area: National Security and the Personnel Security Program

Concepts/Topics Question Answer Reference

National Security What are the scope, purpose, | What are the potential threats and DoDD 5240.06, Incorporating
and the Personnel and processes of the vulnerabilities to national security? Change 2, July 21,2017
Security Program Personnel Security Program,

and how does it support
national security?

National Security What are the indicators of potential risk DoDI 5240.26, Incorporating
and the Personnel factors through counterintelligence (Cl)? Change 2, May 1,2018
Security Program

National Security How does the Personnel Security DoDM 5200.02, April 3,2017
and the Personnel Program (PSP) mitigate against potential

Security Program risk of national security?

National Security What are the federal investigative DoDI 5200.02,Incorporating
and the Personnel agencies? Change 2, May 11,2018

Security Program

National Security What is the the purpose of the PSP? DoDM 5200.02, April 3,2017
and the Personnel
Security Program

National Security What is the role of a National Security DoDM 5200.02, April 3,2017
and the Personnel Adjudicator?
Security Program

National Security What practices are prohibited in DoDM 5200.02, April 3,2017
and the Personnel investigations and adjudications (e.g.,
Security Program ethical violations)?
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Topic Area: National Security and the Personnel Security Program
Concepts/Topics Question Answer Reference
National Security What are the scope, purpose, | What are the reporting requirements DoDD 5240.06, Incorporating
and the Personnel | and processes of the for adjudicators through the personnel Change 2, July 21,2017
Security Program Personnel Security Program, security investigation (PSI) process?

and how does it support

national security?
National Security How will you recognize the repositories DoDM 5200.02, April 3,2017
and the Personnel for adjudicative decisions (e.g., Defense
Security Program Information System for Security (DISS),

Scattered Castles, Signal Flags)?

Topic Area: Federal Investigative Standards
Concepts/Topics Question Answer Reference
Federal What are the types and What are the use, positions covered, and Federal Investigative Standards,
Investigative scopes of investigations for investigative forms associated with each December 14, 2012
Standards determining eligibility to of the five investigative tiers?

access classified information,

and for eligibility to hold a

sensitive position?
Federal What is the scope of investigations Federal Investigative Standards,
Investigative associated with each of the five December 14, 2012
Standards investigative tiers?
Federal What are the reinvestigation Federal Investigative Standards,
Investigative requirements associated with each of December 14, 2012
Standards the five investigative tiers?
Federal What elements of the investigative Federal Investigative Standards,
Investigative methodology are associated with the December 14, 2012
Standards Federal Investigative Standards?
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Topic Area: Type of Information Sources

Concepts/Topics Question Answer Reference
Type of Information | How are the various types of | How are information sources within DoDM 5200.02, April 3,2017
Sources information sources from the | the adjudicator’s organization, such

adjudicator’s organization and | as command/activity, personnel and
reporting agencies analyzed? | medical files, security/law enforcement/
intelligence files, special program files,
supervisors/co-workers/individuals,
legal assistance office, and alcohol/drug
abuse programs analyzed?

Type of Information How are information sources at DoDM 5200.02, April 3,2017
Sources reporting agencies, such as FBI, DoD
criminal investigation agencies, Cl
investigative agencies, other Federal
agencies, and state/local agencies

analyzed?
Type of Information How are information sources, such as DoDM 5200.02, April 3,2017
Sources immigration checks, Financial Crimes

and Enforcement Network, and credit
checks analyzed?
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Topic Area: Adjudication Process Using the Whole Person Concept

Concepts/Topics

Question

Answer

Adjudication
Process Using the
Whole Person
Concept (WPC)

Adjudication
Process Using the
Whole Person
Concept (WPC)

Adjudication
Process Using the
Whole Person
Concept (WPC)

Adjudication
Process Using the
Whole Person
Concept (WPC)

How will you apply the WPC
to the adjudication process?

How will you apply the process for
evaluating and determining the
relevance of information?

DoDM 5200.02, April 3,2017

How will you analyze pertinent
adjudicative guidelines to include
disqualifiers and mitigators?

DoDM 5200.02, April 3,2017

How will you apply the process for
resolving incomplete issues/scope
through additional inquiries?

DoDM 5200.02, April 3,2017

How will you apply the process for
rendering initial and continued
eligibility determinations or initiation of
due process?

E.O. 12968, August 4, 1995
E.O. 10865, February 20, 1954
DoDM 5200.02, April 3,2017
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Topic Area: Procedures for Due Process

Concepts/Topics

Question

Answer

Reference

Procedures for Due
Process

Procedures for Due
Process

What are the procedures for
due process?

What are the purpose and elements of
statement of reasons (SORs) and letters
of denial/revocation?

E.O. 12968, August 4, 1995
E.O. 10865, February 20, 1954

What is the adjudicator’s role in the
execution of due process procedures?

E.O. 12968, August 4, 1995
E.O. 10865, February 20, 1954

Topic Area: Pertinent Statutes, Executive Orders, and Regulations Governing the Personnel Security Program

Concepts/Topics

Question

Answer

Reference

Pertinent Statutes,
Executive Orders,
and Regulations
Governing the
Personnel Security
Program

Pertinent Statutes,
Executive Orders,
and Regulations
Governing the
Personnel Security
Program

Pertinent Statutes,
Executive Orders,
and Regulations
Governing the
Personnel Security
Program

Pertinent Statutes,
Executive Orders,
and Regulations
Governing the
Personnel Security
Program

How will you identify and
describe pertinent statutes,
executive orders, and
regulations governing the
personnel security program?

What is the purpose of Executive
Order 10450 (Security Requirement for
Governmane Employment)?

E.O. 10450, April 27, 1953

What is the purpose of Executive Order
12968 (Access to Classified Information)?

E.O. 12968, August 4, 1195

What is the purpose of Executive
Order 10865 (Safeguarding Classified
Information within industry)?

E.O. 10865, February 20, 1960

What is the purpose of the Under
Secretary of Defense for Intelligence
(USD(I)) Memorandum: Interim Guide for
implementation of Public Law 110-181,
Section 3002 (Bond Amendment, 20
June 2008)?

Public Law 110-181, January 1,
2008
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Topic Area: Pertinent Statutes, Executive Orders, and Regulations Governing the Personnel Security Program

Concepts/Topics

Question

Answer

Reference

Pertinent Statutes,
Executive Orders,
and Regulations
Governing the
Personnel Security
Program

Pertinent Statutes,
Executive Orders,
and Regulations
Governing the
Personnel Security
Program

Pertinent Statutes,
Executive Orders,
and Regulations
Governing the
Personnel Security
Program

Pertinent Statutes,
Executive Orders,
and Regulations
Governing the
Personnel Security
Program

Pertinent Statutes,
Executive Orders,
and Regulations
Governing the
Personnel Security
Program

How will you identify and
describe pertinent statutes,
executive orders, and
regulations governing the
personnel security program?

What is the purpose of the 10 November
1998 Memorandum - Personnel Security
Investigations and Adjudications
(Attachment 2)?

Assistant Secretary of Defense
for Command, Control,
Communications, and
Intelligence Memorandum,
November 10,

1998 (Personnel Security
Investigations and
Adjudications)

What is the purpose of the ICD-704.2

— Personnel Security Adjudicative
Guidelines for Determining Eligibility
for Access to Sensitive Compartmented
Information (SCI) and other Controlled
Access Program Information (October
2008)?

ICD 704.2, February 10, 2008

What is the purpose of the ICD-704.3
- Denial or Revocation of Access to
SCl, Other Controlled Access Program
Information, and Appeals Process?

ICD 704.3, October 2, 2008

What is the purpose of the National
Security Act of 19477

Public Law 80-253, 61 Stat. 495
(The National Security Act of
1947)

What is the purpose of the Intelligence
Reform and Terrorism Prevention Act of
October 2004 (IRTPA)?

Public Law 108-458, December
17,2004
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Topic Area: Pertinent Statutes, Executive Orders, and Regulations Governing the Personnel Security Program

Concepts/Topics Question Answer Reference

Pertinent Statutes, | How will you identify and What is the purpose of The Privacy Act Public Law 93-579, 88 Stat.
Executive Orders, describe pertinent statutes, of 19747 1896, December 31, 1974
and Regulations executive orders, and

Governing the regulations governing the

Personnel Security | personnel security program?

Program

Pertinent Statutes, What are the requirements for DoDM 5200.02, April 3,2017
Executive Orders, safeguarding, retention, and destruction

and Regulations of adjudicative records?

Governing the
Personnel Security

Program

Pertinent Statutes, What are the policies and procedures of Public Law 110-175, 121 Stat.
Executive Orders, the Freedom of Information Act (FOIA)/ 2524, January 4, 2016 (The
and Regulations Privicy Act (PA)? Freedom of Information Act)

Governing the
Personnel Security

Program

Pertinent Statutes, What are the Office of Personnel Federal Investigative Standards,
Executive Orders, Management (OPM) Memorandum: December 14, 2012

and Regulations Federal Investigative Standards

Governing the (December 13, 2008)?

Personnel Security

Program
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Topic Area: Adjudicative Guidelines - Concern, Disqualifying Conditions, and Mitigating Condition

Concepts/Topics Question Answer Reference

Adjudicative How will you explain and How will you evaluate information SEAD 4, June 08, 2017
Guidelines evaluate the concerns, related to Guideline A: Allegiance to the
- Concern, disqualifying conditions, and | United States?

Disqualifying mitigating conditions using
Conditions, the WPC for each of the 13
and Mitigating adjudicative guidelines?
Conditions

Adjudicative How will you evaluate information SEAD 4, June 08, 2017
Guidelines related to Guideline B: Foreign
- Concern, Influence?

Disqualifying
Conditions,
and Mitigating
Conditions

Adjudicative How will you evaluate information SEAD 4, June 08, 2017
Guidelines related to Guideline C: Foreign
- Concern, Preference?

Disqualifying
Conditions,
and Mitigating
Conditions

Adjudicative How will you evaluate information SEAD 4, June 08, 2017
Guidelines related to Guideline D: Sexual Behavior?
- Concern,
Disqualifying
Conditions,
and Mitigating
Conditions

Adjudicative How will you evaluate information SEAD 4, June 08, 2017
Guidelines related to Guideline E: Personal
- Concern, Conduct?

Disqualifying
Conditions,
and Mitigating
Conditions
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Topic Area: Adjudicative Guidelines - Concern, Disqualifying Conditions, and Mitigating Condition

Concepts/Topics Question Answer Reference

Adjudicative How will you explain and How will you evaluate information SEAD 4, June 08, 2017
Guidelines evaluate the concerns, related to Guideline F: Financial
- Concern, disqualifying conditions, and | Considerations?

Disqualifying mitigating conditions using
Conditions, the WPC for each of the 13
and Mitigating adjudicative guidelines?
Conditions

Adjudicative How will you evaluate information SEAD 4, June 08, 2017
Guidelines related to Guideline G: Alcohol
- Concern, Consumption?

Disqualifying
Conditions,
and Mitigating
Conditions

Adjudicative How will you evaluate information SEAD 4, June 08, 2017
Guidelines related to Guideline H: Drug
- Concern, Involvement?

Disqualifying
Conditions,
and Mitigating
Conditions

Adjudicative How will you evaluate information SEAD 4, June 08, 2017
Guidelines related to Guideline I: Psychological
- Concern, Conditions?

Disqualifying
Conditions,
and Mitigating
Conditions

Adjudicative How will you evaluate information SEAD 4, June 08,2017
Guidelines related to Guideline J: Criminal Conduct?
- Concern,
Disqualifying
Conditions,
and Mitigating
Conditions
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Topic Area: Adjudicative Guidelines - Concern, Disqualifying Conditions, and Mitigating Condition

Concepts/Topics Question Answer Reference
Adjudicative How will you explain and How will you evaluate information SEAD 4, June 08, 2017
Guidelines evaluate the concerns, related to Guideline K: Handling

- Concern, disqualifying conditions, and | Protected Information?

Disqualifying mitigating conditions using

Conditions, the WPC for each of the 13

and Mitigating adjudicative guidelines?

Conditions

Adjudicative How will you evaluate information SEAD 4, June 08, 2017
Guidelines related to Guideline L: Outside

- Concern, Activities?

Disqualifying

Conditions,

and Mitigating

Conditions

Adjudicative How will you evaluate information SEAD 4, June 08,2017
Guidelines related to Guideline M: Use of

- Concern, Information Technology Systems?

Disqualifying

Conditions,

and Mitigating

Conditions
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Topic Area: Levels of Eligibility to Occupy a Sensitive Position and/or Access Classified Information

Concepts/Topics Question Answer Reference

Levels of Eligibility | How will you identify levels What are the eligibility requirements for DoDI 1400.25, Volume 731,
to Occupy of eligibility to occupy a a Position of Trust? August 24,2012

a Sensitive sensitive position and/or

Position and/or access classified information?

Access Classified

Information

Levels of Eligibility What are the eligibility requirements for DoDM 5200.02, April 3,2017
to Occupy a Confidential/Secret position?

a Sensitive

Position and/or
Access Classified

Information

Levels of Eligibility What are the eligibility requirements for DoDM 5200.02, April 3,2017
to Occupy a Top Secret position?

a Sensitive

Position and/or
Access Classified

Information

Levels of Eligibility What are the eligibility requirements to ICD 704, Technical Amendment,
to Occupy acccess SCI? June 20, 2019

a Sensitive

Position and/or
Access Classified

Information

Levels of Eligibility What are the eligibility requriements for DoDM 5205.07, Incorporating
to Occupy a Special Access Program position? Change 1, February 12,2018
a Sensitive

Position and/or
Access Classified
Information

Published: December 16, 2019. All content is subject to change. APCCPTs | Page 14



Center for Development

of Scurity Excellence f Adjudicator Professional Certification (APC)

CDSE v/ Competency Preparatory Tools (CPTs) <« PREVIOUS | NEXT P>

Topic Area: Critical Terminologies

Concepts/Topics Question Answer Reference
Critical How will you recognize and What are the definitions of various Adjudicative Desk Reference,
Terminologies define critical terminologies? | medical/mental health terminology Version 4, March 2014

(e.g., attention deficit hyperactivity
disorder, bipolar disorder, depression,
eating disorders, obsessive compulsive
disorder, personality disorders, phobias
and panic attacks, schizophrenia)?

Critical What are the definitions of various Adjudicative Desk Reference,
Terminologies relevant financial terminology Version 4, March 2014

(e.g., bankruptcy, debt adjustment,
garnishment of wages, liens, judgments,
collections, charge offs, consumer
credit counseling, debt consolidation,
foreclosure, repossession)?

Critical What are the definitions of various Adjudicative Desk Reference,
Terminologies relevant types of financial analyses Version 4, March 2014

(e.g., income tax evasion, unexplained
affluence, net worth analysis, Financial
Crimes Enforcement Network (FIinCEN),
debt-to-income ratio, large currency
transactions, international transactions,
compulsive or addictive gambling)?

Critical What are the definitions of various Adjudicative Desk Reference,
Terminologies alcohol/drug terminology (e.g. Version 4, March 2014
substance dependence, substance
abuse, rehabilitation programs, inpatient
vs. outpatient, relapse, addiction)?

Critical What are the organizations/groups Adjudicative Desk Reference,
Terminologies and foreign countries of concern (e.g., Version 4, March 2014
countries/groups conducting espionage
against the U.S., subject’s/family
member’s/close associate’s vulnerability
to duress, indications of hostile interest
in subject)?
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Topic Area: Critical Terminologies

Concepts/Topics Question Answer Reference
Critical How will you recognize and What are the definitions of various Adjudicative Desk Reference,
Terminologies define critical terminologies? | criminal/legal terminology (e.g., Version 4, March 2014

felony, misdemeanor, ordinance
violation, conviction, probation,
parole, incarceration, acquittal, nolo
contendere, nolle prosequi, Alfred
plea, plea bargain, citation, arrest,
disposition)?

Critical What are the definitions of various Adjudicative Desk Reference,
Terminologies terminology related to sexual behavior Version 4, March 2014

(e.g., rape, incest, pedophilia, voyeurism,
exhibitionism, obscene phone calls,
sexual harassment, molestation,
pornography, adultery)?

Critical What are the computer and information Adjudicative Desk Reference,
Terminologies technology systems usage guidelines Version 4, March 2014

(e.g., sexually explicit materials,

viruses, unauthorized browsing and/
or downloading, telecommunications
fraud, destruction or manipulation of
information and/or hardware/software,

hacking)?
Critical What are the definitions of various Adjudicative Desk Reference,
Terminologies citizenship, immigration, and Version 4, March 2014

naturalization terminology (e.g., alien,
immigrant alien, foreign national,

U.S. citizen by birth, U.S. National,
naturalized citizen, derivative citizen,
undocumented alien, dual citizenship,
foreign passport, renouncement of dual
citizenship, born abroad to U.S. parents)?
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Helpful Tips

. The body of material covered on the APC assessment cannot be memorized in its entirety. Use memory techniques only to help recall key points.

. Focus on the application of accepted principles, practices, and theories, not memorizing facts, dates, and names.

- The APC assessment is based on DoD policy only, and does not incorporate additional Component or agency requirements.
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