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JANUARY

POSTER

Trust in an organization is
demonstrated by an
employee's feeling of
confidence that
leadership will act with
integrity, keep its
promises, and maintain
fair and consistent policies
and processes.

Maximize
Organizational
Trust

Download Different Sizes


https://www.cdse.edu/resources/posters-insider-threat.html

SUNDAY MONDAY TUESDAY |WEDNESDAY| THURSDAY FRIDAY SATURDAY
1 2 3 4
Don't forget to plan
your monthly vigilance!
New Year's Day
5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
Birthday of Martin
Luther King, Jr.

26 27 28 29 30 31

LEARN.,
PERFORM.
PROTECT.

www.CDSE.edu




FEBRUARY

CASE STUDY p—

Regis was a cleared
contractor whose job was to
research people in classified

databases.

Regis conducted

unauthorized searches and e il
copied classified B
information into personal . g 4
notebooks. . .
Sixty notebooks containing - : | I :

classified information were . v

found in his home.
. P

]

Regis' motivations remain r o - ., B e I
g TR § _ o
unknown. ' .ﬂ@ W OOMENeEEORM T W C NS S W s

Potential Risk Indicators

Download Full Case Study

Mishandling classified
information
Suspicious behavior




SUNDAY MONDAY TUESDAY |WEDNESDAY| THURSDAY FRIDAY SATURDAY
' 1
Insider Threat Sentry
Download the app! Think about incorporating a theme
’ for your monthly vigilance, i.e. "Deterrence™
Available on the App Store and or "Indicators"
Google Play Store.
2 3 4 5 6 7 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22
Washington's Birthday
23 24 25 26 27 28 29

www.CDSE.edu




POSTER AN EYE FOR PRIs

S oo 0. ED o
If identified early, many ®1é ® {*’?\(‘ t x, L > 4@ L ¢
risks can be mitigated u\;}, ) ‘&' \
before harm to an N ) %
g s

organization occurs. It is
your responsibility to .

report these indicators to
your supervisor, security
officer and insider threat
program.

Report Potential
Risk Indicators

Download Different Sizes



SUNDAY MONDAY TUESDAY |WEDNESDAY| THURSDAY FRIDAY SATURDAY
1 2 3 4 5 6 7
8 9 10 11 12 13 14
15 16 - 18 19 20 21
22 23 24 25 26 27 28
29 30 31

www.CDSE.edu

Add more than one awareness resource per

month in your vigilance campaign.




APRIL

CASE STUDY

Lin traveled to Taiwan to meet with
the head of the Taiwanese Navy.

An FBI tip indicated that Lin was
sharing sensitive information with
foreign agents.

Lin provided classified information
to an undercover FBl agent in
attempt to impress a woman.

Lin was arrested for suspected
espionage.

Potential Risk Indicators

Unreported foreign contact
Falsified leave documents foreign
travel

Life Crisis/Divorce

Download Full Case Study



SUNDAY MONDAY TUESDAY |WEDNESDAY| THURSDAY FRIDAY SATURDAY
1 2 3 4
NATIONAL SUPPLY CHAIN
INTEGRITY MONTH
Plan your monthly vigilance.
5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 Download the app!
Insider Threat
Sentry
Available on the
App Store and
Google Play Store.

www.CDSE.edu



https://www.cdse.edu/documents/cdse/case-study-edward-lin.pdf

MAY

CASE STUDY

Lopez was an Army Specialist
assigned to Ft. Hood, Texas.

Armed with his pistol, Lopez went
into the administration office and
began shooting soldiers.

When confronted by military police,
he turned his weapon and shot
himself.

Three soldiers died and fourteen
others were wounded.

e . - ..
Potential Risk Indicators s AL
Depression and anxiety f: “of
Recent death of mother and
grandfather
Fosgla @ISk ’ [ ] Download Full Case Study

Stressful PCS



SUNDAY MONDAY TUESDAY |WEDNESDAY| THURSDAY FRIDAY SATURDAY
1 2
MENTAL HEALTH AWARENESS MONTH
Add your monthly vigilance activity(s) below.

3 4 5 6 7 8 9

10 11 12 13 14 15 16

17 18 19 20 21 22 23

24 25 26 27 28 29 30/31

Memorial Day

www.CDSE.edu




POSTER

DON'T DELAY

Consequences for non-
reporting may include
disciplinary action for DoD
Civilian employees, or punitive
action under Article 92 for
employees subject to UCMJ.

Consequences for Industry
employees may include loss of
employment or security
clearance, and criminal
charges.

Cleared Employees

, REPORT IT 0
Are Required to sl
Repo It TonAY Download DifferrSizes
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THURSDAY
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LEARN.
PERFORM.
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PROTECT.
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30

Insider Threat Sentry
Download the app!

www.CDSE.edu




POSTER INSIDER THREAT PROGRAM

A MULTI-DISCIPLINARY APPROACH TO MITIGATION

The goal of an
Insider Threat
Program is to deter
threats and detect
potential issues
early on -- before a
problem occurs.

BEHRVIORAL

SCIENGE
FROGRAM

MANAGER

Pillars of an
Insider Threat
Program

Download Different Sizes



SUNDAY MONDAY TUESDAY |WEDNESDAY | THURSDAY FRIDAY SATURDAY
1 2 3 4
Download Insider Threat Sentry to
access exclusive awareness
resources.
Independence Day
5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31 Insider Threat
Sentry
Mobile App

www.CDSE.edu




CASE STUDY

Mallory traveled to Shanghai to meet
an agent of the People's Republic of
China intelligence service.

The agent gave Mallory a smartphone
to communicate covertly.

Mallory agreed to let the FBI review
the smart-phone.

FBI analysts determined transmission
of four classified documents using
the smartphone.

Potential Risk Indicators

" KEVIN PATRICK MALLORY

Suspicious Foreign Contact
Susceptibility to targeting by FIES

Download Full Case Study



SUNDAY MONDAY TUESDAY |WEDNESDAY| THURSDAY FRIDAY SATURDAY
1
NATIONAL ANTITERRORISM AWARENESS MONTH
Don't forget to plan your monthly vigilance!
2 3 4 5 6 7 8
9 10 1" 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29/30/31

www.CDSE.edu




SEPTEMBER

POSTER

-l ®1 Q1

This month we emphasize
the importance of
safeguarding our nation
from the risks posed by
insider threats and share
best practices for
mitigating these risks.

Your family and
friends might not be
the ONLY ones
interested in your
Instagram posts.

National Insider @ > Q
Threat Awareness var
Month oe Learning work secrets! Sentw

N

Download Different Sizes



SUNDAY MONDAY TUESDAY |WEDNESDAY| THURSDAY FRIDAY SATURDAY
' 1 2 3 4 5
Download Insider
Threat Sentry
mobile app for
more ideas and
resources.
6 7 8 9 10 11 12
Labor Day
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 29 30

NATIONAL INSIDER THREAT
AWARENESS MONTH

One vigilance activity
per week is encouraged.

www.CDSE.edu




OCTOBER

CASE STUDY

Former employee at engineering
firm Allen & Hoshall that repeatedly
accessed the file-sharing network
and email accounts of Allen & “

Hoshall's servers to download N .
digitally rendered schematics, — i

project proposals and budgetary

documents. ~\ e - ’ SN
- . s ) \) \ —
Needham used his unauthorized / Y
access to view, download and copy e ___/ - _
$425,000 worth of proprietary @3 \ e \\QD

business information. . ‘ N

Potential Risk Indicators

JASON NEEDHAM

Anomalous Behavior
Network breach activity report to
FBI

Download Full Case Study
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CYBER SECURITY AWARENESS MONTH

Plan your monthly vigilance.

1

3

10

11

12

Columbus Day
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www.CDSE.edu




NOVEMBER

CASE STUDY

Former cleared defense contractor that
owned and operated two companies that
contracted with the DoD to provide
hardware items and spare parts.

Co-owned a third company, located in
India, and was employed by a fourth
company that gave her access to addition:
sensitive US military data.

Robert provided export-controlled data t
individu India. The data inclu

Potential Risk Indicators

Foreign contacts/preference
Mishandling classified/sensitive

information
Falsification of documents

HANNAH ROBERT

Download Full Case Study




SUNDAY MONDAY TUESDAY |WEDNESDAY| THURSDAY FRIDAY SATURDAY

1 2 3 4 5 6 7

8 9 10 11 12 13 14

Veterans Day
15 16 17 18 19 20 21
22 23 24 25 26 27 28
Thanksgiving Day
29 30

CRITICAL INFRASTRUCTURE SECURITY & RESILIENCE MONTH

Insider Threat Sentry offers exclusive awareness activities and

content on your mobile device.

www.CDSE.edu




DECEMBER

POSTER

Employee Assistance
Programs are voluntary
programs that offer free
and confidential
assessments,
counseling and referrals
to employees dealing
with personal and/or
work related problems.

Utilize S~
3 O 4 . A _"__-» ’ P - T -.
Organ |Zat|ona| MAKE THE RIGHT CHOICE. DON'T BECOME THE NEXT INSIDER THREAT, @
The Employee Assistance Program is here to help. —
S u p po rt TOO I S rol:.>lem, pick up the phone and call toll free: 1-24 Download Different Sizes

pmediately to a highly qualified EAP cg



SUNDAY MONDAY TUESDAY |WEDNESDAY| THURSDAY FRIDAY SATURDAY
1 2 3 4 5
Start planning your vigilance
campaign for next year.
6 7 8 9 10 11 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
Christmas Day
27 28 29 30 31

Download the
mobile app!

Insider Threat
Sentry

www.CDSE.edu
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