U.S. Department of Defense
DEFENSE SECURITY SERVICE

SECURITY TRAINING, EDUCATION and
PROFESSIONALIZATION PORTAL
(STEPP)

SMARTCARD INTEGRATION GUIDE

March 7, 2015
v2.0



Call Center Support
(888) 282-7682

IMPORTANT UPDATE

NEW STEPP ACCOUNT REQUESTS ARE CREATED
THROUGH STEPP DIRECTLY.

PLEASE PAY SPECIAL ATTENTION TO THE

BEFORE PROCEEDING.

U.S. Department of Defense 2
DEFENSE SECURITY SERVICE




Call Center Support

Pre-lnitiati()n CheCkliSt (888) 282-7682
nefore beginning...

n ?
Do you have a STEPP Account: Quick Link: Account

No? ->
Contact the Call Center
(888) 282-7682

= Do you have approved smartcard middleware installed on No? -> Contact your local IT
your computer? (e.g. ActivClient is popular within DoD) Department for assistance.

No? -> Quick Link: Click Here
For Instructions.

(ST

= Verify your STEPP Account Quick Link: Username
(Login with Username and Password before proceeding.) ) Login
:‘—5 Have you met all the prerequisites?
C { \
VoT % U.S. Department of Defense 3

DEFENSE SECURITY SERVICE



https://stepp.dss.mil/SelfRegistration/Registration.aspx
http://www.cdse.edu/documents/cdse/internet-explorer-10.pdf
https://stepp.dss.mil/SelfRegistration/Login.aspx

1 ¢ $ J "
Call Center Su YOI

(888) 282-7682

Overview
STEPP Smartcard Login

4 Easy Steps!!

STEP-1: VERIFY STEPP Access

STEP-2: CREATE NCAISS Account (Self Enrollment)

STEP-3: REGISTER Smartcard with NCAISS

STEP-4: LINK NCAISS Account to STEPP

g NCAISS: National Industrial Security Program (NISP) Central Access Information Security System (NCAISS)

The DSS NCAISS Portal provides Public Key Infrastructure (PKI)-based authentication services to DSS applications.
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Call Center Support
(888) 282-7682

STEP-1: VERIFY STEPP Access

1 — Click Here to Login and Verify Access:
ogin

FORGOT USERNAME AND PASSWORD? Call Us!
. Call Center Support
(888) 282-7682

:é’i Have you verified you can login to STEPP
o with Username & Password?

STEP-1 Complete?
Let’s setup your NCAISS Account...

Already have an NCAISS account?

% U.S. Department of Defense Skip to Step-4 g% 5
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https://stepp.dss.mil/SelfRegistration/Login.aspx

Call Center Support
(888) 282-7682

STEP-2: CREATE NCAISS Account (Self Enroliment)

NCAISS Password Rules Are Complex!

ATTENTION

Password Rules

Examples

/A

Minimum Length: 15

Maximum Length: 30

NO Duplicate Characters/Numbers (eg. TT, 33, !!)

Pa%%woRd!234E67

DO NOT Use @ or #

Pa#Sw@Rd!234E67

Must begin with an Alpha character

PasSwoRd!234E67

Minimum Lowercase: 2

PasSwoRd!234E67

Minimum Uppercase: 2

PasSwoRd!234E67

Minimum Numeric: 2

PasSwoRd!234E67

Examples, please do not use!

| Pas$woRd!234E67 |

| Af!$x8iy34Jaofg I

Minimum Special: 2 (NO @ or #)

PasSwoRd!234E67

; % U.S. Department of Defense

DEFENSE SECURITY SERVICE




Call Center Support
(888) 282-7682

STEP-2: CREATE NCAISS Account (Self Enrollment)

1 — Navigate to the NCAISS Portal Page: https://sso.dss.mil T eAcrcATogn ' " Keep this link
N—— handy; this is

how you will
access STEPP in
the future.

2 — Accept the DSS Portal Disclaimer when prompted.

3 — Click the button: “Register for An Account” in the Self Enrollment

L Register for an account

4 — Fill out the Request a DSS Account Page:

Request a DSS Account

Complete the following form to create your DSS account

First Name :‘* Middle Name [ | Last Name |*
Password Rules
Use your organization assigned email address (e.g. dss mil) when registering for an NCAISS account if you are acting on behalf of an organization when utiliz]
Your Email Address | |*  confirm Email Address | ]* Minimum Length: 15
[il Password * [1] Confirm Password b -
Pleafe answer atleast 3 of the following questions. Maximum Length: 30
B L NO Duplicate Characters/Numbers (eg. TT, 33, !!)
What is your Mother's Maiden Name? [ l
What is your Favorite Color? [ | DO NOT Use @ or it
What was your First Car Model? [ |
FrT—_——— | 1 Answer Must begin with an Alpha character
What i Favorite Movie? | . .
= = I Minimum Lowercase: 2
What is your First Child's Name? [ ] 3
What was your High School Mascot? | | Minimum Uppercase: 2
Whatis your Favorite Vacation Location? | | . X
' ' Minimum Numeric: 2
... Minimum Special: 2 (NO @ or #)
4% U.S. Department of Defense 7
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Call Center Support
(888) 282-7682

STEP-2: CREATE NCAISS Account (Self Enrollment)

Request a DSS Account

Fill out 11 following form 10 Compléte YOUr request

5 — Review User Information and

User Information
Account Type  User

First name

6 — Read Privacy Act Statement

Execu Crder 10450, 9397; and Public Law 99-474, the Computer
Act.

7 — Check the box “I have read and understand the terms of the privacy policy.”

8 — Click the “Register” button.

cally be disclosed o
552a (B) (3) foll

rcement agency when yous agency becomes awaze of &
wialarian anihla venlarian Af miwil e cviminal 1
- Inave fead and understand the terms ofhe privacy policy

|[ Register :Ism_ [Cancel |

9 — Click OK after reading the message (NCAISS creates your account )

Request a DSS Account

Your account request has been received. You will receive a notification email when your account has been created.

10 — NCAISS sends an email with your NCAISS Account ID.

STEP-2 COMPLETE
Let’s register your smartcard...

% U.S. Department of Defense 8
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Call Center Support
(888) 282-7682

STEP-3: REGISTER Smartcard with NCAISS

1 — Navigate to the NCAISS Portal Page: https://sso.dss.mil.

2 — Accept the DSS Portal Disclaimer when prompted.

3 — Click the button: “Register Certificate” in the Register CAC/ECA Section as shown:

4— Enter your NCAISS Account ID (from email) and Password; click Submit.

5 — Select the appropriate IDENTITY certificate, enter your PIN when prompted and click OK.

&DO NOT USE YOUR EMAIL CERTIFICATE&
Windows Security E

Select a Certificate

| || Issuer: DO B 29
e FrGm: 2/19/2013 To 16

6 — A confirmation message will display informing you that your certificate was successfully registered.

STEP-3 COMPLETE
Let’s link your STEPP account...

U.S. Department of Defense FORGOT USERNAME AND PASSWORD? 9
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http://www.cdse.edu/stepp/howto-log-in.html

Call Center Support
(888) 282-7682

STEP-4: LLINK NCAISS Account to STEPP

1 — Navigate to the NCAISS Portal Page: https://sso.dss.mil.

L CAC/ECA Login

.~

2 — Accept the DSS Portal Disclaimer when prompted.

3 — Click the button: “CAC/ECA Login” in the Login to DSS Portal Section as shown:

4 — Choose the correct certificate and click OK.

Windows Security [

Select a Certificate

— —
3 Issuer: DOD CA-29

T Valid From: 2/19/2013 te 2/19/2016
certificate prope...

You may NOT be prompted for a PIN if
you recently used your PIN to login to

your computer, application or website.

5 — You will be logged into the NCAISS Portal with your CAC.

6 — In the STEPP Quick Links section, click the link “Register an Existing STEPP Account”.

STEPP Quick Links

Create a new STEPP Account

Reqgister an Existing STEPP Account

4% U.S. Department of Defense 10
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i
STEP-4: LLINK NCAISS Account to STEPP

7 — Enter your STEPP Username and Password and click the Finish button

DSS STEPP Correlate Account Workflow
‘When you have completed this process, click "Finish™ or "Cancel” to return to the Home tab
Please enter your existing STEPP account Username and Password?
STEPP Username: ©
STEPP Password: ©
Forgot your STEPP password? Click here! ST@P P
PUNKISSRCSTt——
If you have any guestions or if the information presented above is inaccurate, please contactthe DSS Call Center at (888) 282-7682 Agreeme“t
" You ars acceesing 8 U.S. Governmont (USC) information System (15) that is provided for USG-
indicates a required field suhonzed use wuwmxs(un-:hnaumu davice attached to tha IS), you
Consent to the 'ﬁlo-\"‘d(wl
" DS S s S e e
cverateant and defernes, carvnirsl macondut (PH), low enforcemerd (.8, ond

and seize data stored on this 1.
Communications usng, or data stored on, this 15 sre not private, 8re subject to
Foutine mantonng, intercection, and search, and may be daciosed or uted for any

8 — Upon clicking Finish, a page containing a confirmation message is displayed. i it ey s 0 Yrion nd o o) g

© Notwihstanding the sbove, using th 1S does not constitute consent to PM, LE or C1
commurscations, or

ox
5
i
¥
41

:
i
]

work 3
peychotheraputs, or clergy, and thesr assutants. Such communicatons and work
product are private and confidential. See User Agreement for detais.

Privacy Act Statement

9 — Click the “I agree, proceed to STEPP” link at the bottom of the page. e e

irity Requrements for Government Employment;” Executrve Order 9397, “Numbering
System for Federal Accounts Relating o K'-dmeoal Perscrs;” Executive Order 10863,

s-!nqwronq Classfied Information w industry;” and DoO Directive $105.42, “Oefense
Securey
()nup-u--m requested information is for the Center for

of Sacuray & hunmn (:Dsl) to establish and retain & permanert enroliment
rnﬂwl of students, course completons, cendications, and academic Credentranscnpts.

(3) Routine Uses: In addition to those disclosures generally permitted under $ USC 3224 (b)
of the Privacy Act, Executive Grder 9397, and Public Law 104:134 (April 26, 1996), the
Securty, Tramning, Educaton and Professonaizaton Portal (STEPP) student account i routinely
used by COSE 85 8 numencal identifier for students. The sccount is also used a5 an idertfier of
candidates for, and holders wowonor certficaton. COSE uses Dersonsty entfabie
{ormanon (PI1) 16 £96pond 8 FOqUSS 88 INQUVISS, BAG 0 Drovide sericss Snd festures
offered on, of through, STEPP, We will 850 use P11 (Le., in the form of emads, hard copy
maiings, and the lice) to communicate bmely iformation and special offers about COSE
products, services, and events of nterest.

(4) Disclosure: Furnishing the Socal Securty Number and cther data is voluntary, but falure
to prowide the requested information wil impede, delay, or prevent further processing of the

Lagree. proceed to STEPP I

STEP-4 COMPLETE
You are now smartcard enabled!
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Please use this website to access STEPP

Bookmark CAC
https://sso.dss.mil/opensso/cert/login

Defense Security Service Portal

iNationalindustrial Security Program (NISP) Central Access Information Securify System 1S

o Note: If you have recently used your CAC/ECA to login, you may not be prompted for your PIN and/or Certificate.

Setting up Firefox to work with Card readers?
NTAS MNCAISS not loading in Firefox?
What is the NCAISS?
What is the Single Sign-on?
How do | create an NCAISS account?

CAC/ECA Logmn
IO ACTIVE ALERTS

Read more
- . . How da | reset my p ord?
T How do | associate CAC/ECA with my account?
From where do | get an ECA certificate?
How do | log into NCAISS using my CAC/ECA?
w STEPP ‘. How can | find help?
I CAC error message "Page cannot be displayed”™?

Register fi t
egister for an accoun See ALL FAQs

Contact DSS | FAQs | Accessibility | USA.gov | Security and Privacy Notice | No Fear Act | FOIA | Terms of Use

U.S. Department of Defense
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Password Rules

Examples

Minimum Length: 15

Maximum Length: 30

NO Duplicate Characters/Numbers (eg. TT, 33, 1)

PaSSwoRd!234E67

DO NOT Use @ or #

la#Sw@Rd!234E67

Must begin with an Alpha character

lasSwoRd!234E67

Minimum Lowercase: 2

PasSwoRd!234E67

Minimum Uppercase: 2

PasSwoRd!234E67

Minimum Numeric: 2

PasSwoRd!234E67

Minimum Special: 2 (NO @ or #)

PasSwoRd!234E67

| Pas$woRd!234E67 |

Af!Sx8iy34Jaofg !
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