COMPUTER CONFIGURATION INSTRUCTIONS
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The purpose of this document is to provide step-by-step instructions to students on how to
configure their computer for compatibility with our learning management system.
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HOW TO CAPTURE A SCREEN SHOT

Print

Return to Table of Contents

Screen/SysRq

Ctrl

Alt

(Example)

In order to show what error message or popup screen you are receiving, please follow these
instructions to send a screenshot/print screen of the error message/page.

1. Using your keyboard, select Print Screen to capture the whole screen or Alt-Print Screen
to capture only the portion of the screen you want to capture.

2. Open Microsoft Word and open a blank document.
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Save As
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3. Ctrl+V or right click and select ““paste” to put the image on the document.




POP-UP BLOCKER SETTINGS

Return to Table of Contents

From upper right-hand corner of Internet Explorer toolbar:
1. Select Tools.

2. Select Pop-up Blocker.

3. If Pop-up Blocker says “Turn Off Pop-up Blocker,” then select “Pop-up Blocker” to turn
off.

4. See screen below for results.
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Turn On Pop-up Blocker is displayed.
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COMPATIBILITY VIEW SETTINGS

Return to Table of Contents

From upper right-hand corner of Internet Explorer toolbar:

1. Select Tools.

2. Select Compatibility View Settings.

(Compatibility View Settings window will be displayed.)
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3. Put a checkmark in Display all Websites in Compatibility View if it is not already
checked.

4. If you checked the Display all websites in Compatibility View checkbox, then select the
Add button.

5. Add dss.mil under Add this website.
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6. Select Close.



TO CLEAR CACHE

Return to Table of Contents

From upper right-hand corner of Internet Explorer toolbar:
1. Select Tools.

2. Select Internet Options at bottom of list.
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3. Under Browsing History select Delete. ..

-
Internet Options
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Home page

b To create home page tabs, type each address on its own line.
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Select Preserve Favorites website data if you do not want to delete the cookies and files
associated with websites in your favorites list.

Select Delete.

Select OK.

Delete Browsing History @

- o

[|:Preserve Favorites website data

Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files
Copies of webpages, images, and media that are saved for faster
viewing.

Cookies
Files stored on your computer by websites to save preferences
such as login information.
History
List of websites you have visited.

Form data
Saved information that you have typed into forms.

Passwords
Saved passwords that are automaticall
to & website you've previously visited.
InPrivate Filtering data

Saved data used by InPrivate Filtering
be automatically sharing details about

in when you sign in

ct where websites may
sit.

.@. Some settings are managed by your administratar,

About deleting browsing history Delete ] [ Cancel




CHECKMARK TLS

Return to Table of Contents

From upper right-hand corner of Internet Explorer toolbar:
1. Select Tools.

2. Select Internet Options at bottom of list.
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3. Select the Advanced tab on Internet Options page and scroll to the bottom of list.
rIntErnet Options m

General | Security | Privacy | Content | Connections | Programs | Advanced |

Home page
@ To create home page tabs, type each address on its own line.

-
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4. Ensure ALL Use TLS 1.0, 1.1, 1.2 boxes are checked.

5. Select Apply.

6. Seclect OK.

i ™
Internet Opticns M

| General | Security I Privacy I Content I Connections Programs| Advanced [

Settings

Enable DOM Storage -
Enable Integrated Windows Authentication™

Enable memory protection to help mitigate online attadks™
Enable native XMLHTTFP support

[ Enable SmartScreen Filter i
[7] usessL 2.0
Use S5L 3.0 N

Use TLS 1.0
UseTLS 1.1

UseTLS 1.2 N
Warn about certificate address mismatch™
[T warn if changing between secure and not secure mode H i
Warn if POST submittal is redirected to a zone that does n
Als
|
1| in | 3
*Takes effect after you restart Internet Explorer 'l
]
[ Restore advanced settings ] N
Reset Internet Explorer settings |
Resets Internet Explorer's settings to their default Recat
condition. — Il
You should only use this if your browser is in an unusable state. !
]
]
@ Some settings are managed by your system administrator. N
]

| ok || cancel Apply
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DOWNLOADING DOD ROOT CA CERTIFICATE FROM WEBSITE

Return to Table of Contents

Go to the following website to get step-by-step instructions on how to download the DOD Root
Certificate file to your local machine:

http://dodpki.c3pki.chamb.disa.mil/rootca.html

DoD Class 3 PKI - Obtaining the

pi//dodpki.c3pki.chamb.disa.mil/rotca.html

File Edit View Favorites Tools Help

i Favorites | i ] DSSIntranet - Infolink ] Web Slice Gallery ~

_ I
{& DoD Class 3 PKI - Obtaining the Root CA Certifica.. B~ v [ @& v Pagev Safety~v Tools~ @+

DoD Class 3 PKI
Download Root CA Certificate]

Instructions for downloading the certificate for the Root Certificate Authority (CA).

n

Save the file to your local machine.
1. Right click on the saved file and select Open.
2. Expand down and click on Certificates. For each certificate listed double click on the certificate.
3. At the Certificate window click the Install Certificate button.
4. Click next in the Certificate Import Wizard, select "Place all certificates in the following store” and click Browse. If this is a Root Certificate select "Trusted Root Certification Authorities” or if

it is a Intermediate CA Certificate select "Intermediate Certification Authorities” and click ok. Click next and click finish.

After reading the above instructions. click on Download Root CA 2 Certificate.

Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA Certificate. L4

Then, using the same intructions, click on Download External Certification Authoritv (ECA) Root CA 2 Certificate.

If you need to trust certificates from any of the retired Root Certification or Intermediate Certification Authorities for any reason click here _

/" Trusted sites | Protected Mode: Off “h v B100% v
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1. Save the file to your local machine by clicking on the link: Download Root CA 2

Certificate.

File Downlaad | 25 |

Do you want to open or save this file?

Mame: rel3_dodroot_2048.p7h
a Type: PECS £#7 Certificates, 53.9KB
From: dodpki.c3pki.chamb.disa.mil

Open ][ Save ] [ Cancel J

Always ask before opening this type of file

harm your computer. f you do not trust the source, do not open or

|-"a“~| While files from the Intemet can be useful, some files can potentialhy
L
= save this file. What = the risk?

2. Click Save and put on your Desktop then close the “Download Complete” window.
save £s e UNCLASSIFIED | =
OC [+ Computer » admin_linth$ (\baltimore) (O:) » Statistical Reports » Ethics Training Report [ 43 ][ Search Ethics Training Repart 0 |
Organize ¥ New folde; - @

X Favorites Date modified Type Size

B Desktop

14 Downloads

No items match your search.

%] Recent Places

- Libraries
) Documents
& Music
=] Pictures

H videos

1% Computer
&, 0sDisk (C)
9 Brenda.Mims$ (\N¢
9 public_linth$ (\\batt
8 admin_linth$ (\\balt

€l Network

[ZIEY TSl rel3_dodroot_2048.p7 b

Save as type: [PKCS 27 Certificates

“ Hide Folders
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http://dodpki.c3pki.chamb.disa.mil/rel3_dodroot_2048.p7b
http://dodpki.c3pki.chamb.disa.mil/rel3_dodroot_2048.p7b

From upper right-hand corner of Internet Explorer toolbar:
1. Select Tools.

2. Select Internet Options at bottom of list.
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3. Select Content tab on Internet Options page.

4. Select the Certificates button in middle of page.
Internet Options m

| General | Security I Privacy | Content | Connections I Programs I Advanced |

Content Advisor

?q Ratings help you control the Internet content that can be
viewed an this computer,

I5'Seltings

Certificates i
Use certificates for encrypted connections and identification.

[ Clear 5351 state ] [ Certificates ] [ Fublishers ]

AutoComplete

a AutoComplete stores previous entries I

on webpages and suggests matches
for you.

Feeds and Web Slices

E Feeds and Web Slices provide updated N
5 N

content from websites that can be

read in Internet Explorer and other ||
programs.
|
N
]
\
. . |
@ Some settings are managed by your system administrator. \
||

ok || cancel Apply

5. Select Import tab to access the Certificate Import Wizard window.

r N
Certificates E
e

Intended purpose: [<AJI> v]

Personal |Dther People I Intermediate Certification Autharities | Trusted Root Certification * | *

Issued To Issued By Expiratio...  Friendly Mame
54 STAMM.HELEN.A. 1... DOD EMAIL CA-29 STAMM.HELEM. A...
@STAMM.HELEN.A. 1... DOD CA-29 12282014 STAMM.HELEM.A...

@STAMM.HELEN.#..L.. DOD EMAIL CA-29 12282014  STAMM.HELEN.A...

| r=er— | - — |

Certificate intended purposes

<all= |
View |

N

Learn more about certificates Close :




6. Select Next.

Certificate Import Wizard

=

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification autharity, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Mext,
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7. Select Browse.

F B
Certificate Import Wizard M

File to Import
Spedfy the file you want to impart.

File name:

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.F12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (\P7E)
Microsoft Serialized Certificate Store ((55T)

Learn mare about certificate file formats

< Back ” Mext = ]l Cancel
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8. Select PKCS #7 Certificates from the drop down arrow located above the open button.

9. Select the root certificate file previously saved to your desktop in Step 1.

10. Select Open.

/& Open
- - = -
m-“ » HowTo Book » STEPP tech help [ 43| [ Search 5TEPP tech pelp o]
E- 0 @

Organize »  New folder

A Favorites MName ° Date modified Type Size
I Deskiop |3l rel3_dodroot_2048.p7b 1/22/2013916 A PKCS#7 Certificates 54 KB
18 Downloads

%] Recent Places

4 Libraries
[ Documents
o Music
[ Pictures

[B# videos

1% Computer
& 0sDisk (C:)
9 Brenda Mims$ (\\NorthCarc
5 public_linth (\\baltimore) |
& admin_linth$ (\baltimore)

i Network

Filename: rel3_dodroot_2048.p7b - [PKCS #7 Centificates (spe 7+
oper

i
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11. Select Next.

Certificate Import Wizard ﬁ

File to Import

Spedfy the file you want to import.

File name:
CiJsers'brenda. mims'\Desktop\How To Book\STEPP tech help'irel3.

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7E)
Microsoft Serialized Certificate Store (.55T)

Learn more about certificate file formats

< Back ][ Mext = ][ Cancel
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12. Select the radio button to Place all certificates in the following store.

NOTE: Be sure the Trusted Root Certification Authorities is in the certificate store, if not,

then hit Browse and choose the Trusted Root Certificate Authorities folder and click OK.

Certificate Import Wizard I&

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

> @ Place all certificates in the following store

Certificate store:
Trusted Root Certification Autharities

Learn mare about cerfificate stores

< Back ][ Mext = ][ Cancel

13. Select Next.
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14. Select Finish.

-
Certificate Import Wizard - E

Completing the Certificate Import
Wizard

o The certificate will be imported after you dick Finish.

Sy You have spedfied the following settings:

(8= ) = e =t el Automatically determined by t

Content PEICS #7 Certificates
File Mame C:\Users'\brenda.mims'Deskto

4 T k

« Back ][ Finish ] [ Cancel

15. You should receive “The import was successful” window. Click “OK.”

Note: If you receive warning messages, select “YES” to all of the messages in order to
import the file to the correct folder.

-
Certificate Import Wizard ﬁ

| The import was successful,
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