Webinar Questions and Answers

Webinar guests submitted several questions before and during the August Loss, Compromise
or Suspected Compromise session. The following responses are provided by the Center for
Development of Security Excellence (CDSE).

Question: In scenario 3, what if the DSS review determines they do not agree with your
determination?

Answer: May have to do additional investigation or the Industrial Security Representative (IS
Rep) may conduct additional inquiry to substantiate the finding.

If DSS has a concern with the final determination, the concern will be addressed with the Facility

Security Officer (FSO). In most cases this is about how a determination (loss, compromise, or
suspected compromise) is defined. For example, a classified spill is considered a “loss”, but
occasionally will be reported by industry as a “compromise” or “suspected compromise”.

Question: Where are the reports stored and for how long?

Answer: As many security violation final reports contain Personally Identifiable Information
(P11, they should be stored in such a manner to properly protect this information. However, if
the report is classified, it must be properly safeguarded according to the level at which the report
is classified.

Question: Can you provide disciplinary actions?

Answer: The main purpose of this requirement is to ensure that employees know that failing to
follow National Industrial Security Program Operating Manual (NISPOM) requirements may
result in disciplinary action. Furthermore, when a violation occurs and an employee is found
culpable, it is critical that culpability reports are sent to the Department of Defense Central
Adjudication Facility (DoD CAF). These reports must include a statement of administrative
actions taken against the employee as outlined in your disciplinary policy. The company’s
graduated scale of disciplinary action should address violations to NISPOM requirements. They
should also inform employees that a failure to follow the NISPOM may result in disciplinary
action.

Question: The 15 days for a final; is that calendar or working days?
Answer: Unless specifically stated, all timelines are in calendar days.
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Question: Time line 15 days - what if the GCA can't determine if loss happens?

Answer: Making the final determination is the responsibility of the FSO or individual conducting the
inquiry. The Government Contracting Activity (GCA) may need to be consulted for classification
guidance or sanitization requirements, but they are not responsible for making the determination.

Question: Can you speak to the fact not to forward classified info in your report over unauthorized
means?

Answer: Under no circumstances should reports containing classified information be sent via an
unauthorized method. If there is a concern about the classification level of the information, contact
your IS Rep prior to writing or sending the report on an unclassified system.

Question: Is it better to keep the reports short or lengthy? What does our DSS ISP want?
Answer: The length of the report is not important as long as it is comprehensive and completely
addresses the violation.

Question: Is there a standard format for reporting?
Answer: DSS provides a standard format in the CDSE Job Aid for Administrative Inquires.
However, there is no required format as long as the information is covered and complete.

Question: Does this report go to DSS?

Answer: All reports of loss, compromise, and suspected compromise must be immediately reported
to DSS. If an employee is culpable for a violation, a culpability report must be submitted to the DoD
CAF.

Question: When is the culpable individual filed into JPAS?
Answer: The requirement for submitting culpability reports is defined under NISPOM 1-304 (a-c).

Question: If the IS Rep provides guidance that all loss or suspected loss equals culpability, who
should [ follow?

Answer: The requirements for submitting culpability are defined under NISPOM 1-304 (a-c). If you
have questions about guidance received from you IS Rep, discuss your concerns with your IS Rep.
If you still have concerns, contact your local Field Office Chief.
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