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Print slides now for
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the presentation

Three Steps to
Download Files
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) Example of a Poll Question

Have you ever used DCO before?

] I have never used it 0% (0)
[] I have only listened in on a webinar or meeting 0% (0)
[ ] 1 have used the chat or Q&A pods 0% (0)
[ ] 1 have been a presenter 0% (0)
[ ] 1 have hosted a DCO meeting 0% (0)

[] Broadcast Results
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Poll #1

How often do you visit the CDSE website
for Cybersecurity training and resources~?

1) Once a day or more
2) Once a week

3) Once a month

4) Rarely



= Current Cybersecurity Training:
 Information Security in the NISP
* Cybersecurity Awareness
e System Management
* Audit & Continuous Monitoring

 Incident Response

* Alternative Platform Devices




Poll #2

Have you completed the Information Security
In NISP Curriculum?

1) Yes
2) No



Information Security in NISP

Curriculum

Introduction To The NISP C&A
Process Course, 1S100.16 and Exam
1S100.06

NISP C&A Process Walk-through
Course, 1S200.16 and Exam 1S200.06

Technical Implementation Of C&A - [
Configuration to DSS Standards, ‘
1S310.16 and Exam 1S310.06

Technical Implementation Of C&A -
Virtual Environment, 1S311.16

http://www.cdse.edu/catalog/curricula/IS201.html




Information Security in NISP

Curriculum

Information Systems Security in t

Security Program Curriculum 1s201.cu

Description:The curriculum provides students with an introduction to the
security requirements for safeguarding dassified information being processed

and stored in information systems at deared contractor facilities through an

in-depth review of the Defense Security Service Certification & Accreditation

process.

he National Industrial

Quick Links

Register for this curriculum
Registration help

Content related questions




How many Cybersecurity Courses have you
taken at CDSE?

1) One

2) Two

3) Three

4) Four or more



Cybersecurity Awareness

* CyberAwareness Challenge, DS-1A106.06

* CyberAwareness Challenge for the Intelligence Community, DS-
IA110.06

» Cyberprotect, DS-CP102.06
* Cybersecurity Awareness, CI130.16

* Information Assurance/Computer Network Defense Information
Sharing, DS-IA104.06

* Phishing Awareness, DS-1A103.06

« Portable Electronic Devices / Removable Storage Media, DS-
IA109.06 _

« Smartphones and Tablets, DS-IA108.06
 Social Networking, Short @

http://www.cdse.edu/catalog/cybersecurity.html




Poll #4

Do you have responsibilities for auditing or
monitoring your network?

1) Yes
2) No



Auditing & Continuous

Monitoring

 Introduction to DoD IDS Analysis, DS-IA105.06

e DoD Intrusion Detection System (IDS) Analysis Part II
DS-1A107.06 -

* Phishing Awareness, DS-1A103.06

« Portable Electronic Devices / Removable Storage
Media, DS-IA109.06

* Privileged User IA Responsibilities, DS-1A112.06
« Smartphones and Tablets, DS-IA108.06

 Introduction to Risk Management Framework,
CS124.16

> http://www.cdse.edu/catalog/cybersecurity.html




Do you have responsibilities as a System
Administrator or are you a Privileged User?

1) System Administrator
2) Privileged User



Information Assurance/Computer Network
Defense Information Sharing, DS-1A104.06

Cyberprotect, DS-CP102.06

Introduction to DoD IDS Analysis, DS-IA105.06

DoD Intrusion Detection System (IDS) Analysis
Part Il, DS-1A107.06

Privileged User |IA Responsibilities, DS-1A112.06
Smartphones and Tablets, DS-1A108.06

> http://www.cdse.edu/catalog/cybersecurity.html




Have you ever implemented Cyber Incident
Response actions?

1) Yes
2) No



Incident Reporting

Incident Response

* Windows Server 2003 Incident Preparation & Response (IP&R),
DS-IA300.06

 Introduction to DoD IDS Analysis, DS-1A105.06

e DoD Intrusion Detection System (IDS) Analysis Part Il, DS-
IA107.06

* Unauthorized Disclosure of Classified Information, IF130.16
» Data Spills, Short

Alternative Platform Devices

* Portable Electronic Devices / Removable Storage Media, DS-
IA109.06 -

* Smartphones and Tablets, DS-IA108.06

3l http://www.cdse.edu/catalog/cybersecurity.html
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Poll #7

Have you used CDSE’s Cybersecurity
Toolkits?

1) Yes
2) No



Toolkits

Cybersecurity

tooli<it

CYRERSECURITY

VISIT THIS MORBILE FRIENDLY TOOLKIT FROM YOUR PHONE OR TABLET

Information System

Security Managers (ISSMs)
fooli«t

INFORMATION SYSTEM SECURITY MANAGER

1S5M ON THE GO?

VISIT THIS MOBILE FRIENDLY TOCLKIT FROM YOUR PHONE OR TABLET

> http://www.cdse.edu/toolkits/index.html




How many CDSE Cybersecurity Webinars have
you attended?

1) One

2) Two

3) Three

4) Four or more



Archived Cybersecurity

Webinars

= Cyber Insider Threat

= Information Security Continuous
Monitoring

= Risk Management Framework
Overview

= Top 20 Critical Security Controls

U

= Trusted Download

http://www.cdse.edu/catalog/webinars/webinar-archives.htmi



1)
2)
3)
4)
o)
6)
7)

What is your role in your organization?

Security Officer

FSO

ISSM

ISSO

Network Administrator
CISO

Other






Contact Information

Cybersecurity email:
cybersecurity.training@dss.mil

Please Provide Webinar Feedback


mailto:cybersecurity.training@dss.mil
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