Webinar Questions and Answers
Unclassified Trends
Webinar guests submitted several questions before and during the November 4th Unclassified
Trends Counterintelligence Webinar session. The following responses are provided by the
Center for Development of Security Excellence (CDSE):
Question: I noticed that Suspicious Network Activity was the most prevalent MO in only the East Asia
and Pacific region, is it common in the other regions?

Answer: The East Asia and the Pacific region has historically accounted for most of the SNA activity. In
FY13 they accounted for over 67 percent of the SNA. In comparison the Near East region accounted for
the second most incidents of SNA which totaled just four percent of the SNA reported by industry.
However, SNA is often difficult to definitively attribute to a specific entity. In fact, due to the nebulous
nature of SNA, during FY13 DSS could not identify the region of origin for nearly 25 percent of the SNA
targeting cleared industry.

Question: You mentioned that DSS changed their technology category system to incorporate emergent
technologies. Could you give us an example of some emergent technologies and were they heavily
targeted?

Answer: Yes, DSS changed from using the Militarily Critical Technologies List to the using the Industrial
Base Technology List (IBTL). The IBTL broke up some existing categories to provide a better focus of
specific technologies. For example the Laser, Optics, and Sensors category broke into four categories –
lasers, optics, sensors (acoustic), and radars. However, the IBTL introduced several new categories
relating to emerging technologies - such as computational modeling of human behavior, quantum
systems, synthetic biology, and cognitive neuroscience. Collectively these four categories were targeted
in less than two-tenth of one percent of industry reporting. Half of the targeting for these four
technologies originated with entities in the East Asia and the Pacific region; and computational
modeling of human behavior was the most targeted

Question: You mentioned a classified version of this report. My facility possesses and stores classified
information, but we don’t have access to the DoD systems. How can we get a copy of the classified
version?

Answer: We produce a hard copy version of the classified report that we provide to industry. Contact
your local DSS Counterintelligence Special Agent and they should be able to assist you.
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