STEPP Technical Troubleshooting Guide
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STEPP Technical Troubleshooting Guide

Computer Configuration

1. Windows is the preferred operating system (OS) for accessing STEPP. OS X and Linux will work
for some activities if configured properly; however, Windows is the standard.

2. Local Area Networks (LAN) are preferred over Wi-Fi. STEPP does work on Wi-Fi; however, if you
lose your connection while testing, you will have to retake the exam from the beginning.

3. Internet Explorer (IE) is preferred over all other internet browsers, including Mozilla Firefox,
Google Chrome, and Apple Safari.

Internet Explorer Version Check

1. Press ALT+H on your keyboard and select About Internet Explorer.

About Internet Explorer ﬁ

e Internet
Explorer1

Update Versions: 11.0.32 (KB3160005)
Product ID: 00150-20000-00003- AA459

Hy Install new versions automatically

2 2013 Microsoft Corporation. All rights reserved.

Cloze

Iﬁl Some settings are managed by your system administrator,

e

STEPP Configuration Check

1. Follow the link to properly configure your computer: http://www.cdse.edu/stepp/index.html.

2. Inthe first box on the right side of the screen, all text should be green. If not, follow the
guidance below to adjust your settings properly.


http://www.cdse.edu/stepp/index.html

JavaScript

1. Install Java Virtual Machine (JVM): http://java.com/en/download/index.jsp

bl Free Java Download
it you want to downioad
Java forancmer computee DOWNI0ad Java for your desklop computer now!

of Operating System. 65Kk viarsion 8 Update 91
10 0% Do Release date Ao 19, 2016

Wiy am | abways redvected
10 s page when vaitng a

Doge wih a Java 309 » Whatis Java? + Qolhave
Leam more

Why download Java?

wpdates

Java atows you &

 orine games, cha wilh peapie around the world, cak ulate yOur Morgage interest
ana view Images
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0o 0 o ORACLE

2. Verify Java installation: http://java.com/en/download/installed.jsp?detect=jre&try=1

Verifying Installation

Detocting Java on your computer

YOur Java soware mstataton Testart your iowser (Come ai trowse
wdows and 19-00en) 10 enabile the newly instalied Java version n the browser. Javascrt must
2130 be enatied

ORACLE

3. Verify Java version: http://java.com/en/download/testjava.jsp

Verify Java Version

Chack to ensure that you have e recommenced version of Java nstafied for your OPeratng system

Verity Java version

1E 11 users: If you have issues vertying the instalied version using this Page. use the altamats 0age

Al Javs Downloads
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http://java.com/en/download/index.jsp
http://java.com/en/download/installed.jsp?detect=jre&try=1
http://java.com/en/download/testjava.jsp

If you already have Java on your system but applets do not work, you may need to enable Java through
your web browser. To enable Java in IE:

4. Press ALT+T on your keyboard to open Tools and select Internet options.

v [ #h v Pagev Safety v | Tools~

Fix connection problems...

[ | Bl

ssion

Reopen last browsing

Pop-up Blocker r

View downloads Ctrl+)

Bl O

Manage add-ons

Compatibility View settings
Full screen F11
Tooclbars 4

Explorer bars r

<> F12 Developer Tools

OneMote Linked MNotes
Lync add-on
Send to OneMote

Internet options

5. Select the Security tab and Custom level.... If this button is grayed out, please contact your
system administrator.

===
Internet Options E X

Gene.SI‘ Security ‘invxy[cmmntlcnmecmlwogmlmm\

Select a zone to view or change security settings.

@« v 0O

Localintranet  Trusted sites  Restricted
sites

Internet

This zone is for Internet websites, 3
except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
= - Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

¥|Enable Protected Internet Explorer)

Custom level... Defauit level
|




6. Scroll down to Scripting of Java applets.
7. Make sure the Enable radio button is checked.

8. Click OK to save your preference.

Security Settings - Internet Zone

Settings

@ Disable
) Enable

=] E_nable XS5 filter
() Disable

=] Scripting of Java applets

() Disable
Enable
() Prompt

3!) Logon

() Anonymous logon

Automatic logon only in Intranet zone
) Automatic logon with current user name and password
() Prompt for user name and password

4 | i |

*Takes effect after you restart your computer

Reset custom settings

Resetto:  [Vedium-high (default) v [ Reset.. |




Cookies Enabled

1. Press ALT+T on your keyboard to open Tools and select Internet options.

1

] f= v Pagew Safety'IToolsv

Fix connection problems...

[ B

Pop-up Blocker 4

View downloads Ctrl+J

Bl

Manage add-ons

Compatibility View settings

Full screen Fl1
Toolbars 4
Explorer bars 4

< F12 Developer Tools

OneMote Linked Motes
Lync add-on
Send to OneMNote

Internet options

2. Select the Privacy tab and Advanced.

| | General | SecuriConhent | Connections | Programs | Advanced| I

Settings
Select a setting for the Internet zone.
Medium High
- Blocks third-party cookies that do not have a compact
privacy policy
{ - Blocks third-party cookies that save information that can

be used to contact you without your explicit consent
- Blocks first-party cookies that save information that can
be used to contact you without your implicit consent

sts | [ mmport Default

Location

Never allow websites to request your

physical location Clear Sites
Pop-up Blocker
Turn on Pop-up Blocker
InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

@ Some settings are managed by your system administrator.

0K ] [ Cancel Apply




3. Ensure the Accept radio button is selected for First- and Third-party cookies, then click OK. If
these settings are grayed out, please contact your system administrator.

Advanced Privacy Settings A — u

) You can choose how cookies are handled in the Intemet
= zone. This ovemdes automatic cookie handling.

Cookies
[]Ovemde automatic cookie handiing;

Prompt

Abways allow session cookies




Pop-Up Blocker Disabled

1. Press ALT+T on your keyboard to open Tools and select Internet Options.

1

] f= v Pagew Safety'IToolsv

Fix connection problems...

[ B

Pop-up Blocker 4

View downloads Ctrl+J

Bl

Manage add-ons

Compatibility View settings
Full screen F11

Toolbars 4

Explorer bars 4

< F12 Developer Tools

OneMote Linked Motes
Lync add-on
Send to OneMNote

Internet options

2. Select the Privacy tab and ensure the Turn on Pop-up Blocker checkbox is checked.

e W W W
| Securi | ontent | Connections | Programs | Advanced| \

Settings

Select a setting for the Internet zone. I
| R Medium High

- Blocks third-party cookies that do not have a compact
privacy policy
- - Blocks third-party cookies that save information that can
be used to contact you without your explicit consent

- Blocks first-party cookies that save information that can

be used to contact you without your implicit consent

Sites ] [ Import ] [ Adyanced ] [ Default

Location

Never allow websites to request your

Clear Sites
physical location =

Turn on Pop-up Blocker m

InPrivate

Disable toolbars and extensions when InPrivate Browsing starts

@ Some settings are managed by your system administrator.

[ 0K ] [ Cancel Apply




Adobe Flash Player

1. Verify Adobe Flash Player is installed and enabled: http://helpx.adobe.com/flash-
player/kb/find-version-flash-player.html

Q) search

Applies to
Flash Player

Was this helpful?

() Yes ' No

Flash Player Help / Flash Player Help

Adobe Community Help

To the top ©
Install Flash Player in five easy steps

1. Check if Flash Player is installed on your computer

Check Now

2. Download the latest version of Flash Player
If you don't have the latest version, download it here: Adobe Flash Player download

3. Install Flash Player
After you download Flash Player, follow the installation instructions that appear on the download
page.

4. Enable Flash Player in your browser

@ For Internet Explorer, see Enable Flash Player for Internet Explorer.

@ For Internet Explorer on Windows 10, see Enable Flash Player for |E on Windows 10.
e For Edge on Windows 10, see Enable Flash Player for Edge on Windows 10.

u. For Firefox on any OS, see Enable Flash Player for Firefox

@ For Safari on Mac 0S, see Enable Flash Player for Safari

& For Google Chrome, see Enable Flash Player for Chrome.

O For Opera, see Enable Flash Player for Opera.

5. Verify whether Flash Player is installed

If you see clouds moving in the animation below, you have successfully installed Flash Player.
Congratulations!

If you don't see the animation after completing all the steps, refresh this page using the icon below.
# L
€, *nte
€ ‘ 5, € : ‘

€ & < 4y
Ay {‘ “8 -“:&‘



http://helpx.adobe.com/flash-player/kb/find-version-flash-player.html
http://helpx.adobe.com/flash-player/kb/find-version-flash-player.html

Compatibility View

1. Press ALT+T on your keyboard to open Tools menu and select Compatibility View settings.

Delete browsing history... Ctrl+Shift+ Del
InPrivate Browsing Ctrl+5Shift+P

Turn on Tracking Protection
ActiveX Filtering

Fix connection problems...
Reopen last browsing session

Add site to Start menu

View downloads Ctrl+)

Pop-up Blocker 3

Manage add-ons

Compatibility View settings

Subscribe to this feed...

2. Enter “dss.mil” in the Add this website: box.

Compatibility View Settings =

Wﬁ Change Compatibility View Settings

Add this website:

Websites you've added to Compatbility View:

|| Display intranet sites in Compatibility View
|| Use Microsoft compatibility lists
Learn mare by reading the Internet Explorer privacy statement

3. Click Add, then Close.



Emulation Mode

1. Press ALT+T on your keyboard to open Tools and select F12 Developer Tools. (Alternately, press

F12 on your keyboard to access the same menu.)

| = [ p=n ~ Page~= OSafety~

[ B

Reopen last browsing sessicn

Pop-up Blocker

View downloads

Bl O

Manage add-ons

Compatibility View settings
Full screen
Toolbars

Explorer bars

Tools =

Ctrl+)

F11

<> F12 Developer Tools

Suggested Sites

Fiddler
OnelMote Linked Motes
Send to OneMote

Internet opticns

2. Select the Emulation tab and locate User agent string.

DOM Explorer Console Debugger MNetwork UI Responsiveness Profiler

Maode Display

Document mode |5 (Default) ﬂ i ] Crientation Landscape ﬂ
Via X-UA-compatible HTTP header Resolution Default ﬂ

Browser profile Desktop hd

User agent string | Default hd

Memory

Geolocation

Simulate GPS

Latitude

Longitude

@®Off (On (OOn but no signal

10



3. Select the dropdown arrow for a list of browsers and select Internet Explorer 10. The page will
automatically refresh.

DOM Explorer Console Debugger Network UI Responsiveness Profiler Memary
%
Mode Display Geolocation
Document mode |5 (Default v 0 Orientation Landscape ﬂ Simulate GPS @®Off (JOn (OOn but no signal
IDVEZ?ETEXT Resolution Default ﬂ Latitude

Internet Explorer 9
Internet Explorer 8
Internet Explorer 7
Internet Explorer &
IE11 - Windows Phone 8.1 Update
1E11 - Windows Phone 8.1
1E10 - Windows Phone &
1EQ - Windows Phane 7
IE - Xbox One
1E - Xbox 360
Goegle Chrome
Mozilla Firefox
Opera
Apple Safari (iPad)

Bing Bot
Custom

Longitude

H100% -

4. Save changes by clicking on the %= icon.

5. Close the F12 Developer Tools window.

11



Root Certificate

1. Visit http://dodpki.c3pki.chamb.disa.mil/rootca.html

DoD Class 3 PKI
Download Root CA Certificate

for ! the for the Root Certificate Authority (CA).

Save the file to your local machine.

Right click on the saved file and select Open.

1
2. Expand down and click on Certificates. For each certificate listed double click on the certificate.
3. At the Certificate window click the Install Certificate button,
4. Click next in the Certificate Import Wizard, sclect "Place all certificates in the following store” and click Browse, If this is a Root Certificate select "Trusted Root Certi horities” or if it is a diate CA Certificate
select "Intermediate Certification Authorities” and click ok. Click next and click finish.
After reading the above instructions, click J8 Download Root CA 3
Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA Certificate.
Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA 2 Certificate.
If you need to trust certificates from any of the retired Root Certification or liate Certificati ities for any reason click here .
Vou are accening a U'S, Govemment (U'SG) Information System (15) that ded for USO. By using thi IS deisce 15), you conseat to the following conditions: - The USG routinely d this 1S for purposes incloding, bot not limited 10, peoetration teting
'OMSEC monstoring, network operations and defense, penionsel | misconduct (PM), L entorcemsent (LE). i counterintelligence (CT) investigations. - At any time, the USG may mapect and seize data stored on this IS. - Communications using, or data stored on, this IS are not private, are subject 10 foutine mositorng, interception, and search, and may
Hiclonsd o sd for sy USO suthoized parpne. - Tk 1S lch Eeasuces (e SG snterests--oat for your personal beseft o privacy. - Notwithstaoding the above, wsing this 15 does not consttute consent to PM, LE or C1 iavestigative searching o mosutoring of the coatest of privileged
o work product, related services by attoreys, pn(hrdmnm\v of clergy, and their asistants. Suck \d work pr It fide See User details

Unclassified For Official Use Only

For questions or problenss with this website please contact the DISA OKC OST at 1-800-490- 1643 or by email at disa-esmost @esd disa il

oD PX1 Systam (Last Mod 06 Jul 2011),

2. Click Download Root CA2 Certificate.
3. Click Open. A file named Certificates will appear on the screen.

4. Double click the root folder with the arrow next to it on the left of the screen.

certmgr [Certlﬁca? nt LM

File Action View Help

&= E = H

Logical Store Name
b [T] CUSERS\KENNETH.MILLER\ = CAUSERS\KENMETH.MILLERVAPPDATANLOCALMICROSOFTVWINDOWSNT

v

12


http://dodpki.c3pki.chamb.disa.mil/rootca.html

5. Double click the Certificates folder.

e
certmgr - [Certificates - !urrent LMSERSMH.MILW

Eile Action View Help W
9| 2@ o=@
) Certificates - Current User Object Type
4 RIS UL L LR || Certificates
|
I
il

6. On the right side, scroll down to the very last DoD certificate, DoD Root CA 2, and double click.

certmgr - [Certificates - Current UseMENUSERS\KENNETH.MILLERAPPOATANLOCALUVICRO..|c=o(=0e| e |

File Action View Help W
e 7@ = d
G Certificates - Current User Izzued To = Issued By -
a [E C:_\USEF‘._S.\KENNI:—I'H.MILLER\ [51DOD EMAILL CA-20 DoD Root CA 2
(6 Centificates [51DOD EMAIL CA-21 DoD Root CA 2 N
51DOD EMALL CA-22 DoD Root CA 2 i
51 DOD EMAIL CA-23 DoD Root CA 2
5] DOD EMALL CA-24 DoD Root CA 2
51 DOD EMAIL CA-25 DoD Root CA 2
5]DOD EMALL CA-26 DoD Root CA 2
51 DOD EMALL CA-27 DoD Root CA 2
5] DOD EMALL CA-28 DoD Root CA 2
5/ DOD EMALL CA-29 DoD Root CA 2 —
5] DOD EMALL CA-30 DoD Root CA 2
1 DoD Intermediate CA-1 DoD Root CAZ L
[Z1DoD Intermediate CA-2 DoD Root CA 2 1
_ _ P B = 4 ll
« [Lm r r
CAUSERS\KEMMETH.MILLERVAPPDATANLOCALNMICROSOFTVWINDOWS\TE |

13



7. Click Install Certificate....

Certificate

General | Details | Certification Path

L= a Certificate Information

This certificate is intended for the following purpose(s):

» All issuance polices
» All application polices W

Learn mare about

Issued to: DoD RootCA 2

Issued by: DoD RootCA 2 I

valid from 12/ 13/ 2004 to

12/ 5/ 2029

Install Certificate...

Issuer Statement

T |

8. Click Next >.

Certificate Import Wizard

(i

)

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

14




9. Select Place all certificates in the following Store, then click Browse....

It

Certificate Import Wizard
L — i

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.
() Automatically select the certificate store based on the type of certificate

‘ﬂ Place all certificates in the following store:
Certificate store:

Learn more about certificate stores

< Back ][ MNext = ][ Cancel

10. Click Trusted Root Certification Authorities to highlight, then click OK.

e

Select Certificate Store

Select the certificate store you want to use,

-
X ]
| Intermediate Certification Authorities
7] Active Directory User Object
...... 1 Trueted Puhlichars s
' 0 | »

[7] show physical stores

15



11. Click Next >.

12. Click Finish.

Certificate Import Wizard u
e —

Certificate Store

Certificate stores are system areas where certificates are kept.

Learn more about certificate stores

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

Certificate store:

Trusted Root Certification Authorities

< Back [ Next > ] Cancel ]

Certificate Import Wizard M
e

&

- You have spedified the following settings:

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish,

(o)t Rl e e ey @2 Trusted Root Certifice

Content Certificate

BT (T (T

13. Click OK when you receive the following screen and refresh your browser.

16




TLS Enabled

1. Press ALT+T on your keyboard to open Tools and select Internet Options.

v [ #h v Pagev Safety v | Tools~

Fix connection problems...

[ | Bl

Pop-up Blocker r

View downloads Ctrl+)

Bl O

Manage add-ons

Compatibility View settings
Full screen F11
Toclbars L4

&l

Explorer bars L4

<le>  F12 Developer Tools

OneMote Linked Motes
Lync add-on
Send to OneMote

Internet options

2. Click on the Advanced tab, scroll to the very bottom, and ensure all Use TLS 1.X options are
checked. If the TLS options are not checked, check off each one and select Apply. Click OK.

T
| | General | Security I Privacy I Content | Connections | Program; ‘ \

Settings

Enable memary protection to help mitigate online attacks®
Enable native XMLHTTP support

[ Enable SmartScreen Filter

[ Enable Strict P3P Validation™®

Send Do Mot Track requests to sites you visit in Internet E
[ usessL 2.0

== S5 3.0

52 TLS 1.0

\arn about certificate address mismatch™ | |
[] warn if changing between secure and not secure mode ﬂ I
Warn if POST submittal is redirected to a zone that does n

« 1 | b
*Takes effect after you restart your computer

[ Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition. Reset...

‘fou should only use this if your browser is in an unusable state.

@ Some settings are managed by your system administrator.

[ OK ] [ Cancel Apply

17



Clearing SSL Slate

1. Press ALT+T on your keyboard to open Tools and select Internet Options.

v [ #h v Pagev Safety v | Tools~

Fix connection problems...

[ | Bl

Pop-up Blocker r

View downloads Ctrl+)

Bl O

Manage add-ons

Compatibility View settings
Full screen F11
Toclbars L4

&l

Explorer bars L4

<le>  F12 Developer Tools

OneMote Linked Motes
Lync add-on
Send to OneMote

Internet options

2. Click on the Content tab and select Clear SSL state.

—
| m II brnections | Programs | ndvanced| \

Certificates
Use certificates for encrypted connections and identification.

 Clear S5L state Certificates ] [ Publishers ]

AutoComplete

= AutoComplete stores previous entries

on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated I|

Eﬂt content from websites that can be
read in Internet Explorer and other |
programs.

w|

@ Some settings are managed by your system administrator.

0K ] [ Cancel Apply

3. Click OK.

18



Deleting Browsing History

1. Press ALT+T on your keyboard to open Tools and select Internet Options.

v [ g v Pagew Safety'IToolsv

Fix connection problems...

[ | Bl

Reopen last browsing sion

Pop-up Blocker L4

View downloads Ctrl+)

Bl @

Manage add-ons

Compatibility View settings
Full screen m
Toclbars L4

Explorer bars L4

<> F12 Developer Tools

sted Sites

OneMote Linked Motes
Lync add-on
Send to OneMote

Internet options

2. Under Browsing history, click Delete.

Internet i
ern ns
| Inte Optict

|| ecurity I Privacy I Content | Connections | Programs | Advanced

Home page
l/? To create home page tabs, type each address on its own line.
-
= http://dssinside.dss.mil/default.aspx -
il i

Use current Use default Use new tab

‘ |
Tabs i
Change how webpages are displayed in tabs.

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

Delete browsing history on eg

Appearance

[ Colors ][ Languages ][ Fonts ][ Accessibility ]

@ Some settings are managed by your system administrator.

[ ok || cancel || ooy

19



3. Click Delete again in the pop-up window.

Delete Browsing HTi i i E_ ]‘

Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files and website files
Copies of webpages, images, and media that are saved for faster
viewing.

Cookies and website data
Files or databases stored on your computer by websites to save
preferences or improve website performance.
History
List of websites you have visited.

Download History
List of files you have downloaded.

Form data
Saved information that you have typed into forms.

[7] Passwords
Saved passwords that are automatically filed in when you signin
to & website you've previously visited.

Tracking Protection, ActiveX Filtering and Do Not Track
A list of websites exduded from fitering, data used by Tracking

Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Not Track requests.

@ Some settings are managegh

4. Click Apply and OK.

e W W W

General |Se<:uri'q-I I Privacy I Content | Connections | Programs | Advanced

Home page
/? To create home page tabs, type each address on its own line.
http://dssinside.dss.mil/default.aspx -
i hd N
Use current Use default Use new tab
Startup
() Start with tabs from the last session
(@ Start with home page i
Tabs

|
Change how webpages are displayed in tabs.

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

Delete browsing history on exit

LMQ.elehe. . J [ Settings ]

Appearance

[ Colors ][ Languages ][ Fonts ][ Accessibility ]

@ Some settings are managed by your system administrator.

20



Unity Web Player Plugin

These instructions are for issues related to the Unity Web Player plugin. Currently, the following
STEPP activities require this Web Player plugin:

1. Exterior Security Lighting (PY109.06)
2. SCIF Physical Security Virtual (SCI103.06)

Each course has a Knowledge Check and a Capstone Exercise. The Unity Web Player plugin is
necessary to complete each course’s Capstone Exercise, a graphical environment where you navigate
a facility and evaluate exterior lighting or SCIF requirements.

The plugin is available for download at https://unity3d.com/webplayer. Note: You may not have
permissions to download software onto your work computer. In this case, you may need to contact
your IT Department to either receive permission and/or request the software installation.

The Unity Web Player plugin requires the following standard operating checks:

e Asupported web browser
o The CDSE Registrar’s Office encourages IE over all other internet browsers

e Configuration checks using the instructions provided in this Troubleshooting Guide

o JavaScript is enabled

o Cookies are enabled

o Pop-up blocker is disabled

o DoD Root Certificate is installed

o Browser is in Compatibility View mode

o Internet Explorer security settings allows for dss.mil
Troubleshooting

Problem: A blank screen or error displays when attempting the Capstone Exercise portion.
A blank screen, a message similar to “unsupported browser,” or an icon displaying the Web
Player plugin download link appears. This may indicate an incomplete or unsuccessful plugin
installation. A completely blank window may also indicate an issue with STEPP.

Vol © ___© o _a>» o e & oo

Figure 1: Blank screen when launching Capstone Exercise

21


https://unity3d.com/webplayer.

Solutions: Ensure the Unity Web Player plugin is installed.
1. Navigate to https://unity3d.com/webplayer. On the right side of the screen, find
“Version of your web player” and verify whether you have the plugin or if it is out of
date.
2. If necessary, download the Unity Web Player.

Ensure the Unity Web Player plugin is enabled/activated in the browser.
1. Press ALT+T on your keyboard to open Tools and select Manage add-ons.
2. Scroll down to UnityWeb Player Control and set to Enabled.

Ensure the Unity Web Player plugin works.

1. Navigate to the demos website: https://unity3d.com/gallery/demos/live-demos

2. Click on one of the sample areas.

3. Click on the Play button in one of the video screens.

4. If the Web Player plugin has installed correctly and your machine is capable of playing
Unity content, then the browser will display the running demo with moving objects and
sound.

Figure 2: Unity Web Player, Bedroom 2015 Demo

Ensure a network firewall is not blocking the plugin.
Contact your IT department to verify a firewall is not interfering with the plugin.

If you still cannot launch the Capstone Exercise:
e Reinstall the plugin
Close all browsers.
Use Control Panel > Programs and Features to uninstall the Unity Web Player.
Reboot your PC.
Download a new copy of the latest Web Player plugin from https://unity3d.com/webplayer.
Close all browsers.
Run the Unity Web Player installer.

ok wnNE
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Request reregistration for the activity from the CDSE Registrar’s Office
(dss.cdseregistrar@mail.mil). Note the activity in your email.

Attempt launching the Capstone Exercise from a non-work computer.

Attempt launching the Capstone Exercise using an older Unity Web Player plugin
version (http://unity3d.com/get-unity/download/archive).

Reach out to dss.physicalsecuritytraining@mail.mil for guidance. Provide confirmation of
your attempts to troubleshoot and resolve.

Further reading on Troubleshooting the Unity Web Player plugin:
o https://support.unity3d.com/hc/en-us/sections/201163845-WebPlayer
o  https://unity3d.com/webplayer/setup
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Virtual Environments
What do | do if | launch the virtual environment and see a blank screen?

If you see a blank screen when you launch the virtual environment, it probably means that you do
not have a recent enough version of Java installed on your computer. You must have Java Version
1.6.0_22 or higher to run the virtual environment.

Download the latest version of Java: http://www.java.com/en/download/index.jsp

Download ~ Help

Free Java Download

Javator anomercomputer  DOWnload Java for your desktop computer now!

Whatss Java? » Dol have Java? » Need Heip?

o Operating System, click Version 8 Update 101
) Release date Jly 19, 2016

Why download Java?

ORACLE

What do | do if | launch the virtual environment and see a message stating, “The application’s digital
signature has an error. Do you want to run the application?”

Select Run to authorize. If your security settings do not allow the run, you may have to involve your IT
staff and/or relaunch from a separate networked machine.

‘Warning - Security Py
The application's digital signature has an error. ' \
Do you want to run the application? AT

Hame: TWApp

Publisher: Caspian Learning

From: https://stepp.dss.mil

|| Atwrays trust content from this publisher.

[T§7]  The digital signature was generated with 2 trusted More Tnformation...

.=/ certficate but has expired.
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What do | do if | launch the virtual environment but it doesn’t open?

If you launch the virtual environment but no new window opens, your pop-up blocker may be turned
on. Check whether you have pop-ups enabled.

If pop-ups are already enabled, your computer may have lost connection with STEPP. Close the course
and reopen from STEPP.

"n:|\ v B v [ mm - Page~ Safety v| Tools~ ﬂv

Reopen Last Browsing Session

Turn Off Pop-up Blocker 1] Pop-up Blocker
Pop-up Blecker Settings 2] Manage Add-ons

Work Offline

02 &

Compatibility View Settings
A| Full Screen F11
Toolbars 4

Explorer Bars 4
< Developer Tools F12
Suggested Sites

OneMote Linked Motes
Send to OneMote

.7 Internet Options

What do | do if | click on things | know are interactive (e.g., interface buttons, characters, certain
objects) but nothing happens?

You may have insufficient memory on your computer or on your graphics card to run the virtual
environment. If you have any other applications open on your computer, try closing all other
programs EXCEPT the STEPP window and the Mission Introduction course window. If you close STEPP
or the Mission Introduction windows, your data will be lost.

If that does not help, try exiting the virtual environment, closing all programs, and restarting your
computer. Then reenter the course through STEPP.

If you continue to have problems, check the amount of memory on your computer and your graphics
card. The virtual environment requires at least 1 GB of RAM on your computer and a modern graphics
card with the latest drivers, 64 MB of RAM, and Direct3D support.
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Once I’'m in the virtual environment, what do | do if the environment looks incomplete? For example, |
am able to see through walls.

You have an insufficient graphics card. To run the virtual environment, you must have a modern graphics
card with the latest drivers, 64 MB of RAM, and Direct3D support.

What do | do if my avatar falls through the floor, walks through a wall or door, or gets stuck in the
environment?

Sometimes a random combination of keystrokes will cause your avatar to fall through the floor or
walk through walls or doors. If this happens, or if you get stuck anywhere else in the environment,
select the “Menu” button from the top left of the screen, then the “Reset Position” option.

@) SaveandExit
. Help

(@) AudioControls

i Reset Position
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What do | do if | have a technical issue not answered in this FAQ?

If you have any technical issues not addressed in this guide, please review our Frequently Asked
Questions page (http://www.cdse.edu/help/index.html) prior to contacting the DSS Registrar’s Office
(dss.cdseRegistrar@mail.mil). If you still need to contact the Registrar’s Office, please provide a
screenshot as an attachment using the guidance below:

1. On the affected page, hold ALT/FUNCTION and click Print Screen/SysRq.
2. Open a blank Word document and paste the contents in Word.
3. Save the document and attach it to your email.

Note: If you copy/paste in the body of the email, the Registrar’s Office will not be able to see the
information. Please send as a Word/PDF attachment.
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