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Industry's Role in the C&A Process
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 Define the C&A Process

* Consider each step in the C&A
Process

 Discuss the OBMS actions
that relate to the submission
process

* Provide resource links for
future reference
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The C&A Process helps protect
classified information systems against:

Unauthorized access to or

modification of F Denial of service to
information y - authorized users

Industry's Role in the C&A Process helps to protect, detect,
characterize, counter, and mitigate unauthorized activities
and vulnerabilities.
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Polling Question 1

=How many steps are there in the NISP C&A
Process?
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=These are helpful resource links related to the
NISP C&A Process

* ISSM Toolkit - http://www.cdse.edu/toolkits/issm/index.php

¢ NISPOM - http://www.dss.mil/isp/odaa/nispom06.html

* ODAA Process Manual -
http://www.dss.mil/documents/odaa/ODAA%20Process%20Man
ual%20Version%203.2.pdf

* OBMS Training -
http://www.cdse.edu/catalog/elearning/CS120.html
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NISPOM Chapter 8

¢ Prescribes safeguards necessary to prevent
unauthorized disclosure of classified information.

« Identifies security requirements for contractor
Information Systems (IS) that process classified
information.

¢ Assigns responsibility to DSS for
establishing a line of authority
for training, oversight, program
review, certification and
accreditation of contractor’s IS.

Ledin (U FLUncn
ODAA Process Manual

¢ Designed to provide a resource =
for DSS staff, ISSMs, and 1SSOs. Jefanse Securily Service

e Explains process standards,
interpretation standards,
technical configuration
standards, and system security
plan standard templates.

e http://www.dss.mil/documents/odaa/ODA
A%20Process%20Manual%20Version%203.
2.pdf
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NISP C&A Process — Step 1
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NISP C&A Process — Step 2
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OBMS - Home Page

3 || OFFICE OF THE DESIGNATED Alﬂ’_gOVINngUTHORITY (ODAA

N7/, BUSINESS MANAGEMENT SYSTEM . e el

it Home Certification and Accrediation Wodule »  ISAIMOU/A) Module » Report Hodule * Help »

{OBMS Home Page - Contractor Submitter
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Check Status of an
Accreditation

Edit an Accreditation

Edit a Summary Data Profile

OBMS - Starting the Process

OFFICE OF THE DESIGNATED API
BUSINESS MANAGEMENT SYSTEM

Interconnected Security Aj
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The MNotifications tab displays
button next to a notification tg

Reevaluation and
Reaccreditation

Self-Certification
IS Profile

Motification To Terminate or
Disestablish Accreditation

|

Motification To Terminate

Self-Certification

=
Leall (/ FLuncn

4

Protection Level

Confidentiality/
Classification Level:

Integrity Level:
Availability Level:
System Type:

Special Purpose System:

Physical Environment:

System Security Plan Type:

OBMS — General Plan Information

! Master System Security Plan (MSSP}
) System Security Plan (SSP)

! Metwork Security Plan (NSP)

select[+ ] @
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[Select
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S Profile Hame:
System Count Specifics:

Special Systems Category
loptional):

dditional Requirements
{optional):

OBMS — m Informatio

User =]
o

International
Legacy System
Mobile Systems
War Fighter Critical

M Save | | @ Validate |
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Polling Question 2

=Which button must you press after entering all
System Information before you can access other
tabs?

* Validate
* Save
* Exit
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OBMS — Assets Tab

e —)
Summary Data Profiie | Assels  Supporting Documents  Review/Submission

parating System Type

+ Add System
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OBMS — Add System

| + Add system ' | # eait system | | @ petete
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The Supporting Documer

Document Templates

Template Hame

he Contractor Submitier to upload documents to the accreditation package

Sécurty Package Submasin and Certicaton Statement

Netviork Securty Pan

:
C—l
;

HSSP_5_Master_Sysiem Secury_Pungdt
HSSP_1_Securty Package Submsson bnd Centaten Suemintpal | USSP
Metwor,_Securty_Pan pdf [

Networt_Securty_Pan Package_Submssien_and Ceifeation Sutementpdl | NSP
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OBMS — Fill in Required Fields

Contractor:

Information System
Profile

Addrass:

Cage Code:

IS Number:

This IS Profile is associated with ODAA Unigque Identifier:




Signature: Date:
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Polling Question 3

=What'’s the correct way to save a template when
working online in OBMS?

* Use the Adobe Acrobat Save command

* Use the Save Form button inside the template
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OBMS — Save and Close
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The following "Save Form" button Is used to save this document online with the 0BMS
application. The following “Close button" is used to return back to the OBMS application
without saving. The Adobe plugin toolbar buttons that are available at the top of the browser
wil not save or manipulate the document within the OBMS application.

If printing this document, the following button page will be printed with the document. But, it
can be easlly retracted from the final printed copy and will not affect content within the original
document.
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OBMS — Upload Docume

lnaded Documents

Document Hame Document Type

‘ 15 Profi
Lt

TCertiﬁcation and Accreditation Module - Submit an Initial Accreditation
isummary Data Profile Assets Supporting Documents Review/Submission

» Facility Data Sheet

» General Plan Information

» System Information

» Assets

» Uploaded Documents

‘ + Submit for Review ‘ ‘ 0 validate ‘ ‘ Spell Check ‘
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=What do you think happens if submit the package
and you haven’t provided an electronic signature
for the Information System Profile?

Type your responses in the chat window and let’s
see what the consensus is.
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OBMS — Other Options

Interconnected Security

TS | intial accredtation

Check Status of an
Accreditation

Edit an Accreditation Self-Certification

Notificg Edita Summary Data Profile 1S Profile

The Notifications tab displays| efification To Terminate or
button next to a notification tg Disestablish Accreditation

Notification To Terminate
Self-Certification

Date <
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Conclusion

Industry's Role in the C&A Process can help to
protect, detect, characterize, counter, and
mitigate unauthorized activities and
vulnerabilities, and helps address areas for
improvement in securing the classified
information technology infrastructure.
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Cybersecurity Training Products and POC

Past Webinars

* http://www.cdse.ed Christopher Cox
u/catalog/webinars/ Phone: (410) 639-1398
webinar- Email:
archives.html i cybersecurity.training@dss.
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All Other Training

e http://www.cdse.ed
u/catalog/cybersecu
rity.html
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