New Products (First Quarter FY20)

Background

The Center for Development of Security Excellence (CDSE) is a nationally accredited, award-
winning directorate within the Defense Counterintelligence and Security Agency. CDSE provides
security education, training, and certification products and services to a broad audience supporting the
protection of national security and professionalization of the Department of Defense (DoD) security
enterprise.

Content Areas: Counterintelligence, Cybersecurity, General Security, Industrial Security,
Information Security, Insider Threat, Operations Security, Personnel Security, Physical
Security, and Special Access Programs

Highlight Summary

CDSE provides courses and products that keep pace with changing policies and evolving security
environments. During the first quarter of FY20, CDSE released the following:

New Posters: Insider Threat

New Courses: Insider Threat

New Security Awareness Games: Industrial Security

New Security Video: Insider Threat

New Webinars: Industrial Security, Personnel, Information Security and Insider Threat
New Job Aids: Industrial Security, Insider Threat

New Case Studies: Insider Threat

NEW!III

Training Products

] Security Posters
Available to download and promote security awareness in the workplace.
e Insider Threat - Instagram Poster

This insider threat poster states, “Your family and friends might not be the ONLY ones interested in
your Instagram posts.” https://www.cdse.edu/resources/posters.html|

== Courses

Training to keep security professionals updated on security policy and procedures, delivered online or in-
person.

e Insider Threat Awareness Course (INT 101.16)

This course addresses each of the individual insider threat awareness training requirements identified
in DoD policy and the National Minimum Standards for Insider Threat Programs. The course utilizes
case study scenarios to portray concerning behaviors and potential risk indicators that highlight
actions and behaviors that can signify an insider threat.
https://www.cdse.edu/catalog/elearning/INT101.html
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e INT 280, Cyber Insider Threat

This course is designed to familiarize Department of Defense (DoD), component, industry, and
federal agency Insider Threat Program personnel with cyber insider threat and associated indicators.
https://www.cdse.edu/catalog/elearning/INT280.html

e INT 290, Behavioral Science and Insider Threat

This course provides Department of Defense (DoD) component, industry, and federal agency Insider
Threat Program personnel with an introduction to behavioral science.
https://www.cdse.edu/catalog/elearning/INT290.html

Q Security Awareness Games
Quick and easy ways to test your knowledge and encourage security awareness at your organization.

e Concentrated Jeopardy Game One, Two, Three, and Four

These games are a fun and easy way to test your knowledge and encourage industrial security
awareness at your organization. https://www.cdse.edu/resources/games.html

e Security Awareness Crossword

Test your knowledge and enhance your security awareness by completing the new industrial security
crossword puzzle. https://www.cdse.edu/multimedia/games/security-awareness-crossword/index.html

u Security Video

Allow security professionals to refresh their knowledge of a critical topic or quickly access information
needed to complete a job.

e Insider Threat Vigilance Video Series, Season 2, Episodes 1-4 “The Critical Pathway”

Season 2 of the award winning video series reinforces insider threat awareness and reporting
requirements. https://www.cdse.edu/resources/training_videos.html|

a2
Webinars

A series of recorded, live web events that address topics and issues of interest to defense security
professionals.

e Insider Threat Webinar: Industry and the Insider Threat

This webinar features Ms. Annie Backhus, Chief, QAFS, Industrial Security Field Operations, Defense
Counterintelligence and Security Agency, who addresses how to establish an Insider Threat program.
https://www.cdse.edu/catalog/webinars/industrial-security/naesoc.html

e Industrial Security Webinar: Intro to the National Access-Elsewhere Security Oversight
Center (NAESOC) Field Office

The National Access Elsewhere Security Oversight Center (NAESOC) is a centralized DCSA Field
Office providing consolidated and consistent oversight and security management over select access
elsewhere companies. The webinar will provide a general overview of the NAESOC by the NAESOC
Team. https://www.cdse.edu/catalog/webinars/industrial-security/naesoc.html|

e Counterintelligence Webinar: The Venn of Counterespionage
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This webinar features a counterespionage showdown with Insider Threat in one corner, and
Counterintelligence in the other! CDSE discusses the Venn of Counterespionage, where
Counterintelligence and Insider Threat merge and diverge. The webinar covers the delineation
between the two disciplines and how this knowledge can enhance your security programs.
https://www.cdse.edu/catalog/webinars/counterintelligence/venn-of-counterespionage.htmi

i} Job Aids

Security products designed to provide guidance and information to perform specific tasks
e Industrial Security Program Annual Planner
This job aid serves as a supplemental tool to help support and grow industrial security training and
awareness within your organization. It is a culmination of performance support tools selected from
various security content areas that comprise the industrial security discipline that you can utilize to
promote security awareness throughout the year on a monthly basis.
https://www.cdse.edu/documents/cdse/Industrial-Security-Program-Annual-Planner.pdf

e Insider Threat Annual Vigilance Campaign 2020 Job Aid

This job aid outlines the CDSE Annual Vigilance Campaign. This campaign is loaded with awareness
resources to share within an organization.
https://www.cdse.edu/documents/toolkits-insider/insider-threat-vigilance-campaign-2020.pdf

e Behavioral Science and Insider Threat Job Aid
This job aid provides information on the role behavioral science plays in a multi-disciplinary insider
threat program. https://www.cdse.edu/documents/cdse/Behavioral-Science-and-Insider-Threat.pdf

e Insider Threat Program Kinetic Violence Self-Assessment: Lessons Learned from School
Safety

This job aid provides lessons learned from school safety program studies for organizations to
consider in self-assessment of their insider threat programs' preparation and response to the threat of
kinetic violence. https://www.cdse.edu/documents/cdse/Lessons-Learned-from-School-Shootings.pdf

e CUI Awareness Briefing

The Controlled Unclassified Information (CUI) Awareness Brief provides a brief overview of the CUI
program, the DoD CUI Registry, issues related to access, dissemination, and safeguarding, and
agency CUI policy. It is a first step in the phased approach to the implementation of the reform for
CUI. https://www.cdse.edu/catalog/webinars/webinar-archives.html

B case Studies

Analyzed accounts of real-world security activities, events, or threats
e Insider Threat - Case Study of Stewart David Nozette

This case study highlights Steward David Nozette who was sentenced to 13 years in prison and
ordered to pay $217,000 in restitution to government agencies he defrauded.
https://www.cdse.edu/documents/toolkits-insider/nozette-case-study. pdf

e Insider Threat - Case Study of Harold Martin Il

This case study highlights Harold Martin 11l who was sentenced to nine years in federal prison for
willful retention of National Defense Information.
https://www.cdse.edu/documents/toolkits-insider/martin-case-study. pdf
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