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1 [bookmark: _Toc442788603][bookmark: _Toc482785192]Background
The transition to Risk Management Framework (RMF) within NISP, all systems including Local Area Networks, Wide Area Networks and Interconnected Networks, requiring authorization or re-authorization will follow the RMF methodology for Local Area Networks, Wide Area Networks and Interconnected Systems.

This document is based on the Defense Security Service (DSS) Assessment and Authorization Process Manual (DAAPM)
[bookmark: _Toc442788604][bookmark: _Toc482785193]Applicability
This template is applicable to all Information Systems (IS) that store, process and/or transmit classified information.
[bookmark: _Toc430319635][bookmark: _Toc442788605][bookmark: _Toc482785194]References
This document is based on the following references:
· NIST SP 800-53, Security Controls for  Federal Information Systems and Organizations, Revision 4, Apr 13
· CNSSI 1253, Security Categorization and Control Selection for National Security Systems, March 2014
· CNSSI 4009 National Information Assurance (IA) Glossary
· DSS DAAPM
[bookmark: _Toc442788606][bookmark: _Toc482785195]Reciprocity
Reciprocity is defined as a “Mutual agreement among participating enterprises to accept each other’s security assessments in order to reuse information system resources and/or to accept each other’s assessed security posture in order to share information.” — [CNSSI 4009]

This agreement, however, does not imply blind acceptance. The body of evidence used for assessments of the subject system will be provided to the other participant(s) who have a vested interest in establishing a mutual agreement. The receiving party will review the assessment evidence (e.g., system security plan (SSP), test plans, test procedures, test reports, exceptions) and determine if there are any deltas in the evidence, (e.g., baseline/overlay controls that were tailored, a test item that was omitted), and identify items that may require negotiations.

Reciprocity means that the system(s) will not be retested or undergo another full assessment. In the spirit of reciprocity, the existing assessments will be accepted; only controls, test items or other pertinent items that were initially omitted are subject to evaluation/testing to assure the system meets any additional protections required for a successful reciprocal agreement.



Insert Company name/Logo]


[bookmark: _Toc430319636][bookmark: _Toc442788607]
13
[Insert Document Classification]

[bookmark: _Toc482785196]System Identification
[bookmark: _Toc482785197][bookmark: _Toc430319765][bookmark: _Toc442788736]System Overview
	System Name
	Click here to enter text.

	DSS UID
	Click here to enter text.

	Type of Information System (Check One)
	|_| Standalone (SUSA)
|_| Multi-User Standalone (MUSA)
|_| Closed Restricted Network (Local Area Network(LAN))
|_| Wide Area Network (WAN)
|_| Interconnected System – Contractor-to-Contractor (C2C)
|_| Interconnected System – Contractor-to-Government (C2G)
|_| Other:

	Type of Plan:
	|_| SSP
|_| MSSP (Type Authorization)


The system is in the life-cycle phase noted in the table below.
	System Status (Check One):

	|_|
	Operational
	The system is operating and in production.

	|_|
	Under Development
	The system is being designed, developed, or implemented.

	|_|
	Major Modification
	The system is undergoing a major change, development, or transition.

	|_|
	Other
	Explain:  Click here to enter text.



	Periods Processing:
	|_| Yes		|_| No

	
	

	Assured File Transfer:
	|_| Yes		|_| No

	If Yes, Select:
	|_| DSS		|_| Alternative Procedures



	


Mobility
	
|_| Yes
	


If Yes, the IS will be moved:
	|_| Temporarily for less than 8 days, only to contractor facility under DSS cognizance

	
	
	
	|_| For 8 to 120 days to a contractor facility under DSS cognizance

	
	
|_| No
	
	|_| Temporarily for less than 8 days to a government facility, not under DSS cognizance

	
	
	
	|_| For 8 to 120 days to a government facility, not under DSS cognizance (requires relocation letter)

	
	
	
	|_| Other:  Click here to enter text.



[bookmark: _Toc430319639][bookmark: _Toc442788610][bookmark: _Toc482785198]  Security Categorization
[bookmark: _Toc430319640][bookmark: _Toc442788611][bookmark: _Toc482785199]Summary Results and Rationale
Summarize information in the sections below; e.g., System X is categorized as a Moderate-Low-Low system processing xxx information types. A risk analysis indicated that no risk adjustment tailoring was required.
[bookmark: _Toc430319641][bookmark: _Toc442788612][bookmark: _Toc482785200][bookmark: _Toc430319642][bookmark: _Toc442788613]Categorization Detailed Results
Describe categorizataion detailed results
[bookmark: _Toc482785201]Information Impact Categorization (Reference: CNSSI 1253 Section 3.1)
	Information Impact Categorization 

	Information Type
	Confidentiality Impact
	Integrity Impact
	Availability Impact
	Authority


[bookmark: _Toc430319643][bookmark: _Toc442788614][bookmark: _Toc482785202]System Security Impact Categorization (Reference: CNSSI 1253 Section 3.1)
	Final System Impact Categorization 

	Confidentiality Impact
	Integrity Impact
	Availability Impact
	Authority

	Choose an item.	Choose an item.	Choose an item.	Example: Security Classification Guide, ISO, REF, etc.


[bookmark: _Ref258317773][bookmark: _Toc430319644][bookmark: _Toc442788615][bookmark: _Toc482785203]Risk Adjusted System Impact Categorization (Reference: CNSSI 1253 Section 3.1)
	Risk Adjusted System Impact Categorization 

	Confidentiality Impact
	Integrity Impact
	Availability Impact
	Authority

	Choose an item.	Choose an item.	Choose an item.	e.g., AO, REF, ISO, SCG


[bookmark: _Toc430319645][bookmark: _Toc442788616][bookmark: _Toc482785204]Control Selection
	[bookmark: _Ref259007303]Baseline: 

	e.g., Moderate-Low-Low (M-L-L)

	DSS Overlays (Select/Add all that apply):

	|_|
	Single User Standalone (SUSA)

	|_|
	Multi-User Standalone (MUSA)

	|_|
	Isolated Local Area Network (ISOL)/ Peer to Peer (P2P)


[bookmark: _Toc430319646][bookmark: _Toc442788617][bookmark: _Toc482785205][bookmark: _Toc225142977]Key Roles and Responsibilities
[bookmark: _Toc430319647][bookmark: _Toc442788618][bookmark: _Toc482785206]Risk Management
Authorizing Official (AO)
[bookmark: _Toc225142978]Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text.
Phone:					Click here to enter text.
Email: 					Click here to enter text.

Industrial Security Representative (ISR)
[bookmark: _Toc225142979]Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text.
Phone:					Click here to enter text.
Email: 					Click here to enter text.

System Control Assessor (SCA)
[bookmark: _Toc225142980]Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text.
Phone:					Click here to enter text.
Email: 					Click here to enter text.

Information Owner
Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text.
Phone:					Click here to enter text.
Email: 					Click here to enter text.
[bookmark: _Toc225142981]
Information System Owner (ISO)/Program Manager (PM)
Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text.
Phone:					Click here to enter text.
Email: 					Click here to enter text.
[bookmark: _Toc430319648][bookmark: _Toc442788619][bookmark: _Toc482785207][bookmark: _Toc225142983] IA Support Personnel	
Information System Security Manager (ISSM)
Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text.
Phone:					Click here to enter text.
Email: 					Click here to enter text.
[bookmark: _Toc225142985]
System Administrator/Network Administrator (SA/NA)
Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text.
Phone:					Click here to enter text.
Email: 					Click here to enter text.

Data Transfer Agent (DTA)/Assured File Transfer
Name:					Click here to enter text.
Organization:				Click here to enter text.
Address:					Click here to enter text.
Phone:					Click here to enter text.
Email: 					Click here to enter text.
Transfer Risk Level (High or Low):		Click here to enter text.
[bookmark: _Toc430319649][bookmark: _Toc442788620][bookmark: _Toc482785208]System Environment 
[bookmark: _Toc430319650][bookmark: _Toc442788621][bookmark: _Toc482785209]Physical Environment
	References: NIST 800-53/DSS DAAPM, DD Form 254 (Item 11c)
	PE-3

	Is the secure facility authorized or approved to process and store information at the level covered by this SSP?
	[bookmark: Check23]|_| Yes
[bookmark: Check24]|_| No

	Who authorized or approved the facility?
	Organization:

	Indicate if the facility is a Closed, or Restricted Area.
	|_| Closed	Date of Approval Click here to enter text.
|_| Restricted
|_| Both		Date of Approval Click here to enter text.

	State the classification level approved for the facility, as well as any caveats applied to the information.
	|_| Confidential
[bookmark: Check25]|_| Secret
[bookmark: Check26]|_| Top Secret
	[bookmark: Check29]|_| NATO
[bookmark: Check27]|_| RD
|_| FRD
|_| CNWDI
|_| FGI
|_| NOFORN
	[bookmark: Check34]|_| Others
[bookmark: Check35]|_| COMSEC

	Is the facility approved for 24-hour operation?
	|_| Yes
|_| No

	Is the facility approved for Open or Closed storage?
	|_| Opened
|_| Closed

	List all items approved for Open Storage:
	Click here to enter text.
	List all items restricted to Closed Storage:
	Click here to enter text.
	Are classified and lower classified systems co-located within the facility? (If yes, complete the box to the right. If no, proceed to the next question.)
	|_| NIPRNet/NMCI/Internet
|_| SIPRNet
|_| No
	Others
|_| _______________
|_| _______________

	Is the system approved for unattended processing?
	|_| Yes
|_| No
	

	Is a PDS required to support this connection?
	|_| Yes
|_| No
	Approval Date:


[bookmark: _Toc430319651][bookmark: _Toc442788622][bookmark: _Toc482785210]Facility/System LAYOUT (Blueprint Diagram)
Include diagram as an attachment.
[bookmark: _Toc430319652][bookmark: _Toc442788623][bookmark: _Toc482785211]Personnel Authorizations
	NIST 800-53, Rev. 4/DSS DAAPM
	AC-2

	Minimum Clearance
	Minimum Access
	Citizenship
	Foreign National

	|_| Confidential
|_| Top Secret
|_| Secret
	|_| Interim
|_| Final
	
	|_| Yes
|_| No


[bookmark: _Toc396913645][bookmark: _Toc430319653][bookmark: _Toc442788624][bookmark: _Toc482785212]System Classification Level(s) & Compartment(s)
	Classification
	Caveats
	Formal Access Approvals


	|_| Confidential 
|_| Secret
|_| Top Secret

	|_| None
|_| FRD
|_| RD
|_| FGI
|_| Other:  
	|_| None
|_| NATO
|_| COMSEC
|_| CNWDI
|_| Other:  


[bookmark: _Toc430319654][bookmark: _Toc442788625][bookmark: _Toc482785213]Unique Data Handling Requirements
Identify handling requirements/caveats and Authority
[bookmark: _Toc482785214]Information Access Policies
	NIST 800-53, Rev. 4/DSS DAAPM
	AC-2, 3


Attach any additional organizational or system-specific user access policies.
[bookmark: _Toc430319656][bookmark: _Toc442788627]
[bookmark: _Toc482785215]General System Description/Purpose
[bookmark: _Toc430319657][bookmark: _Toc442788628][bookmark: _Toc482785216]System Description
	NIST 800-53, Rev. 4/DSS DAAPM
	PL-2


Enter System Description:
[bookmark: _Toc298398763][bookmark: _Toc430319658][bookmark: _Toc442788629]
[bookmark: _Toc482785217]System Architecture
Describe System Architecture:






[bookmark: _Toc430319659][bookmark: _Toc442788630][bookmark: _Toc482785218]Functional Architecture
Describe functional architecture; e.g., data flow.  Attach diagram if appropriate.




[bookmark: _Toc430319660][bookmark: _Toc442788631][bookmark: _Toc482785219]User Roles and Access Privileges
List roles and privileges (e.g. Privileged User, General User, Database Administrator, and Data Transfer Agent).
	Role
	Name
	Authorized Privileges and Functions Performed

	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.


[bookmark: _Toc225142992][bookmark: _Toc430319661][bookmark: _Toc442788632][bookmark: _Toc482785220]Interconnections
[bookmark: _Toc225142993][bookmark: _Toc430319662][bookmark: _Toc442788633][bookmark: _Toc482785221]Direct Network Connections
**NOTE:  Direct network connections with external organizations, whether internal or external to the facility must be addressed in an MOU/MOA and/or ISA. Indicate in Section 5.3.
	NIST 800-53, Rev. 4/DSS DAAPM
	PL-2, AC-17, CA-3

	|_| This system does not connect to any other system.


	This system connects to following system(s):

	[bookmark: _Toc225142994]SYSTEM NAME
	ORGANIZATION
	CLASSIFICATION/ COMPARTMENTS
	ATO ISSUED BY
	DATE OF ATO

	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.	Click here to enter text.

[bookmark: _Toc225142995][bookmark: _Toc430319664][bookmark: _Toc442788635][bookmark: _Toc482785222]Memoranda of Understanding (MOU), Memoranda of Agreement (MOA), Co-Utilization Agreements (CUA) and Interconnection Security Agreements (ISA)
[bookmark: Check37]|_|	This information system does not require any MOU/MOA, CUA, or ISA.
|_|	This information system requires an MOU/MOA, CUA, and/or ISA.

	NIST 800-53, Rev. 4/DSS DAAPM
	AC-20

	Subject of MOU/MOA/CUA/ISA
	Click here to enter text.
	Date of MOU/MOA/CUA/ISA
	Click here to enter text.
	POC Name
	Click here to enter text.
	Organization
	Click here to enter text.
	Contact (phone or e-mail)
	Click here to enter text.

[bookmark: _Toc259009416][bookmark: _Toc259009473][bookmark: _Toc259009533][bookmark: _Toc259009592][bookmark: _Toc259009655][bookmark: _Toc259009714][bookmark: _Toc259009771]
[bookmark: _Toc482785223][bookmark: _Toc430319665]Security assessment Plan
DSS will conduct an assessment of the technical security controls and IS system configuration utilizing the Defense Information System Agency (DISA) vulnerability scanning tools (SCAP compliance Checker and DISA STIG Viewer) in accordance with the NISP. The SCAP Compliance Checker, STIG Viewer, and applicable SCC content must be installed on the IS. If your IS cannot be assessed utilizing the specified scanning tools, please document your justification below:






[bookmark: _Toc482785224]Baseline Security Controls
[bookmark: _Toc430319666][bookmark: _Toc442788636][bookmark: _Toc482785225][bookmark: _Toc330802995]Summary Listing of Required Controls for a Moderate – Low – Low (M-L-L) Baseline
The following list of controls is based on the DAA PM M-L-L baseline and the CNSSI 1253 NSS Security Control Baseline. The listing of controls is intended to provide sufficient information required to define the security control requirements. Additional clarification regarding the security control requirements can be found in the DAA PM.
[bookmark: _Toc430319667][bookmark: _Toc442788637][bookmark: _Toc482785226]Access Control (AC)
[bookmark: _Toc430319668][bookmark: _Toc442788638][bookmark: _Toc482785227]AC-1 – Access Control Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319669][bookmark: _Toc482785228][bookmark: _Toc330802996][bookmark: _Toc442788639]AC-2 – Account Management 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc330802998][bookmark: _Toc430319678][bookmark: _Toc442788640][bookmark: _Toc482785229]AC-2 (1) – Account Management:  Automated System Account Management
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below) 		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319679][bookmark: _Toc442788641][bookmark: _Toc482785230]AC-2(2) – Account Management:  Removal of Temporary/Emergency Accounts
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented 			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below) 			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319680][bookmark: _Toc482785231][bookmark: _Toc442788642]AC-2(3) – Account Management:  Disable Inactive Accounts 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319681][bookmark: _Toc442788643][bookmark: _Toc482785232]AC-2(4) – Account Management:  Automated Audit Actions
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319682][bookmark: _Toc442788644][bookmark: _Toc482785233]AC-2(5) – Account Management:  Inactivity Logout 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319683][bookmark: _Toc442788645][bookmark: _Toc482785234]AC-2(7) – Account Management:  Role Based Schemes 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319684][bookmark: _Toc442788646][bookmark: _Toc482785235]AC-2(9) – Account Management:  Restrictions on Use of Shared Groups/Accounts
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785236][bookmark: _Toc430319685][bookmark: _Toc442788647]AC-2(10) – Account Management:  Shared/Group Account Credential Termination 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785237][bookmark: _Toc430319686][bookmark: _Toc442788648]AC-2(12) – Account Management:  Active Monitoring/Atypical Usage 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319687][bookmark: _Toc442788649][bookmark: _Toc482785238]AC-2(13) – Account Management:  Disable Accounts for High-Risk Individuals
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319688][bookmark: _Toc482785239][bookmark: _Toc442788650]AC-3 – Access Enforcement 
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785240][bookmark: _Toc430319689][bookmark: _Toc442788652]AC-3(2) – Access Enforcement:  Dual Authorization  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319691][bookmark: _Toc442788654][bookmark: _Toc482785241]AC-3(4) – Access Enforcement: Discretionary Access Control  
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319692][bookmark: _Toc442788656][bookmark: _Toc482785242]AC-4 – Information Flow Enforcement
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785243][bookmark: _Toc442788662]AC-5 – Separation of Duties 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319694][bookmark: _Toc482785244][bookmark: _Toc442788663]AC-6 – Least Privilege 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319695][bookmark: _Toc442788664][bookmark: _Toc482785245]AC-6(1) – Least Privilege:  Authorize Access to Security Functions	
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319696][bookmark: _Toc482785246][bookmark: _Toc442788665]AC-6(2) – Least Privilege:  Non-Privileged Access for Non-Security Functions 
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319698][bookmark: _Toc442788666][bookmark: _Toc482785247]AC-6(5) – Least Privilege:  Privileged Accounts
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785248][bookmark: _Toc430319699][bookmark: _Toc442788667]AC-6(7) – Least Privilege:  Review of User Privileges 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785249][bookmark: _Toc430319700][bookmark: _Toc442788668]AC-6(8) – Least Privilege:  Privilege Levels for Code Execution 
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785250][bookmark: _Toc430319701][bookmark: _Toc442788669]AC-6(9) – Least Privilege:  Auditing Use of Privileged Functions 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785251][bookmark: _Toc430319702][bookmark: _Toc442788670]AC-6(10) – Least Privilege:  Prohibit Non-Privileged Users from Executing Privileged Functions 
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319703][bookmark: _Toc442788671][bookmark: _Toc482785252]AC-7 – Unsuccessful Login Attempts
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	[bookmark: _Hlk413230023]Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319705][bookmark: _Toc442788674][bookmark: _Toc482785253]AC-8 – System Use Notification
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785254][bookmark: _Toc430319706][bookmark: _Toc442788676]AC-10 – Concurrent Session Control 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319707][bookmark: _Toc482785255][bookmark: _Toc442788677]AC-11 – Session Lock 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319708][bookmark: _Toc442788678][bookmark: _Toc482785256]AC-11(1) – Session Lock:  Pattern Hiding Displays 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785257][bookmark: _Toc430319709][bookmark: _Toc442788679]AC-12 – Session Termination 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785258][bookmark: _Toc430319710][bookmark: _Toc442788680]AC-12(1) – Session Termination:  User-Initiated Logouts/Message Displays 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319711][bookmark: _Toc442788681][bookmark: _Toc482785259]AC-14 – Permitted Actions without Identification or Authentication 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319713][bookmark: _Toc482785260][bookmark: _Toc442788682]AC-16 – Security Attributes 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785261][bookmark: _Toc442788684][bookmark: _Toc430319715]AC-16(5) – Security Attributes:  Attribute Displays for Output Devices  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785262][bookmark: _Toc442788685]AC-16(6) – Security Attributes:  Maintenance of Attribute Association by Organization  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785263][bookmark: _Toc442788686][bookmark: _Toc430319716]AC-16(7) – Security Attributes:  Consistent Attribute Interpretation 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785264][bookmark: _Toc442788687]AC-17 – Remote Access 
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319717][bookmark: _Toc482785265][bookmark: _Toc442788688]AC-17(1) – Remote Access:  Automated Monitoring/Control 
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319718][bookmark: _Toc482785266][bookmark: _Toc442788689]AC-17(2) – Remote Access:  Protection of Confidentiality/Integrity Using Encryption 
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319719][bookmark: _Toc442788690][bookmark: _Toc482785267]AC-17(3) - Remote Access:  Managed Access Control Points
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319720][bookmark: _Toc482785268][bookmark: _Toc442788691]AC-17(4) – Remote Access:  Privileged Commands/Access 
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.

	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319721][bookmark: _Toc482785269][bookmark: _Toc442788692]AC-17(6) – Remote Access:  Protection of Information 
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	

	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785270][bookmark: _Toc430319724][bookmark: _Toc442788695]AC-17(9) – Remote Access:  Disconnect/Disable Access 
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	

	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319725][bookmark: _Toc482785271][bookmark: _Toc442788696]AC-18 – Wireless Access  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319726][bookmark: _Toc482785272][bookmark: _Toc442788697]AC-18(1) – Wireless Access:  Authentication & Encryption 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319728][bookmark: _Toc482785273][bookmark: _Toc442788699]AC-18(3) – Wireless Access:  Disable Wireless Networking  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.

	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319729][bookmark: _Toc482785274][bookmark: _Toc442788700]AC-18(4) – Wireless Access:  Restrict Configurations by Users  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319730][bookmark: _Toc482785275][bookmark: _Toc442788701]AC-19 – Access Control for Mobile Devices 
	Recommended Continuous Monitoring Frequency:  Monthly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785276][bookmark: _Toc430319735][bookmark: _Toc442788705]AC-19(5) – Access Control for Mobile Devices:  Full Device/Container Based Encryption) 
	Recommended Continuous Monitoring Frequency:  Monthly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319736][bookmark: _Toc482785277][bookmark: _Toc442788706]AC-20 – Use of External Information Systems 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319737][bookmark: _Toc482785278][bookmark: _Toc442788707]AC-20(1) – Use of External Information Systems:  Limits on Authorized Use  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319738][bookmark: _Toc482785279][bookmark: _Toc442788708]AC-20(2) – Use of External Information Systems:   Portable Storage Devices  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785280][bookmark: _Toc430319739][bookmark: _Toc442788709]AC-20(3) – Use of External Information Systems/Non-Organizationally Owned Systems-Components-Devices  
	Recommended Continuous Monitoring Frequency:  Monthly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc442788710][bookmark: _Toc482785281][bookmark: _Toc427754205][bookmark: _Toc430319740]AC-20(4) – Use of External Information Systems: Network Accessible Storage Devices
	Recommended Continuous Monitoring Frequency:  Monthly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc442788711][bookmark: _Toc482785282]AC-21 – Information Sharing
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785283][bookmark: _Toc430319742][bookmark: _Toc442788714]AC-23 – Data Mining Protection   
	Recommended Continuous Monitoring Frequency:  Monthly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319743][bookmark: _Toc442788715]
[bookmark: _Toc482785284]Awareness and Training (AT)
[bookmark: _Toc430319744][bookmark: _Toc442788716][bookmark: _Toc482785285]AT-1 – Security Awareness & Training Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319745][bookmark: _Toc482785286][bookmark: _Toc442788717]AT-2 – Security Awareness 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785287][bookmark: _Toc430319746][bookmark: _Toc442788718]AT-2(2) – Security Awareness:  Insider Threat  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319747][bookmark: _Toc442788719][bookmark: _Toc482785288]AT-3 – Role-Based Security Training  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319748][bookmark: _Toc442788720][bookmark: _Toc482785289]AT-3(2) – Security Training:  Physical Security Controls
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785290][bookmark: _Toc430319749][bookmark: _Toc442788721]AT-3(4) – Security Training:  Suspicious Communications and Anomalous System Behavior 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319750][bookmark: _Toc442788722][bookmark: _Toc482785291]AT-4 – Security Training Records
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


[bookmark: _Toc430319752][bookmark: _Toc442788724]
[bookmark: _Toc482785292]Audit and Accountability (AU)
[bookmark: _Toc430319753][bookmark: _Toc442788725][bookmark: _Toc482785293]AU-1 – Audit and Accountability Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319754][bookmark: _Toc482785294][bookmark: _Toc442788726]AU-2 – Auditable Events 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319755][bookmark: _Toc442788727][bookmark: _Toc482785295]AU-2(3) – Auditable Events:  Reviews and Updates
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.

	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319757][bookmark: _Toc482785296][bookmark: _Toc442788729]AU-3 – Content of Audit Records 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319758][bookmark: _Toc442788730][bookmark: _Toc482785297]AU-3(1) – Content of Audit Records:  Additional Audit Information
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319760][bookmark: _Toc482785298][bookmark: _Toc442788731]AU-4 – Audit Storage Capacity 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785299][bookmark: _Toc430319761][bookmark: _Toc442788732]AU-4(1) – Audit Storage:  Transfer to Alternate Storage  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319762][bookmark: _Toc442788733][bookmark: _Toc482785300]AU-5 – Response to Audit Processing Failures
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319763][bookmark: _Toc482785301][bookmark: _Toc442788734]AU-5(1) – Response to Audit Processing Failures:  Audit Storage Capacity 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319764][bookmark: _Toc442788735][bookmark: _Toc482785302]AU-6 – Audit Review, Analysis and Reporting
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785303]AU-6(1) – Audit Review, Analysis and Reporting:  Process Integration 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319766][bookmark: _Toc482785304][bookmark: _Toc442788738]AU-6(3) – Audit Review, Analysis, and Reporting: Correlate Audit Repositories - 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785305][bookmark: _Toc430319767][bookmark: _Toc442788739]AU-6(4) – Audit Review, Analysis and Reporting:  Central Review and Analysis  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785306][bookmark: _Toc430319768][bookmark: _Toc442788740]AU-6(5) – Audit Review, Analysis, and Reporting: Scanning and Monitoring Capabilities  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785307]AU-6(8) – Audit Review, Analysis and Reporting:  Full Text Analysis of Privileged Commands 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785308]AU-6(9) – Audit Review, Analysis and Reporting:  Correlation with Information from Non-Technical Sources  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785309]AU-6(10) – Audit Review, Analysis and Reporting:  Audit Level Adjustment 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319769][bookmark: _Toc442788741][bookmark: _Toc482785310]AU-7 – Audit Reduction and Report Generation 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319770][bookmark: _Toc442788742][bookmark: _Toc482785311]AU-7(1) – Audit Reduction and Report Generation:  Automatic Processing 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319771][bookmark: _Toc442788744][bookmark: _Toc482785312]AU-8 – Time Stamps
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319772][bookmark: _Toc442788745][bookmark: _Toc482785313]AU-8(1) – Time Stamps:  Synchronization with an Authoritative Time Source 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319773][bookmark: _Toc442788746][bookmark: _Toc482785314]AU-9 – Protection of Audit Information 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319775][bookmark: _Toc442788749][bookmark: _Toc482785315]AU-9(4) – Protection of Audit Information:  Access by Subset of Privileged Users 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319779][bookmark: _Toc442788753][bookmark: _Toc482785316]AU-11 – Audit Record Retention
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785317][bookmark: _Toc430319780][bookmark: _Toc442788754]AU-11(1) – Audit Record Retention: Long-Term Retrieval Capability 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785318]AU-12 – Audit Generation 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785319][bookmark: _Toc430319781][bookmark: _Toc442788755]AU-12(1) Audit Generation:  System-Wide/Time Correlated Audit Trail 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785320]AU-12(3) – Audit Generation:  Changes by Authorized Individuals 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785321]AU-16(1) – Cross-Organizational Auditing: Identity Preservation  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785322]AU-16(2) – Cross-Organizational Auditing:  Sharing of Audit Information  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319787][bookmark: _Toc442788762]
[bookmark: _Toc482785323]Security Assessment and Authorization (CA)
[bookmark: _Toc430319788][bookmark: _Toc442788763][bookmark: _Toc482785324]CA-1 – Security Assessment and Authorization Policies & Procedures
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319789][bookmark: _Toc442788764][bookmark: _Toc482785325]CA-2 – Security Assessments 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319790][bookmark: _Toc442788765][bookmark: _Toc482785326]CA-2(1) – Security Assessments:  Independent Assessors 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319791][bookmark: _Toc442788767][bookmark: _Toc482785327]CA-3 – Information System Connections  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785328][bookmark: _Toc430319793][bookmark: _Toc442788769]CA-3(2) – Information System Connections: Classified National Security System Connections  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785329][bookmark: _Toc430319795][bookmark: _Toc442788771]CA-3(5) – Information System Connections:  Restrictions on External Network Connections   
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319796][bookmark: _Toc442788772][bookmark: _Toc482785330]CA-5 – Plan of Action & Milestones
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

0. [bookmark: _Toc482785331][bookmark: _Toc430319798][bookmark: _Toc442788774]CA-6 – Security Authorization
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785332]CA-7 – Continuous Monitoring 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319799][bookmark: _Toc442788775][bookmark: _Toc482785333]CA-7(1) – Continuous Monitoring:  Independent Assessment 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785334][bookmark: _Toc430319800][bookmark: _Toc442788776]CA-9 – Internal System Connections 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319802][bookmark: _Toc442788778]
[bookmark: _Toc482785335]Configuration Management (CM)
[bookmark: _Toc430319803][bookmark: _Toc442788779][bookmark: _Toc482785336]CM-1 – Configuration Management Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319804][bookmark: _Toc442788780][bookmark: _Toc482785337]CM-2 – Baseline Configuration
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319805][bookmark: _Toc442788781][bookmark: _Toc482785338]CM-2(1) – Baseline Configuration:  Reviews & Updates
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785339][bookmark: _Toc430319809][bookmark: _Toc442788785]CM-2(2) – Baseline Configuration: Automation Support for Accuracy/Currency
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785340]CM-3 – Configuration Change Control
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319810][bookmark: _Toc442788786][bookmark: _Toc482785341]CM-3(4) – Configuration Change Control: Security Representative
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785342][bookmark: _Toc430319811][bookmark: _Toc442788787]CM-3(6) – Configuration Change Control:  Cryptography Management  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319812][bookmark: _Toc442788788][bookmark: _Toc482785343]CM-4 – Security Impact Analysis
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319815][bookmark: _Toc442788791][bookmark: _Toc482785344]CM-5 – Access Restrictions for Change
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319817][bookmark: _Toc442788793][bookmark: _Toc482785345]CM-5(5) – Access Restrictions for Change: Limit Production/Operational Privileges  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319818][bookmark: _Toc442788794][bookmark: _Toc482785346]CM-5(6) – Access Restrictions for Change:  Limit Library Privileges
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319819][bookmark: _Toc442788795][bookmark: _Toc482785347]CM-6 – Configuration Settings
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319822][bookmark: _Toc442788798][bookmark: _Toc482785348]CM-7 – Least Functionality
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319823][bookmark: _Toc442788799][bookmark: _Toc482785349]CM-7(1) – Least Functionality:  Periodic Review 
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319824][bookmark: _Toc442788800][bookmark: _Toc482785350]CM-7(2) – Least Functionality:  Prevent Program Execution 
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319825][bookmark: _Toc442788801][bookmark: _Toc482785351]CM-7(3) – Least Functionality:  Registration Compliance 
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785352][bookmark: _Toc430319826][bookmark: _Toc442788802]CM-7(5) – Least Functionality:  Authorized Software/Whitelisting 
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319827][bookmark: _Toc442788803][bookmark: _Toc482785353]CM-8 – Information System Component Inventory
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785354][bookmark: _Toc430319829][bookmark: _Toc442788805]CM-8(2) – Information System Component Inventory:  Automated Maintenance  
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785355][bookmark: _Toc430319830][bookmark: _Toc442788806]CM-8(3) – Information System Component Inventory:  Automated Unauthorized Component Detection   
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319833][bookmark: _Toc442788809][bookmark: _Toc482785356]CM-9 – Configuration Management Plan
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785357][bookmark: _Toc430319834][bookmark: _Toc442788810]CM-10 – Software Usage Restrictions 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319835][bookmark: _Toc442788811][bookmark: _Toc482785358]CM-10(1) – Software Usage Restrictions:  Open Source Software 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785359][bookmark: _Toc430319836][bookmark: _Toc442788812]CM-11 – User Installed Software 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785360]CM-11(2) – User Installed Software:  Prohibit Installation with Privileged Status 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319838][bookmark: _Toc442788814]
[bookmark: _Toc482785361]Contingency Planning (CP)
[bookmark: _Toc430319839][bookmark: _Toc442788815][bookmark: _Toc482785362]CP-1 – Contingency Planning Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319840][bookmark: _Toc442788816][bookmark: _Toc482785363]CP-2 – Contingency Plan – Maybe tailor out based on contract requirements.
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319841][bookmark: _Toc442788817][bookmark: _Toc482785364]CP-3 – Contingency Training
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319842][bookmark: _Toc442788818][bookmark: _Toc482785365]CP-4 – Contingency Plan Testing and Exercises
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319844][bookmark: _Toc442788820][bookmark: _Toc482785366]CP-7 – Alternate Processing Site 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319846][bookmark: _Toc442788822][bookmark: _Toc482785367]CP-9 – Information System Backup 
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319848][bookmark: _Toc442788824][bookmark: _Toc482785368]CP-10 – Information System Recovery and Reconstitution
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319850][bookmark: _Toc442788826]
[bookmark: _Toc482785369]Identification and Authentication (IA)
[bookmark: _Toc430319851][bookmark: _Toc442788827][bookmark: _Toc482785370]IA-1 – Identification and Authentication Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319852][bookmark: _Toc442788828][bookmark: _Toc482785371]IA-2 – Identification and Authentication (Organizational Users) 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319855][bookmark: _Toc442788831][bookmark: _Toc482785372]IA-2(3) – Identification and Authentication:  Local Access to Privileged Accounts 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319856][bookmark: _Toc442788832][bookmark: _Toc482785373]IA-2(4) – Identification and Authentication:  Local Access to Non-Privileged Accounts 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319857][bookmark: _Toc442788833][bookmark: _Toc482785374]IA-2(5) – Identification and Authentication:  Group Authentication 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319860][bookmark: _Toc442788836][bookmark: _Toc482785375]IA-2(8) – Identification and Authentication:  Network Access to Privileged Accounts – Replay Resistant 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	[bookmark: _Hlk414345792]Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319861][bookmark: _Toc442788837][bookmark: _Toc482785376]IA-2(9) – Identification and Authentication (Organizational Users):  Network Access to Non-Privileged Accounts – Replay Resistant
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785377][bookmark: _Toc430319862][bookmark: _Toc442788838]IA-2(11) – Identification and Authentication (Organizational Users):  Remote Access-Separate Device  
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319864][bookmark: _Toc442788840][bookmark: _Toc482785378]IA-3 – Device Identification and Authentication
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785379][bookmark: _Toc430319865][bookmark: _Toc442788841]IA-3(1) – Device Identification and Authentication:  Cryptographic Bi-Directional Authentication 
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319867][bookmark: _Toc442788843][bookmark: _Toc482785380]IA-4 – Identifier Management 
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319869][bookmark: _Toc442788845][bookmark: _Toc482785381]IA-4(4) – Identifier Management:  Identify User Status
	Recommended Continuous Monitoring Frequency:  Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319870][bookmark: _Toc442788846][bookmark: _Toc482785382]IA-5 – Authenticator Management
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319871][bookmark: _Toc442788847][bookmark: _Toc482785383]IA-5(1) – Authenticator Management:  Password-Based Authentication
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319872][bookmark: _Toc442788848][bookmark: _Toc482785384]IA-5(2) – Authenticator Management:  PKI-Based Authentication 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319874][bookmark: _Toc442788850][bookmark: _Toc482785385]IA-5(4) – Authenticator Management:  Automated Support for Password Strength Determination
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319876][bookmark: _Toc442788852][bookmark: _Toc482785386]IA-5(7) – Authenticator Management:  No Embedded Unencrypted Static Authenticators
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319877][bookmark: _Toc442788853][bookmark: _Toc482785387]IA-5(8) – Authenticator Management:  Multiple Information System Accounts
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785388][bookmark: _Toc430319878][bookmark: _Toc442788854]IA-5(11) – Authenticator Management:  Hardware Token-Based Authentication 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785389][bookmark: _Toc430319879][bookmark: _Toc442788855]IA-5(13) – Authenticator Management:  Expiration of Cached Authenticators  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785390][bookmark: _Toc430319880][bookmark: _Toc442788856]IA-5(14) – Authenticator Management:  Managing Content of PKI Trust Stores  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319881][bookmark: _Toc442788857][bookmark: _Toc482785391]IA-6 – Authenticator Feedback
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319882][bookmark: _Toc442788858][bookmark: _Toc482785392]IA-7 – Cryptographic Module Authentication 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319883][bookmark: _Toc442788859][bookmark: _Toc482785393]IA-8 – Identification and Authentication (Non-Organizational Users) 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319884][bookmark: _Toc442788860][bookmark: _Toc482785394]IA-8(1) – Identification and Authentication (Non-Organizational Users):  Acceptance of PIV Credentials from Other Agencies
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785395][bookmark: _Toc430319885][bookmark: _Toc442788861]IA-8(2) – Identification and Authentication (Non-Organizational Users):  Acceptance of Third-Party Credentials  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785396][bookmark: _Toc430319886][bookmark: _Toc442788862]IA-8(3) – Identification and Authentication (Non-Organizational Users):  Use of FICAM Approved Products  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785397]IA-8(4) - Identification and Authentication (Non-Organizational Users)
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319888][bookmark: _Toc442788864][bookmark: _Toc482785398]Incident Response (IR)
[bookmark: _Toc430319889][bookmark: _Toc442788865][bookmark: _Toc482785399]IR-1 – Incident Response Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319890][bookmark: _Toc442788866][bookmark: _Toc482785400]IR-2 – Incident Response Training 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785401][bookmark: _Toc430319891][bookmark: _Toc442788867]IR-3 – Incident Response Testing 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785402][bookmark: _Toc430319892][bookmark: _Toc442788868]IR-3(2) – Incident Response Testing and Exercises:  Coordination with Related Plans 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319893][bookmark: _Toc442788869][bookmark: _Toc482785403]IR-4 – Incident Handling 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319894][bookmark: _Toc442788870][bookmark: _Toc482785404]IR-4(1) – Incident Handling:  Automated Incident Handling Processes
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319895][bookmark: _Toc442788871][bookmark: _Toc482785405]IR-4(3) – Incident Handling:  Continuity of Operations
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319896][bookmark: _Toc442788872][bookmark: _Toc482785406]IR-4(4) – Incident Handling:  Information Correlation
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785407][bookmark: _Toc430319897][bookmark: _Toc442788873]IR-4(6) – Incident Handling:  Insider Threats – Specific Capabilities 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785408][bookmark: _Toc430319898][bookmark: _Toc442788874]IR-4(7) – Incident Handling:  Insider Threats – Intra-Organization Coordination 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785409][bookmark: _Toc430319899][bookmark: _Toc442788875]IR-4(8) – Incident Handling:  Correlation with External Organization 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319900][bookmark: _Toc442788876][bookmark: _Toc482785410]IR-5 – Incident Monitoring 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319901][bookmark: _Toc442788877][bookmark: _Toc482785411]IR-6 – Incident Reporting 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319902][bookmark: _Toc442788878][bookmark: _Toc482785412]IR-6(1) – Incident Reporting:  Automated Reporting
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319903][bookmark: _Toc442788879][bookmark: _Toc482785413]IR-6(2) – Incident Reporting: Vulnerabilities Related to Incidents
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319904][bookmark: _Toc442788880][bookmark: _Toc482785414]IR-7 – Incident Response Assistance 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319905][bookmark: _Toc442788881][bookmark: _Toc482785415]IR-7(1) – Incident Response Assistance:  Automation Support for Availability of Information
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319906][bookmark: _Toc442788882][bookmark: _Toc482785416]IR-7(2) – Incident Response Assistance:  Coordination with External Providers
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319907][bookmark: _Toc442788883][bookmark: _Toc482785417]IR-8 – Incident Response Plan
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785418][bookmark: _Toc430319908][bookmark: _Toc442788884]IR-9 – Information Spillage Response  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785419][bookmark: _Toc430319909][bookmark: _Toc442788885]IR-9(1) – Information Spillage Response:  Responsible Personnel  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785420][bookmark: _Toc430319910][bookmark: _Toc442788886]IR-9(2) – Information Spillage Response:  Training  
	[bookmark: _Toc430319911][bookmark: _Toc442788887]Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785421]IR-9(4) – Information Spillage Response:  Exposure to Unauthorized Personnel  
	[bookmark: _Toc430319912][bookmark: _Toc442788888]Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785422]IR-10 – Integrated Information Security Cell
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319913][bookmark: _Toc442788889][bookmark: _Toc482785423]Maintenance (MA)
[bookmark: _Toc430319914][bookmark: _Toc442788890][bookmark: _Toc482785424]MA-1 – System Maintenance Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Partially Implemented		|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785425][bookmark: _Toc430319915][bookmark: _Toc442788891]MA-2 – Controlled Maintenance 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319916][bookmark: _Toc442788892][bookmark: _Toc482785426]MA-3 – Maintenance Tools
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Partially Implemented		|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319918][bookmark: _Toc442788894][bookmark: _Toc482785427]MA-3(2) – Maintenance Tools:  Inspect Media
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319919][bookmark: _Toc442788895][bookmark: _Toc482785428]MA-3(3) – Maintenance Tools:  Prevent Unauthorized Removal 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319920][bookmark: _Toc442788896][bookmark: _Toc482785429]MA-4 – Non-Local Maintenance 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319923][bookmark: _Toc442788899][bookmark: _Toc482785430]MA-4(3) – Non-Local Maintenance:  Comparable Security/Sanitization 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319925][bookmark: _Toc442788901][bookmark: _Toc482785431]MA-4(6) – Non-Local Maintenance:  Cryptographic Protection 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319926][bookmark: _Toc442788902][bookmark: _Toc482785432]MA-4(7) – Non-Local Maintenance:  Remote Disconnect Verification 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319927][bookmark: _Toc442788903][bookmark: _Toc482785433]MA-5 – Maintenance Personnel 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785434][bookmark: _Toc430319928][bookmark: _Toc442788904]MA-5(1) – Maintenance Personnel:  Individuals without Appropriate Access 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319932][bookmark: _Toc442788908][bookmark: _Toc482785435]Media Protection (MP)
[bookmark: _Toc430319933][bookmark: _Toc442788909][bookmark: _Toc482785436]MP-1 – Media Protection Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319934][bookmark: _Toc442788910][bookmark: _Toc482785437]MP-2 – Media Access 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319936][bookmark: _Toc442788912][bookmark: _Toc482785438]MP-3 – Media Marking 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319937][bookmark: _Toc442788913][bookmark: _Toc482785439]MP-4 – Media Storage 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785440][bookmark: _Toc430319938][bookmark: _Toc442788914]MP-5 – Media Transport 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785441][bookmark: _Toc430319939][bookmark: _Toc442788915]MP-5(3) – Media Transport: Custodians  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785442]MP-5(4) – Media Transport:  Cryptographic Protection  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319940][bookmark: _Toc442788916][bookmark: _Toc482785443]MP-6 – Media Sanitization 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Partially Implemented		|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785444][bookmark: _Toc430319941][bookmark: _Toc442788917]MP-6(1) – Media Sanitization:  Review/Approve/Track/Document/Verify 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785445][bookmark: _Toc430319942][bookmark: _Toc442788918]MP-6(2) – Media Sanitization:  Equipment Testing 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785446][bookmark: _Toc430319943][bookmark: _Toc442788919]MP-6(3) – Media Sanitization:   Non-Destructive Techniques 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785447][bookmark: _Toc430319948][bookmark: _Toc442788924]MP-7 – Media Use  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785448][bookmark: _Toc430319949][bookmark: _Toc442788925]MP-7(1) – Media Use:  Prohibit Use without Owner 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785449]MP-8 – Media Downgrading 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Partially Implemented		|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785450][bookmark: _Toc430319950][bookmark: _Toc442788926]MP-8(1) – Media Downgrading: Documentation of Process  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785451]MP-8(2) – Media Downgrading:  Equipment Testing  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785452]MP-8(4) – Media Downgrading:  Classified Information  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc427754369][bookmark: _Toc482785453]Physical and Environment Protection (PE)
[bookmark: _Toc427754370][bookmark: _Toc482785454]PE-1 – Physical and Environmental Protection Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc427754371][bookmark: _Toc482785455]PE-2 – Physical Access Authorizations
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785456][bookmark: _Toc430319955][bookmark: _Toc442788931]PE-2(3) – Physical Access Authorizations:   Restrict Unescorted Access  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319956][bookmark: _Toc442788932][bookmark: _Toc482785457]PE-3 – Physical Access Control 
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785458]PE-3(1) – Physical Access Control:  Information System Access 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785459][bookmark: _Toc430319958][bookmark: _Toc442788934]PE-3(2) – Physical Access Control:  Facility/Information System Boundaries 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785460][bookmark: _Toc430319959][bookmark: _Toc442788935]PE-3(3) – Physical Access Control:  Continuous Guards/Alarms/Monitoring 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319960][bookmark: _Toc442788936][bookmark: _Toc482785461]PE-4 – Access Control for Transmission Medium  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319961][bookmark: _Toc442788937][bookmark: _Toc482785462]PE-5 – Access Control for Output Devices 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785463][bookmark: _Toc430319962][bookmark: _Toc442788938]PE-5(3) – Access Control for Output Devices:  Marking Output Devices  
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785464]PE-6 – Monitoring Physical Access
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785465]PE-6(1) – Monitoring Physical Access:  Intrusion Alarms/Surveillance Equipment 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319964][bookmark: _Toc442788940][bookmark: _Toc482785466]PE-8 – Access Records
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319967][bookmark: _Toc442788943][bookmark: _Toc482785467]PE-12 – Emergency Lighting
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319968][bookmark: _Toc442788944][bookmark: _Toc482785468]PE-13 – Fire Protection
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319969][bookmark: _Toc442788945][bookmark: _Toc482785469]PE-14 – Temperature and Humidity Controls
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319970][bookmark: _Toc442788946][bookmark: _Toc482785470]PE-15 – Water Damage Protection
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319971][bookmark: _Toc442788947][bookmark: _Toc482785471]PE-16 – Delivery and Removal
	Recommended Continuous Monitoring Frequency: Semi-Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319972][bookmark: _Toc442788948][bookmark: _Toc482785472]PE-17 – Alternate Work Site 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785473][bookmark: _Toc430319973][bookmark: _Toc442788949]PE-19 – Information Leakage 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785474]PE-19(1) – Information Leakage:  National Emissions/TEMPEST Policies and Procedures 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319974][bookmark: _Toc442788950][bookmark: _Toc482785475]Planning (PL)
[bookmark: _Toc430319975][bookmark: _Toc442788951][bookmark: _Toc482785476]PL-1 – Security Planning Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319976][bookmark: _Toc442788952][bookmark: _Toc482785477]PL-2 – System Security Plan 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785478]PL-2(3) – System Security Plan:  Coordinate with Organization Entities 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319978][bookmark: _Toc442788954][bookmark: _Toc482785479]PL-4 – Rules of Behavior 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785480]PL-4(1) – Rules of Behavior:  Social Media and Networking Restrictions 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785481]PL-8 – Information Security Architecture
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785482]PL-8(1) – Information Security Architecture:  Defense in Depth 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785483]PL-8(2) – Information Security Architecture:  Supplier Diversity 
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319985][bookmark: _Toc442788961][bookmark: _Toc482785484]Personnel Security (PS)
[bookmark: _Toc430319986][bookmark: _Toc442788962][bookmark: _Toc482785485]PS-1 – Personnel Security Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319987][bookmark: _Toc442788963][bookmark: _Toc482785486]PS-2 – Position Risk Designation
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319988][bookmark: _Toc442788964][bookmark: _Toc482785487]PS-3 – Personnel Screening
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319989][bookmark: _Toc442788965][bookmark: _Toc482785488]PS-3(1) – Personnel Screening:  Classified Information
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319992][bookmark: _Toc442788968][bookmark: _Toc482785489]PS-4 – Personnel Termination
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785490]PS-4(1) – Personnel Termination:  Post-Termination Requirements
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319993][bookmark: _Toc442788969][bookmark: _Toc482785491]PS-5 – Personnel Transfer
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319994][bookmark: _Toc442788970][bookmark: _Toc482785492]PS-6 – Access Agreements
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785493]PS-6(2) – Access Agreements:  Classified Information Requiring Special Protection
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785494]PS-6(3) – Access Agreements:  Post-Employment Requirements
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430319997][bookmark: _Toc442788973][bookmark: _Toc482785495]PS-7 – Third-Party Personnel Securit
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785496]PS-8 - Personnel Sanctions
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc430319999][bookmark: _Toc442788975][bookmark: _Toc482785497]Risk Assessment (RA)
[bookmark: _Toc430320000][bookmark: _Toc442788976][bookmark: _Toc482785498]RA-1 – Risk Assessment Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320001][bookmark: _Toc442788977][bookmark: _Toc482785499]RA-2 – Security Categorization
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320002][bookmark: _Toc442788978][bookmark: _Toc482785500]RA-3 – Risk Assessment
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320003][bookmark: _Toc441823802][bookmark: _Toc482785501]RA-5 – Vulnerability Scanning
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320004][bookmark: _Toc482785502]RA-5(1) – Vulnerability Scanning:  Update Tool Capability
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320005][bookmark: _Toc482785503]RA-5(2) – Vulnerability Scanning:  Update by Frequency/Prior to New Scan/When Identified
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320006][bookmark: _Toc482785504]RA-5(4) – Vulnerability Scanning:  Discoverable Information
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320007][bookmark: _Toc482785505]RA-5(5) – Vulnerability Scanning:  Privileged Access
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785506]RA-6 – Technical Surveillance Countermeasures Survey
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc482785507]System and Services Acquisition
[bookmark: _Toc379522785][bookmark: _Toc430320010][bookmark: _Toc441823804][bookmark: _Toc482785508]SA-1 – System and Services Acquisition Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522786][bookmark: _Toc430320011][bookmark: _Toc441823805][bookmark: _Toc482785509]SA-2 – Allocation of Resources
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522787][bookmark: _Toc430320012][bookmark: _Toc441823806][bookmark: _Toc482785510]SA-3 – System Development Life Cycle
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522788][bookmark: _Toc430320013][bookmark: _Toc441823807][bookmark: _Toc482785511]SA-4 – Acquisition Process
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785512]SA-4(1) – Acquisition Process:  Functional Properties of Security Controls
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320015][bookmark: _Toc482785513]SA-4(2) – Acquisition Process:  Design/Implementation Information for Security Controls
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320016][bookmark: _Toc482785514]SA-4(6) – Acquisition Process:  Use of Information Assurance Products
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320017][bookmark: _Toc482785515]SA-4(7) – Acquisition Process:  NIAP Approved Protection Profiles
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320018][bookmark: _Toc482785516]SA-4(9) – Acquisition Process:  Functions/Ports/Protocols/Services in Use
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320019][bookmark: _Toc482785517]SA-4(10) – Acquisition Process:  Use of Approved PIV Products
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320020][bookmark: _Toc441823808][bookmark: _Toc482785518]SA-5 – Information System Documentation
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320025][bookmark: _Toc441823811][bookmark: _Toc482785519]SA-8 – Software Engineering Principles
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522791][bookmark: _Toc430320026][bookmark: _Toc441823812][bookmark: _Toc482785520]SA-9 – External Information System Services
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320027][bookmark: _Toc482785521]SA-9(1) – External Information System Services:  Risk Assessment/Organizational Approvals
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320028][bookmark: _Toc482785522]SA-9(2) – External Information System Services:  Identification of Functions/Ports/Protocols/Services
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320030][bookmark: _Toc441823813][bookmark: _Toc482785523]SA-10 – Developer Configuration Management
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320031][bookmark: _Toc482785524]SA-10(1) – Developer Configuration Management:  Software/Firmware Integrity Verification
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522793][bookmark: _Toc430320032][bookmark: _Toc441823814][bookmark: _Toc482785525]SA-11 – Developer Security Testing and Evaluation
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522794][bookmark: _Toc430320033][bookmark: _Toc441823815][bookmark: _Toc482785526]SA-12 – Supply Chain Protection
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320035][bookmark: _Toc441823816][bookmark: _Toc482785527]SA-15 – Development Process, Standards and Tools
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320036][bookmark: _Toc482785528]SA-15(9) – Development Process, Standards and Tools:  Use of Live Data
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320038][bookmark: _Toc441823818][bookmark: _Toc482785529]SA-19 – Component Authenticity
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc482785530]Systems and Communications Protection (SC)
[bookmark: _Toc379522796][bookmark: _Toc430320041][bookmark: _Toc441823821][bookmark: _Toc482785531]SC-1 – Systems and Communications Protection Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522797][bookmark: _Toc430320042][bookmark: _Toc441823822][bookmark: _Toc482785532]SC-2 – Application Partitioning
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785533]SC-3 – Security Function Isolation
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522798][bookmark: _Toc430320044][bookmark: _Toc441823823][bookmark: _Toc482785534]SC-4 – Information in Shared Resources
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785535][bookmark: _Toc379522799][bookmark: _Toc430320045][bookmark: _Toc441823824]SC-4(2) – Information in Shared Resources: Periods Processing
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785536]SC-5 – Denial of Service Protection
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320046][bookmark: _Toc482785537]SC-5(1) – Denial of Service Protection:  Restrict Internal Users
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc379522800][bookmark: _Toc430320047][bookmark: _Toc441823825][bookmark: _Toc482785538]SC-7 – Boundary Protection
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320048][bookmark: _Toc482785539]SC-7(3) – Boundary Protection:  Access Points
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc430320049][bookmark: _Toc442789025][bookmark: _Toc482785540]SC-7(4) – Boundary Protection:  External Telecommunications Services
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785541]SC-7(5) – Boundary Protection:  Deny by Default/Allow by Exception
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785542]SC-7(7) – Boundary Protection:  Prevent Split Tunneling for Remote Devices
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785543]SC-7(8) – Boundary Protection:  Route Traffic to Authenticated Proxy Servers
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785544]SC-7(9) – Boundary Protection:  Restrict Threatening Outgoing Communications Traffic
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785545]SC-7(10) – Boundary Protection:  Prevent Unauthorized Exfiltration
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785546]SC-7(11) – Boundary Protection:  Restrict Incoming Communications Traffic
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785547]SC-7(12) – Boundary Protection: Host-Based Protection
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785548]SC-7(13) – Boundary Protection:  Isolation of Security Tools/Mechanisms/Support Components
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785549]SC-7(14) – Boundary Protection:  Protects Against Unauthorized Physical Connections
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785550]SC-8 – Transmission Confidentiality and Integrity
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785551]SC-8(1) – Transmission Confidentiality and Integrity: Cryptographic or Alternate Physical Protection
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785552]SC-8(2) – Transmission Confidentiality and Integrity:  Pre/Post Transmission Handling
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785553]SC-8(3) – Transmission Confidentiality and Integrity:  Cryptographic Protection for Message Externals
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785554]SC-8(4) – Transmission Confidentiality and Integrity:  Conceal/Randomize Communications
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785555]SC-10 – Network Disconnect
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785556]SC-12 – Cryptographic Key Establishment and Management
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785557]SC-12(2) – Cryptographic Key Establishment and Management/Symmetric Keys
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785558]SC-12(3) – Cryptographic Key Establishment and Management/Asymmetric Keys
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785559]SC-13 – Cryptographic Protection
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785560]SC-15 – Collaborative Computing Devices
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785561]SC-15(3) – Collaborative Computing Devices:  Disabling/Removal in Secure Work Areas
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785562]SC-17 – Public Key Infrastructure Certificates
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785563]SC-18 – Mobile Code
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785564]SC-18(1) – Mobile Code:  Identify Unacceptable Code/Take Corrective Actions
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785565]SC-18(2) – Mobile Code:  Acquisition/Development/Use
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785566]SC-18(3) – Mobile Code:  Prevent Downloading/Execution
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785567]SC-18(4) – Mobile Code:  Prevent Automatic Execution
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785568]SC-19 – Voice over Internet Protocol (VoIP)
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785569]SC-20 – Secure Name/Address Resolution Service (Authoritative Source)
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785570]SC-21 – Secure Name/Address Resolution Service (Recursive or Caching Resolver)
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785571]SC-22 – Architecture and Provisioning for Name/Address Resolution Service
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785572]SC-23 – Session Authenticity
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785573]SC-23(1) – Session Authenticity: Invalidate Session Identifiers at Logout
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc458083429][bookmark: _Toc458084114][bookmark: _Toc482785574]SC-23(3) – Session Authenticity:  Unique Session Identifies with Randomization
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785575]SC-23(5) – Session Authenticity:  Allowed Certificate Authorities
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785576]SC-28 – Protection of Information at Rest
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785577]SC-28(1) – Protection of Information at Rest: Cryptographic Protection
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785578]SC-38 – Operations Security
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785579]SC-39 – Process Isolation
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785580]SC-42 – Sensor Capability and Data
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785581]SC-42(3) – Sensor Capability and Data:  Prohibit Use of Services
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc482785582]System and Information Integrity (SI)
[bookmark: _Toc379522819][bookmark: _Toc430320095][bookmark: _Toc442789071][bookmark: _Toc482785583]SI-1 – System and Information Integrity Policy and Procedures
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785584]SI-2 – Flaw Remediation
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785585]SI-2(1) – Flaw Remediation:  Central Management
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785586]SI-2(2) – Flaw Remediation:  Automated Flaw Remediation Status
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785587]SI-2(3) – Flaw Remediation: Time to Remediate Flaws/Benchmarks for Corrective Actions
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785588]SI-2(6) – Flaw Remediation:  Removal of Previous Versions of Software/Firmware
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785589]SI-3 – Malicious Code Protection
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785590]SI-3(1) – Malicious Code Protection: Central Management
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785591]SI-3(2) – Malicious Code Protection: Automatic Updates
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785592]SI-3(10) – Malicious Code Protection: Malicious Code Analysis
	Recommended Continuous Monitoring Frequency:  Weekly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785593]SI-4 – Information System Monitoring
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785594]SI-4(1) – Information System Monitoring:  System-Wide Intrusion Detection System
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785595]SI-4(2) – Information System Monitoring:  Automated Tools for Real-Time Analysis
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785596]SI-4(4) – Information System Monitoring:  Inbound and Outbound Communications Traffic
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785597]SI-4(5) – Information System Monitoring:  System Generated Alerts
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785598]SI-4(10) – Information System Monitoring:  Visibility of Encrypted Communications
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785599]SI-4(11) – Information System Monitoring:  Analyze Communications Traffic Anomalies
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785600]SI-4(12) – Information System Monitoring:  Automated Alerts
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785601]SI-4(14) – Information System Monitoring:  Wireless Intrusion Detection
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785602]SI-4(15) – Information System Monitoring:  Wireless to Wireline Communications
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785603]SI-4(16) – Information System Monitoring:  Correlate Monitoring Information
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785604]SI-4(19) – Information System Monitoring:  Individuals Posing Greater Risk
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785605]SI-4(20) – Information System Monitoring:  Privileged User
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785606]SI-4(21) – Information System Monitoring:  Probationary Periods
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785607]SI-4(22) – Information System Monitoring:  Unauthorized Network Services
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785608]SI-4(23) – Information System Monitoring:  Host-Based Devices
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785609]SI-5 – Security Alerts, Advisories, and Directives
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785610]SI-7(14) – Software, Firmware, and Information Integrity:  Binary or Machine Executable Code
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785611]SI-10 – Information Input Validation
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785612]SI-11 – Error Handling
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785613]SI-12 – Information Handling and Retention
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.



[bookmark: _Toc482785614]Program Management (PM)
[bookmark: _Toc482785615]PM-1 – Information Security Program Plan
All organizations are required to establish a Program cybersecurity/information assurance (CS/IA) program.
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785616]PM-3 – Information Security Resources
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785617]PM-4 – Plan of Action and Milestones Process
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785618]PM-5 – Information System Inventory
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785619]PM-6 – Information Security Measures of Performance
	Recommended Continuous Monitoring Frequency:  Quarterly
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785620]PM-7 – Enterprise Architecture
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785621]PM-8 – Critical Infrastructure Plan
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785622]PM-9 – Risk Management Strategy
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785623]PM-10 – Security Authorization Process
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785624]PM-11 – Mission/Business Process Definition
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785625]PM-12 – Insider Threat Program
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785626]PM-13 – Information Security Workforce
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785627]PM-14 – Testing, Training, and Monitoring
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785628]PM-15 – Contact with Security Groups and Associations
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.

[bookmark: _Toc482785629]PM-16 – Threat Awareness Program
	Recommended Continuous Monitoring Frequency:  Annually
	Program Frequency:
	Choose an item.
	Implementation Status:
|_| Implemented			|_| Planned
Organizational Tailoring:
|_| Compensatory Control (Provide justification below)		|_| Tailored In (Provide justification below)
|_| Tailored Out (Provide justification below)			|_| Modified (Provide justification below)

	Control Origination (check all that apply):
|_| Common			|_| System Specific	|_| Hybrid (Common and System Specific)

	Enter text in order to provide detailed information regarding the implementation strategy.  This section will also be used to provide any needed explanation/justification or additional information.  If control was tailored out, further documentation may be required.
	Click here to enter text.
	CONTINUOUS MONITORING STRATEGY
	Click here to enter text.


