INSIDER THREAT
AWARENESS GAMES

Looking for materials for your next town hall or team meeting?
Print these fun games to test your knowledge and encourage
security awareness at your organization.

CRYPTOGRAMS
CROSSWORDS

MAZES

WORD SEARCHES
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Cryptogram

Each letter in the phrase has been substituted with another letter or number. A starter letter has been
provided for each puzzle.
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Word Search

Find the insider threat-related words in the boxes. Words may be forward, backward, or diagonal, and
either vertical or horizontal.
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Crossword Puzzle

Form insider-threat related words and phrases using the clues below.
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3. Unauthorized disclosures that are not necessarily intentional in nature

4. A time of intense difficulty, trouble, or danger

6. Helping to avert and deter issues before they become problems

8. Intentionally obtaining and revealing information to a non-authorized entity

10. To draw out or seek information

11. If someone has been by a foreign entity, they may be more likely to commit insider threats
12. This of 1974 establishes a code of fair information practices

13. Someone who has access to information, facilities, products, or services

14. “There is one that | dread, and that is, their ." — George Washington, 1777
15. Multiple policies and laws are in place to guard privacy and protect these (two words)
16. Physical, mental, or emotional pressure

17. Prior to committing damaging actions, many potential insider threats display

18. Foreign intelligence entities may practice a variety of methods to gain information
19. Unlawful violence and intimidation, especially against civilians

Down

1. The further people travel down the critical , the more likely they are to become an insider threat
2. Awareness against potential insider threats

5. These types of events are tragic, often unpredictable, and evolve quickly (two words)

7. The personal quality that helps people rebound from difficult circumstances

9. An insider threat to critical can damage systems, facilities, or products
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Maze

Find the path from entrance to exit by following a key insider threat awareness message.

H Z|lo « olz o z <« - - O
S O z T N|lo o o z|- o]z
= O|T + © N|J]o N o|l]O zZz <
n MMN T N O N|Z A4
»w W Z W N|JOoO N O]l 4
nlo|jlulzlw N|lo|lxn]o]|z]| -~ —
Flol|lw]|=Z S < x wl|< - 2
HF I x|< < 2 < x|z o - 0o
o x|+ < < = -1z on]uw
w x|lz]< w T < 4 - k%)
a) I <|< Zz2 < 4 - Z
- n Zz - < Z2 O Z2 A_L —
s T olz|-] [T < -5 = < 4|z
EMI n - - - 0O Z < 4
o |- o z O A_T - 0 z «
Flw O w F < Z2 < - — O Z

7|

NITAM



A C

-

B

O
N

|5

A

A CIT

E

E

A

A

c T

O
N
S

0]

AII O NIB Y

OfN]S

AJC T

A CJT

G A T E

I G A T

T

G A T E

A CQO]IN

E

E

E

A CJS

G A T]T]IN S

MATIACTID

I
G

TJAJGLA TJlA

G AT

G AJT]E

TIA T

GJA|LT

G AJT EJCJO]N

T

E

D

N

M

G A T]T

IGIIGATE
I

A CJlA

E
E TJAJGJA T E

TIA G

T AJG AM

E

E

D N DIN]JM

C TJA NJT

E

L

A N D

AIN]D

N D

D

E T A G

D E T E CJN D

DN

T A G AJGJALT

E

DT C}T

P

wWlDJ]T

G NjA C

E

DJDJE]C EJC T
E

D

E TINJD N A

E
T

GINJE

P RJR]JN

R

T

E

RIDJEJOYJD]O

A RJD

T OJN]JE SIS R EJC T

OfN OfJC]Ss

A

S

RARIE
G R A M S

RJOjE DJE
P

P

R O

p

RO T M

=]

O G RJ]S

R O GJR

R O G R

R OjR O

P

H R E A T

IRE

THIAT

R

E

A TRALT

NJT HJA T

8|

NITAM



Answer Key

Cryptograms

1. Most insider threats display risk indicators before engaging in negative events.
2. Compromises by adversaries have made America less safe.

3. If you see something, say something.

4. Deter, detect, mitigate.

5. Insider incidents impact public and private organizations, causing damage to national security, loss of
life, the loss or compromise of classified information, and billions of dollars annually in lost revenue.
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Crossword Puzzle
AcCross:

3. Spills

4. Crisis

6. Mitigate

8. Espionage
10. Elicit

11. Compromised
12. Act

13. Insider

14. Spies

15. Civil liberties
16. Stress

17. Indicators
18. Collection
19. Terrorism

Down:

1. Pathway

2. Vigilance

5. Kinetic violence
7. Resilience

9. Infrastructure

Maze 1

R E D I b™ R TS S_~§ ML T
T Rl I | S P 14 TS S E V O N
E R]JI S N|IT RIH R]JE N{M]JOIN]O
D I S N [JH A]J]TIRJTE N EKE]|C | H 2
E]J]D] I _I R E AJA|IW|E RN T T
I A] I ey Su A, T A H 2
T| N LIAILA]LT A WJ| 2 0Ol2 O
AJO I |J]A NJA AJWJA] O 2 21 0| N
N T | O N A AlJR|] 2 0 Z2Z2%g=—20
A T IOl NJ| A R]E T 210121 0| N
TITJOINJA]L Il NJA N OJ2]J]O0|N|]A
IOl N| A I NJ| S L AN O | T
OINJTA]JL I N S| I | L T NJOJ] I
N|A]L T I N S|{E D | L]|A|N
Al L S N S I|D I S N | LA N

NITAM



Maze 2
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