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Student Guide 

Protecting Your Facility’s Technology 

Course Introduction 

Course Introduction 

Course Overview 

The United States is the undisputed world leader in military technology. This is in 

large part due to our continuous research and development efforts to modernize our 

systems with advanced technology.  Adversaries seek to gain this technology and 

information to weaken our military strategic advantage. Protecting technology is a 

responsibility of both the DoD and cleared industry.  

As a Facility Security Officer (FSO), you play an important role in protecting your 

organization’s technology and the U.S. Government technology entrusted to it. 

Welcome to the Protecting Your Facility’s Technology course. 

Course Objectives 

Here are the course objectives. Take a moment to review them. 

 Identify the assets, threats, and vulnerabilities related to the U.S. Government 
sensitive and classified technologies entrusted to your facility 

 Identify the U.S. Government sensitive and classified technologies you have 
at your facility 

o Identify what each technology is used for 

o Identify whether each technology is export-controlled 

o Identify why each technology is special/sensitive/warrants protection 

 Identify who might want to obtain each technology 

 Identify the primary methods an adversary might use to do so 
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Introduction to the Workbook 

As an FSO, one of your critical responsibilities is to identify and protect technology 

within your facility. This course will guide you through that process. 

A key part of this course is a workbook for you to use as a guide for identifying and 

protecting your facility’s technologies. The course includes three workbook activities, 

which you will complete outside of the course. Select View to open the workbook and 

review the file. From this screen you can download and save the workbook. You can 

also share it with others in your facility. 

As you do your workbook activities, if you choose to take notes, you need to be 

aware that the information you record may create classified information by 

compilation. For this reason, as you work with and complete your workbook, be sure 

to follow proper safeguarding procedures. 

If you need to review safeguarding procedures, refer to the DSS web-based course 

Safeguarding Classified Information in the NISP available through the Center for 

Development of Security Excellence’s Security, Training, Education and 

Professionalization Portal (STEPP.) 

Introduction to Resources 

As you complete the tasks in this course, you will not be doing so on your own. 

Identifying classified, sensitive, and proprietary technology and the steps to protect it 

is a collaborative effort.  It involves you and your organization; your contracting 

partners; the Defense Security Service (DSS); the user agency – that is, the agency 

that pays your facility to develop the technology; as well as other Government 

resources. 

You’ll learn more about these resources throughout this course.  
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Lesson 1: Your Technology and Risk Assessment 

Introduction 

Objective 

When an organization fails to protect U.S. Government technology, it opens itself up 

to innumerable and immeasurable consequences, including unique threats to the 

company’s proprietary information. 

Within your organization, can you prioritize sensitive and classified information and 

technology requiring protection? How about your company proprietary information 

and technology? How would you go about determining threats to the U.S. 

Government technology entrusted to your organization, and to proprietary 

information and technology? And how do you know what vulnerabilities are present? 

This lesson will help you understand the risk equation, and help you determine the 

assets, threats, and vulnerabilities related to U.S government technology entrusted 

to your organization. It will also examine how to take those into account when doing 

a risk analysis. 

Here is the lesson objective. Take a moment to review it: 

 Identify the assets, threats, and vulnerabilities related to U.S. Government 
sensitive and classified information and technology entrusted to your facility  
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Risk Assessment 

What is a Risk Assessment? 

As an FSO, you know that counterintelligence, or CI, helps you to deter, detect, and 

mitigate potential threats to your facility. But do you know how you gather the 

information you need to focus your CI efforts?   

In order to anticipate, counter, and mitigate potential threats to your facility, you must 

conduct a counterintelligence risk assessment. The result of a risk assessment 

makes your job easier because it provides you the tools to focus your security 

resources on what you need to protect and how, where, and when you need to 

protect it. Of course, you will not conduct a risk assessment alone. You will work with 

both in-house experts and outside resources to first identify and prioritize the U.S. 

Government information and technology at your facility that most needs protection.  

You will also consider the consequences to the U.S. Government and warfighter if 

that technology is stolen from you facility, and the value of that technology to our 

adversaries. You will then determine the threats to those assets and assess the 

vulnerabilities that may make your facility susceptible to these threats. This 

information will help you calculate the overall risk and select and develop the 

appropriate proactive CI and security programs you need to mitigate the risk.  

Let’s take a closer look at risk assessment, starting with identifying assets. 

Identify and Prioritize Assets 

The first step in risk assessment is to identify the assets that require protection.  

Assets may include, but are not limited to: people, relationships, systems and 

technology, information, processes, products, and supplies. Assets are anything that, 

if lost or compromised, would damage national security, threaten the lives of 

warfighters, or be used to the advantage of an adversary. Loss of assets may also 

damage your organization and could result in substantial economic losses. When 

identifying assets, you must also consider how critical they are. To do this, consider 

how important each asset is to both national security and the warfighter and also to 

your organization and its mission. You also need to consider the impact if the asset 

is lost or compromised. Based on the asset’s importance and the impact its 

compromise would have, you can prioritize multiple assets and decide which ones 

need the greatest level of protection. 
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Determine Threats 

The second step of risk assessment is to conduct a threat assessment to determine 

the type and degree of threat to your assets. That is, you need to consider the 

adversaries targeting U.S. technology and how are they trying to obtain it. 

How do you identify adversaries? Who are the adversaries of the government 

program that you support? Who wants to gain unauthorized access to the 

information and technology that you are protecting, and how will they try to steal it?  

Who are the adversaries of your organization?  Adversaries can cause loss of or 

damage to an asset which threatens the effectiveness or survival of our warfighters 

and battlefield operations. While threats are constant, in order for adversaries to 

execute a theft, they must have the intent to carry out the action and have both the 

capability and opportunity to do so.  

Assess Vulnerabilities 

Another consideration in conducting a risk assessment is to understand the 

vulnerabilities of your assets. To do this, you assess how an adversary may attempt 

to gain access to assets including, but not limited to: information systems, personnel, 

facilities, policies and procedures, and the supply chain. 

Think of vulnerabilities as weaknesses that an adversary can exploit to gain access 

to, or information from, an asset. Vulnerability also includes a situation or 

circumstance, which, if left unchanged, may result in the degradation, loss, or 

damage to assets. When you examine your organization’s vulnerabilities, you should 

consider them in the context of the ease, likelihood, and associated rewards of 

exploitation.  Finally, and perhaps most importantly, you need to consider how each 

vulnerability jeopardizes the U.S. Government sensitive and classified information 

and technology entrusted to your organization. 

Determine Proactive CI and Security Countermeasures 

Once you identify assets, threats, and vulnerabilities, your next step is to determine 

the overall risk to your assets and determine proactive CI and security programs to 

reduce or mitigate your facility’s vulnerability to risk.  

To do so, consider: the probability of loss, the severity of damage if a loss occurs,  

and the cost to mitigate the loss.  

You may need to implement various CI and security mechanisms, procedures, 

policies, and programs. To identify the most appropriate measures, balance the 

benefits of risk reduction against the implementation costs, and prioritize from there. 
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Resources 

Who Can You Talk To? 

As you saw earlier, assessing the risk to your facility’s technology and executing the 

steps needed to protect requires collaboration between multiple entities. 

In addition to those within your facility, you will also work with your facility’s 

contracting partners; the Defense Security Service (DSS); the user agency – that is, 

the agency that is paying your facility to develop the technology; as well as other 

Government resources. You will rely on all of these resources to keep your facility’s 

technology safe. Let’s take a closer look, starting with your internal resources. 

Resources within Your Facility 

There are a number of resources available to you within your own organization. 

Engineering and research and development personnel are the most knowledgeable 

about the actual technology your facility is developing.  

Business development personnel, which includes sales and marketing staff, have 

insight into emerging technologies and trends. They also know the profile of the 

buyers interested in purchasing your facility’s technology. They may also have 

knowledge of potential joint venture partners; and knowledge of ongoing adversary 

attempts to acquire the technology. 

Management personnel may be able to sensitize you to potential issues relating to 

Foreign Ownership, Control or Influence (FOCI) decisions and on ventures related to 

the Committee on Foreign Investment in the United States, or CFIUS. Program 

managers will have knowledge of any Technology Assessment/Control Plans you 

facility has in place; they will also have overarching knowledge of incidents and 

activities occurring in the company that may represent threats and vulnerabilities 

Information technology personnel can provide information on the organization’s 

network and information systems and provide insight on how your technology may 

be vulnerable. They may also have access to company web statistics which can 

provide you with an idea of who is visiting your website, what they are looking at, and 

how long and often they visit specific subpages.  This can be coupled with 

information from Business Development and Management to provide an overall 

picture of foreign interest in technologies being sold and/or developed at your facility. 

Human resources personnel may be able to provide information about facility 

personnel and policies and procedures that may affect the facility’s ability to protect 

itself against threats. 

Finally, general counsel can provide input on contractual and legal requirements. 
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Resources Outside of Your Facility 

In addition to those within your facility, you will also work with DSS; the agency that 

is paying your facility to develop the technology; as well as other Government 

resources. You will rely on all of these resources to keep your facility’s technology 

safe. If you have contracting partners, you may also receive information from and 

through them. 

User Agency 

Resource Information provided 

DoD Form 254, DoD 

Contract Security 

Classification 

Specification 

Who provides it: the cognizant DoD Component  

Purpose: provides the security classification guidance necessary 
for information to be received and generated under the contract 

Security Classification 

Guide (SCG) 

Who provides it: the cognizant DoD Component  

Purpose: defines how material will be classified or marked to limit 

distribution; identifies program’s export-controlled information and 

CUI; and impacts contracting and foreign disclosure issues 

Counterintelligence 

Threat Document 

 

Who provides it: the cognizant DoD Component  

Purpose: describes those foreign governments, entities, or 

activities that have the interest and capability to collect information 

about a system under development 

Technology Targeting 

Risk Assessment 

(TTRA) 

Who provides it: DoD component intelligence analytical centers, 

in cooperation with the Defense Intelligence Agency (DIA) 

Purpose: assist research, development, and acquisition (RDA) 

programs with mitigating the risk of technology compromise and to 

support CI organizations with developing CI assessments of CPI 

CI Support Plan 

(CISP) 

Who provides it: the user agency 

Purpose: a formally coordinated action plan for CI support to 

protect research and technology. 
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DSS 

Resource Information provided 

DSS 

Information 

Portal 

 Access to DSS’s resources, including but not limited to: 
o Reports 
o Threat data 
o Latest trends 

Targeting 

U.S. 

Technologies 

Report 

 Annual report based on analysis of  SCRs that DSS 
considers indicative of efforts by entities to target defense-
related information and personnel 

 Identifies: 
o Most frequently targeted U.S. technologies 
o Most common collection methods utilized 
o Entities attempting the collection 
o Regions where these collection efforts originate 

 Assists cleared contractors in assessing the technology 
collection threat and implementing appropriate security 
countermeasures 

Tailored 

Threat 

Products 

 Include, but are not limited to: 
o Technology-specific threat data 
o Country-specific threat data 
o Critical program information 

 

Other Government Resources 

Resource Information provided 

Homeland 

Security 

Bulletins 

 Available information includes, but is not limited to: 
o Economic security 
o Cyber security 
o International engagement 
o Terrorism 

FBI Security 

Bulletins 

 Available information includes, but is not limited to: 
o Cyber crime 
o White collar crime 
o Law enforcement issues 

Defense 

Cyber Crime 

Center (DC3) 

 Notices related to cyber threats and threats to information 
systems 
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Putting It All Together 

Workbook Activity 

Now you are ready for your first workbook activity. After you complete this lesson, 

you can use your workbook as a guide to conduct a risk assessment of your facility.  

If you have not already done so, save or print your Workbook by selecting View to 

open it. You’ll see that Risk Assessment is the first task in the workbook. As with all 

tasks, it contains an overview, resources, and questions to guide you. 

The information you learn as you do this activity will help you design a tailored 

security and counterintelligence program to defend and defeat the adversary’s 

collection efforts. 
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Part 1: Risk Assessment 

  

Task Overview 

 About This Task 

In this task, you will identify your facility’s assets, determine the threats 

against them, and identify sources of vulnerability. 

 

  Resources 

To complete this task, you should consult others within your facility.  

This may include, but is not limited to: 

 Business Development 

 Engineering, Research, and Development  

 Production, Manufacturing, and Direct Labor 

 Facilities Management 

 Purchasing  

 Information Assurance/Information Technology personnel 

 Human Resources personnel 

 General Counsel personnel 

 Facility Empowered Official 

 Export Control 

Outside of your facility, you should consult: 

 Your DSS CI Special Agent 

 Your DSS Industrial Security Representative 

Other resources that may be helpful include, but are not limited to: 

 DD Form 254, DoD Contract Security Classification Specification 

 Security Classification Guides 

 Technology Assessment/Control Plan 

 CI Support Plan 

 DSS publication Targeting U.S. Technologies 

 Other counterintelligence threat products, including but not limited to: 

o DSS Information Portal: https://sso.dss.mil/ 

o FBI, Homeland Security, and the Defense Cyber Crime Center 

(DC3) notices and bulletins, where applicable 
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Risk Assessment, Continued 

 

 Identify and prioritize assets 

Critical assets include: sensitive and classified information and 

technology, proprietary information, people, relationships, 

installations, processes, and supplies; the loss or compromise of 

which would be most damaging to your organization, could result in 

substantial economic losses, or could harm U.S. national security. 

People: 

 

 

 

 

 

 

 

Installations: 

 

 

 

 

 

 

 

Processes: 

 

 

 

 

 

 

 

Supplies: 

 

 

 

 

 

 

 

Other assets: 
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Risk Assessment, Continued 

 

 Determine threats 

Assess the capabilities, intentions, and opportunity of potential 

adversaries to exploit or damage company assets or information. 

Potential adversaries: 

 

 

 

 

 

 

 

Capabilities: 

 

 

 

 

 

 

 

Intentions: 

 

 

 

 

 

 

 

Opportunity: 
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Risk Assessment, Continued 

 

 Assess vulnerabilities 

Assess how an adversary may attempt to gain access to your 

critical assets including procedures, facilities, information systems, 

equipment, and policies. 

Procedures: 

 

 

 

 

 

 

 

Facilities: 

 

 

 

 

 

 

Information Systems: 

 

 

 

 

 

 

Equipment: 

 

 

 

 

Policies: 
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Risk Assessment, Continued 

 

 Determine proactive security and counterintelligence 

programs 

Consider the risk to your assets in terms of the probability of loss, 

the severity of damage if a loss occurs, and the cost of 

countermeasures to mitigate the loss. Programs may include, but 

are not limited to: mechanisms, procedures, policies, and programs. 

 

 

Asset  

(List) 

Proactive Security and CI Program 
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Organization 

Introduction 

Objectives 

In order to protect your facility and the technology entrusted to it, you must 

understand something about the technology itself. 

Here are the lesson objectives. Take a moment to review them: 

 Identify the U.S. Government sensitive and classified information and technology 
entrusted to your facility 

o Identify what each technology is used for 

o Identify whether each technology is export-controlled 

o Identify why each technology is special/sensitive/warrants protection 
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Identifying Technology 

What Does It Do? 

In order to design and implement an effective security and counterintelligence 

program, you must understand the U.S. Government sensitive and classified 

technology entrusted to it.  

You need to consider what makes it unique, and thus a potential target. You should 

know its purpose, so you can better understand why adversaries may target it. And 

you need to know if it is protected technology, so you can follow the rules and 

regulations that apply to it. You should also consider the end product or platform that 

it will go into. You also should know how the U.S. Government technology being 

produced by your company fits within the context of the larger program that it 

supports.  

For example, some facilities are sole-source providers. Their technology and the 

product it is part of are developed entirely by them. Other facilities develop 

technology that is part of a larger military acquisition program. It may be enabling 

technology that is used across many programs or it may satisfy a very specific need 

and be a component of a single program. Regardless, it is important for you to 

understand how your technology will eventually be used. 

This context will help you and your facility determine if your technology requires 

protection, and if so, how much.  
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Does It Require Enhanced Protection? 

Your facility may have information and technology that is classified, and may also 

have information that is unclassified, but still requires protection. 

Your DSS Industrial Security Representative (IS Rep) can help you make this 

determination.  

 Unclassified technology that still requires protection includes, but is not 

limited to: Export-controlled information regulated by the International Traffic 

in Arms Regulations (ITAR) 

 Special programs - such as Critical Program Information (CPI) - and other 

programs which may require additional security protection outlined on the DD 

Form 254 

 Information and technology regulated by the Department of Commerce 

Export Administration Regulations (EAR) 

 

ITAR 

The ITAR governs the export of both classified and unclassified defense articles 

and services. It defines defense articles and services and categorizes them.  This 

includes both classified and unclassified information and technology and their 

related technical data. 

The ITAR is governed by the State Department. If your facility has technology 

that is in question of falling under the ITAR, you can request a State Department 

Commodities Jurisdiction Ruling. 

EAR 

The EAR governs the export of commercial items. It specifically addresses dual 

use technology – that is, technology that may be used for both civilian and 

military purposes. It divides commercial items into different categories. 

Depending on the category your technology falls under, your organization may 

be required to obtain a license before you can export it. Or, you may be 

prohibited from exporting the item all together. EAR restrictions vary, depending 

on the destination country. The most restricted destinations are countries under 

economic embargoes or designated as supporting terrorist activities. 
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Special Programs 

Special programs require enhanced protection. This includes, but is not limited 

to: 

 Critical Program Information 

 Special Access Programs (SAPs) 

 Others with special requirements outlined in DD Form 254 

 

Putting It All Together 

Workbook Activity 

Your second workbook activity will walk you through identifying the technologies 

within your facility. This information is essential to designing a tailored security and 

counterintelligence program. 

If you have not already done so, save or print your Workbook by first selecting View 

to open it. You’ll see that Identify Facility Technology is the second task in the 

workbook. As with all tasks, it contains an overview, resources, and questions to 

guide you. 

Remember, you will not be completing this task alone. You will need to get 

information from others in your organization, your contracting partners, and your user 

agency. 
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Part 2: Identify Facility Technologies 

 

Task Overview 

 

 

About This Task 

In this task, you will identify the technologies at your facility, what each is 

used for, whether each is export- controlled, and why each warrants protection. 

 

               

  Resources 

To complete this task, you should consult others within your facility.  

This may include, but is not limited to: 

 Facility Empowered Official 

 Chief Technology Officer 

 Technology Control Officer 

 Export Compliance Officer 

 Research and development personnel 

 Engineers 

 Business Development/Sales and Marketing personnel 

 

Outside of your facility, you may wish to consult: 

 Your DSS CI Special Agent 

 Your DSS Industrial Security Representative 

 Other interested Federal or Military service  

 Contracting partners 

 User agency 

Other resources that may be helpful include, but are not limited to: 

 DD Form 254 

 Security Classification Guides 

 DSS publication Targeting U.S. Technologies 

 Counterintelligence threat products, including but not limited to: 

o DSS Information Portal: https://sso.dss.mil/ 

o FBI, Homeland Security, and the DC3 notices and bulletins 
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Identify Facility Technologies, Continued 

 

 Identify technology use 

Consider each of the technologies at your facility, its purpose, and 

whether it is a protected technology (i.e., Critical Program 

Information (CPI). 

 

 

 

Technology 

(List) 

Purpose 

 

Is it protected? 

(Yes/No) 
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Identify Facility Technologies, Continued 

 

 Identify if technology is export-controlled 

Consider if the technology falls under the International Traffic in 

Arms Regulations (ITAR) or the Export Administration Regulations 

(EAR).  

 

Technology 

(List) 

ITAR? 

(Yes/No) 

EAR? 

(Yes/No) 
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Identify Facility Technology, Continued 

 

 Identify if technology warrants protection 

Consider its use, purpose, and whether it is export-controlled. 

 Technology 

(List) 

Protection Warranted? 

(Yes/No) 
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Lesson 3: Understanding Threats to Your 

Organization’s Technology 

Introduction 

Objectives 

As an FSO, it is your duty to understand the threats to your facility and its technology. The 

success of your organization’s security and counterintelligence programs depends on your 

ability to do so. Identifying who may threaten your facility’s technology and how they may do 

so will help you protect it. 

Here are the lesson objectives. Take a moment to review them: 

 Identify who might want to obtain your technology 

 Identify the primary methods an adversary might use to do so 
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Identifying Technology 

When Do Threats to Technology Exist? 

As an FSO, part of your responsibility is to understand what is at risk and to identify the 

threats you are facing. You learned earlier that a threat to your technology exists when a 

malicious entity has a confirmed or assessed intent for acquiring specific information and 

has the capability to acquire such information. 

In order to protect your technology, it is essential that you are aware of the threats specific 

to your technology. Your user agency or its affiliated CI organization should be able to 

provide you with initial threat material.  

Counterintelligence Threat Document 

Formerly referred to as a Multi-Disciplined CI Threat Assessment 

(MDCITA) 

Who provides it: the cognizant DoD Component  

Purpose: describes those foreign governments, entities, or activities that 

have the interest and capability to collect information about a system 

under development 

Technology Targeting Risk Assessment (TTRA) 

Who provides it: DoD component intelligence analytical centers, in 

cooperation with the Defense Intelligence Agency (DIA) 

Purpose: assist research, development, and acquisition (RDA) programs 

with mitigating the risk of technology compromise and to support CI 

organizations with developing CI assessments of CPI 

 

Let’s take a look at some of the potential sources of threat. 
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Where Do Threats Exist? 

The specific threats to your facility will vary based on your technology and industry. 

Identifying these threats will be a collaboration between your organization, contracting 

partners, user agency, and the Defense Security Service, or DSS. 

It is helpful to consider the various sources of threat as they may come from many places: 

 Insider threats: Opportunity for an insider to provide information that would 

compromise the effectiveness of the targeted technology or desired capability. 

 Espionage: Opportunity for a foreign intelligence agency to identify opportunities for 

future intelligence activities targeting cleared defense contractor-affiliated personnel, 

assets, and resources. 

 Foreign companies: Opportunity for an adversary to engage in economic or industrial 

espionage. Best opportunity for a foreign intelligence entity to use a company as a 

cover for status and for action. 

 Cyber threats: Opportunity for an adversary to collection information using intrusion 

into and exfiltration of needed information residing on or transiting a computer 

network. 

 Technology transfer: Opportunity for an adversary to obtain U.S. technology by 

manipulating the export provisions of the Export Administration Regulation. 
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Are You A Facility of Interest? 

As an FSO, you should have an understanding of how facility ratings are assigned on the 

facilities of interest list, and the tier assigned to your facility.    

Facilities are prioritized tier 1, tier 2 or tier 3 on the facilities of interest.  A tier 1 designation 

means: credible information demonstrates that information or technologies at a facility with 

exploitable vulnerabilities are being targeted by entities known to have malicious intent and 

the facility possesses national level assets of established interest to hostile entities. 

In addition, your facility may be a facility of interest if you are involved with  

 Critical program information (CPI) 

 Critical infrastructure protection (CIP) 

 Special access program (SAP) 

 A trusted foundry 

Critical Program Information (CPI) 

Elements or components of an RDA program that, if compromised, could: 

 Significantly degrade mission effectiveness 

 Shorten the expected combat-effective life of the system 

 Reduce technological advantage 

 Significantly alter program direction; or  

 Enable an adversary to defeat, counter, copy, or reverse engineer the technology 

or capability 

Includes: 

 Information about applications, capabilities, processes, and end-items 

 Elements or components critical to a military system or network mission 

effectiveness 

 Technology that would reduce the U.S. technological advantage if it came under 

foreign control 
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Critical Infrastructure Protection (CIP) 

Actions taken to prevent, remediate, or mitigate the risks resulting from vulnerabilities of 

critical infrastructure that is essential to protect, support, and sustain military forces and 

operations worldwide. The EAR governs the export of commercial items. It divides 

commercial items into different categories. Depending on the category your technology 

falls under, your organization may be required to obtain a license before you can export 

it. Or, you may be prohibited from exporting the item all together. EAR restrictions vary, 

depending on the destination country. The most restricted destinations are countries 

under economic embargoes or designated as supporting terrorist activities. 

Special Access Program (SAP) 

A sensitive program, approved in writing by a head of agency with original Top Secret 

classification authority, that imposes need-to-know and access controls beyond those 

normally provided for access to Confidential, Secret, or Top Secret information.  

The level of controls is based on the criticality of the program and the assessed hostile 

intelligence threat. The program may be an acquisition program, an intelligence 

program, or an operations and support program. 

Trusted Foundry 

The Defense Micro Electronics Agency (DMEA) and the National Security Agency (NSA) 

co-fund the Trusted Foundry program.  The program ensures that mission-critical 

national defense systems have access to leading-edge integrated circuits and 

microelectronic parts from secure, domestic sources.  DMEA accredits suppliers in the 

areas of integrated circuit design, aggregation, broker, mask manufacturing, foundry, 

post processing, packaging/assembly and test services. 
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Once you know which adversaries are most likely to target your technology, you need to 

understand the methods they are most likely to use to do so. DSS will help you understand 

and recognize the specific methods mostly likely to be used against your facility. 

You should know that the most common foreign collection methods, used in over 80% of 

targeting cases are: 

 Cyber attacks 

 Attempts to acquire technology 

 Academic solicitation 

 Requests for information 

Cyber attack: Attempts to carry out intrusions into cleared contractor networks may be 

used to exfiltrate or destroy protected information 

Examples include, but are not limited to: 

 Cyber intrusion 

 Viruses 

 Malware 

 Backdoor attacks 

 Acquisition of user names and passwords 

Attempted acquisition of technology: Attempts to acquire protected information in the 

form of controlled technologies by purchasing the information/technology directly from 

firms, agencies of front companies, or third countries 

Examples include, but are not limited to, attempted purchases of: 

 Equipment 

 Diagrams 

 Schematics 

 Plans 

 Spec sheets 
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Academic solicitation: Attempts to acquire information and technology via academic 

request and all-expenses paid invitations to visit foreign countries and make 

presentations  

Examples include, but are not limited to, requests for or arrangement of: 

 Peer or scientific board reviews of academic papers or presentations 

 Requests to study or consult with faculty members 

 Applications for admission into academic institutions, departments, majors, or 

programs, as faculty members, students, fellows, or employees 

Request for information: Attempts to collect protected information via phone, email, or 

webcard approaches 

Examples include, but are not limited to, requests under the guise of: 

 Price quotes 

 Marketing surveys 

 Other direct and indirect efforts 
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Other Adversary Targeting Methods 

Other targeting methods include: 

Solicitation or Marketing of Services 

Attempts by foreign entities to establish a connection with a cleared contractor 

vulnerable to the extraction of protected information 

Examples include, but are not limited to: 

 Sales 

 Representation 

 Agency offers 

 Response to tenders for technical or business services  

Foreign Visit 

Attempts to gain access to and collect protected information that goes beyond that 

permitted and intended for sharing 

Examples include, but are not limited to: 

 Pre-arranged visits by foreign contingents 

 Unannounced visits 

 On site foreign technical or liaison representatives to large acquisition 

programs who, while traveling abroad or traveling to foreign countries, do not 

wear uniforms on site and cannot be distinguished from U.S. personnel 

Seeking Employment 

Attempts to introduce persons who, wittingly or unwittingly, would thereby gain access to 

protected information that could prove useful to agencies of a foreign government 

Examples include, but are not limited to: 

 Résumé submissions 

 Applications 

 References 
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Exploitation of Relationships 

Attempts to play upon existing legitimate or ostensibly innocuous relationships to gain 

unauthorized access 

Examples include, but are not limited to, establishing connections via: 

 Joint ventures 

 Official agreements 

 Foreign military sales 

 Business arrangements 

 Cultural commonality 

Surveillance 

Attempts to comprise systematic observation of equipment, facilities, sites, or personnel  

Examples include, but are not limited to: 

 Visual 

 Aural 

 Electronic 

 Photographic 

Criminal Activities 

Attempts to acquire protected information with no pretense or plausibility of legitimate 

acquisition 

 Example: Theft 

Search and Seizure 

Attempts to temporarily take from or permanently dispossess someone of property or 

restrict his/her freedom of movement, primarily when traveling abroad 

Examples include, but are not limited to, physical searches of and/or tampering with: 

 People 

 Environments 

 Property 

Other common targeting methods include those listed here. You should be familiar with 

these methods so that you may recognize if they are being used against your technology. 

You can learn more about adversary targeting methods, including indicators of and 

countermeasures for each, by referring to the DSS web-based course Thwarting the Enemy: 

Counterintelligence and Threat Awareness Information for the Defense Industrial Base 
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available through the Center for Development of Security Excellence’s Security, Training, 

Education and Professionalization Portal (STEPP.) 

The Role of Reporting 

Reporting is an important component of threat identification. It provides DSS with the 

information needed to evaluate and resolve threats. Just as you must understand specific 

threats to U.S. technology at your facility, under the National Industrial Security Program 

(NISP) you must also report suspicious contacts to DSS so it can understand the larger 

threat picture. 

Consider the suspicious contact reporting life cycle. When your facility submits a report, 

DSS evaluates and screens it. Depending on the specific threat and its seriousness, it will 

be analyzed at various levels and may involve formal referral to government 

counterintelligence and law enforcement agencies. The result of this analysis then feeds into 

intelligence information reports. The analysis of all of the reports DSS gathers from its 

industry partners supports CI investigations and operations. It also provides the information 

DSS needs to develop current, specific threat information that it provides back to industry—

that is, facilities like yours. 

This process of promptly reporting all suspicious contacts better equips companies like 

yours to face new and emerging threats. 

Putting It All Together 

Workbook Activity 

In your final workbook activity, you will work on identifying the threats to your technology.  

If you have not already done so, save or print your Workbook by first selecting View to open 

it. You’ll see that Threat Identification is the third task. As with the other tasks, it contains an 

overview, resources, and questions to guide you. 

You can use the information you gather to design a security and counterintelligence 

program to defend and defeat the adversary’s collection efforts. 
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Protecting Your Facility’s Technology 

Part 3: Threat Identification 

Workbook 
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Task Overview 

 

 

About This Task 

In this task, you will identify adversaries seeking sensitive and classified U.S 

Government technology entrusted with your company. You will identify 

adversary targeting methods used in the past and present and identify possible 

future methods. 

 

  Resources 

To complete this task, you should regularly consult others within your facility who are 

knowledgeable about day to day activities and incidents relevant to the threat.  

This may include, but is not limited to: 

 Management/Executive team 

o Foreign Ownership, Control or Influence (FOCI) decisions 

o Committee on Foreign Investment in the United States (CIFIUS) 

decisions 

o Technology Assessment/Control Plan 

o Internal reporting 

 Information Technology personnel 

 Human Resources personnel 

 General Counsel personnel 

 Business Development/Marketing and Sales personnel 

 

Outside of your facility, you may wish to consult: 

 Your DSS CI Special Agent 

 Your DSS Industrial Security Representative 

 Other Federal or Military service organizations responsible for protecting 

the relevant U.S. sensitive and classified information and technology 

(always in consultation with the DSS). 

 User agency 

o Classified threat material: Counterintelligence Threat Document or a 

Technology Targeting Risk Assessment (TTRA)  

o CI Support Plan (CISP) 
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Other resources that may be helpful include, but are not limited to: 

 DSS publication Targeting U.S. Technologies 

 DSS Information Portal: https://sso.dss.mil/ 

 FBI and Homeland Security bulletins 
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Threat Identification, Continued 

 

 Identify potential adversaries 

Consider adversaries from a variety of sources. 

  

Potential Adversaries 

(List) 
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Threat Identification, Continued 

 

 Identify potential methods of operation 

Assess the capabilities, intentions, and opportunity of potential 

adversaries to exploit or damage company assets or information. 

  

 Adversaries 

(List) 

Methods of Operation 

(List) 
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Course Conclusion 

Course Summary 

In this course, you learned about the U.S. Government sensitive and classified 

information entrusted to your organization and how adversaries may target it at 

critical points. The workbook activities will help you gather key information about your 

facility and its technology. As an FSO, you can use that information to design a 

tailored security and counterintelligence program to defend against and defeat the 

adversary’s collection efforts. 

Lesson Review 

Here is a list of the lessons in the course: 

 Course Introduction 

 Lesson 1: Your Technology and Risk Assessment 

 Lesson 2: Identifying Technologies within Your Organization 

 Lesson 3: Understanding Threats to Your Organization’s Technology 
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Course Objectives 

Congratulations. You have completed the Protecting Your Facility’s Technology 

course. 

You should now be able to perform all of the listed activities. 

 Identify the assets, threats, and vulnerabilities related to the U.S. 

Government sensitive and classified technologies entrusted to your 

facility 

 Identify the U.S. Government sensitive and classified technologies you 

have at your facility 

o Identify what each technology is used for 

o Identify whether each technology is export-controlled 

o Identify why each technology is special/sensitive/warrants protection 

 Identify who might want to obtain each technology 

 Identify the primary methods an adversary might use to do so 

To receive course credit, you MUST take the course examination. Please use the 

STEPP system from the Center for Development of Security Excellence to register 

for the online exam. 


