
Preparing for a Security Professional Education Development (SPēD) Certification Assessment

The Special Program Security Certification (SPSC) assessment is training agnostic, meaning you do not have to take any prescribed training or courses 
before taking the certification assessment. However, preparing for the assessment by gaining additional training, education, or experience in the topic 
areas may prove beneficial.

Competency Preparatory Tools (CPTs) help you prepare for your SPēD certification assessment. The SPSC CPTs consists of a series of open-ended 
questions in each of the seven security areas to assist you in increasing your proficiency. 

Note: Specific CPT questions are not found on the assessment.

To view available CPTs for each SPēD certification assessment, please visit https://www.cdse.edu/certification/prepare.html.

CDSE-offered Training
You are invited to familiarize yourself with courses addressing the topics noted in the SPSC Areas of Expertise. The Center for Development of 
Security Excellence (CDSE) provides diverse security courses and products to Department of Defense (DoD) personnel, DoD contractors, employees 
of other federal agencies, and selected foreign governments. Training is presented through a variety of learning platforms and is streamlined to meet 
performance requirements.

To view available CDSE-offered training, please visit https://www.cdse.edu/catalog/index.html.

CDSE-offered Education
CDSE has established a program of advanced and graduate-level courses designed specifically to broaden DoD security specialists’ knowledge and 
understanding of the security profession and prepare them for leadership positions and responsibilities. All of the courses are tuition free and are 
offered in a virtual instructor-led environment.

To view available CDSE-offered training, please visit https://www.cdse.edu/education/index.html.
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SPSC Area of Expertise
The SPSC assessment is a measurement of your understanding and application in creating and maintaining a secure environment to facilitate the 
successful development and execution of SAP. Although your current work may primarily be in one of the core security disciplines (i.e., information, 
personnel, physical, industrial, or general security), the results of the practice analysis performed by DoD demonstrates the importance of having 
awareness and a fundamental body of knowledge across the core security disciplines and the ability to apply foundational security concepts, principles, 
and practices. The SPSC is not only valuable to you as your career advances; it also strengthens the confidence the DoD has in your specialized 
knowledge in Special Access Programs (SAPs).

The Areas of Expertise specified in the following charts were identified during practice analysis as critical domains that should be addressed by the 
SPSC assessment. The weights indicated were derived from importance ratings provided by subject matter experts (SMEs) during the assessment 
development process.

Area of Expertise

Information Security/Classification Markings Exam Weight: 13%

Addressing SAP Material Marking Challenges SAP Control Marking Requirements and Provisions

Annotating SAP Documents SAP Marking Processes and Procedures

Marking Requirements for Working Papers Containing SAP Information Applying File Series (FS) Exemptions to SAP Documents

Marking Requirements for Disestablished SAPs Marking Requirements for Removable IS Storage Media

Marking Requirements for Non-Removable Information System (IS) Storage Media

Personnel Security Exam Weight: 9%

SAP Nomination Processes (SAPNP) Purpose and Intent Nomination Requirements for Access to DoD SAP

Roles and Responsibilities for Requesting SAP Access Nomination Package Elements

SAP Nomination Review Process Requirements for Continued Eligibility for SAP Access

SAP Security Exam Weight: 24%

Exercising SAP Access Approval Authority (AAA) Congressional Access Procedures to DoD SAPs

Governing DoD SAPs Initiating and Establishing Prospective DoD SAPs

Unclassified Nicknames and Classified Code words for DoD SAPs SAP Central Offices (SAPCO) and the Under Secretary of Defense for Acquisition, 
Technology, and Logistics (USD(AT&L))Roles and Responsibilities

SAP Access Eligibility Determinations and Acceptance DoD SAP Hierarchical Structure, Access, and Inheritance

SAP Establishment Process DoD SAP Program Protection Plans

SAP Disestablishment Plans
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Area of Expertise

Physical Security Exam Weight: 16%

Controlling Access to a SAP Facility (SAPF) SAPF Two-Person Integrity (TPI) Security Measures

SAPF Physical Protection Measures SAPF Physical Security Criteria

SAPF Establishment, Accreditation, and Withdrawal of Accreditation SAPF Co-Utilization Requirements

Controlling Combinations to SAPF Locks SAPF Entry/Exit Inspections

SAPF Construction SAPF Intrusion Detection Systems

SAPF Acoustical Control and Sound Masking Techniques SAPF Automated Access Control Systems

SAPF Visits and Meetings

Program Security Exam Weight: 16%

Principal DoD Decision-Making Support Systems The Planning, Programming, Budgeting, and Execution (PPB&E) Process

Defense Acquisition Process Program Decisions Using and Managing Program Protection Plans

Security Requirements for Classified Contracts Contract Types and Considerations

Risk Management Exam Weight: 14%

Security Compliance Inspections Security Compliance Inspection Phases

Managing Risks to DoD SAPs DoD SAP Security and Briefing Requirements

Protecting Against Exposure Managing Risks to Program Information

Operations Security (OPSEC) Plans for DoD SAPs

Information Assurance Exam Weight: 8%

Classified DoD SAP Information in Information Systems IS Technical Security Requirements

DoD Risk Management Framework
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Policy/Reference Finder

The resources below can be used to assist you in locating current versions of policies used within the CPTs.

Note: Unclassified publications that contain tactics, techniques, procedures, etc., may require a Common Access Card (CAC) to access.

• Security Executive Agent Directives are available via the National Counterintelligence and Security Center: https://www.dni.gov/index.php/ncsc-how-
we-work/ncsc-security-executive-agent/ncsc-policy

• DoD Issuances are listed on the Washington Headquarters Services Executive Services Directorate website:

 - DoD directives: https://www.esd.whs.mil/Directives/issuances/dodd/ 

 - DoD instructions: https://www.esd.whs.mil/Directives/issuances/dodi/

 - DoD manuals/publications: https://www.esd.whs.mil/Directives/issuances/dodm/

 - Directive-type memorandums: https://www.esd.whs.mil/DD/DoD-Issuances/DTM/

• All Joint Publications (JPs): https://www.jcs.mil/Doctrine/Joint-Doctine-Pubs/

 - JPs that require CAC access are available via the Joint Electronic Library Plus (JEL+): https://jdeis.js.mil/my.policy

https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-security-executive-agent/ncsc-policy
https://www.dni.gov/index.php/ncsc-how-we-work/ncsc-security-executive-agent/ncsc-policy
https://www.esd.whs.mil/Directives/issuances/dodd/
https://www.esd.whs.mil/Directives/issuances/dodi/ 
https://www.esd.whs.mil/Directives/issuances/dodm/ 
https://www.esd.whs.mil/DD/DoD-Issuances/DTM/ 
https://www.jcs.mil/Doctrine/Joint-Doctine-Pubs/
https://jdeis.js.mil/my.policy 
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Area of Expertise: Information Security/Classification Markings
Question Answer References
What are the policies, procedures, and requirements 
established under appropriate authorities to protect 
information that, if subjected to unauthorized disclosure, 
could reasonably be expected to cause damage to 
national security?

DoDM 5205.07, Volume 1, Incorporating Change 
1, February 12, 2018; DoDM 5205.07, Volume 3, 
Incorporating Change 2, February 12, 2018; DoDM 
5205.07, Volume 4, Incorporating Change 1, May 9, 
2018;  JAFAN 6/0, December 20, 2007

What are the requirements for classifying, redacting, 
handling, transporting, and safeguarding protected 
information and/or classified information?

DoDM 5205.07, Volume 1, Incorporating Change 
1, February 12, 2018; DoDM 5205.07, Volume 3, 
Incorporating Change 2, February 12, 2018; DoDM 
5205.07, Volume 4, Incorporating Change 1, May 9, 
2018;  JAFAN 6/0, December 20, 2007
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Area of Expertise: Personnel Security
Question Answer References
What are the personnel security principles and methods 
used to process initial clearance, periodic re-investigations, 
and clearance upgrades/downgrades, and to complete the 
adjudication and appeals process?

DoDM 5205.07, Volume 2, Incorporating Change 1, 
February 12, 2018; JAFAN 6/4

How do you ensure internal and external security 
clearance requests are consistent with regulatory 
requirements?

DoDM 5205.07, Volume 2, Incorporating Change 1, 
February 12, 2018; JAFAN 6/4

What factors are taken into consideration as clearance 
and appeals findings are analyzed and reported to senior 
security officials?

DoDM 5205.07, Volume 2, Incorporating Change 1, 
February 12, 2018; JAFAN 6/4
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Area of Expertise: SAP Security
Question Answer References
Why are enhanced security measures needed to protect 
critical program elements across all three SAP phases (i.e., 
establishment, maintenance, and disestablishment)?

DoDI 5205.11, Incorporating Change 1, August 31, 
2018; DoDD 5205.07, Incorporating Change 1, August 
31, 2018; Executive Order 13526, December 29, 2009; 
DoDM 5205.07, Volume 1, Incorporating Change 1, 
February 12, 2018

Area of Expertise: Physical Security
Question Answer References
What are the requirements for designing, accrediting, 
equipping, and security government and contractor 
facilities to guard against unauthorized access? (Note: 
This includes developing and enforcing access control 
regulations and procedures)

JAFAN 6/0, December 20, 2007; JAFAN 6/9; ICS 705-
1, September 17, 2010;  DoDM 5205.07, Volume 3, 
Incorporating Change 2, February 12, 2018



SPSC CPTs  | 8Page

Center for Development  
of Security Excellence Special Program Security Certification (SPSC) 

Competency Preparatory Tools (CPTs)

Published: December 16, 2019.  All content is subject to change.

Area of Expertise: Program Security
Question Answer References
What are the range of acquisition and contract security 
measures to sustain secrecy of highly sensitive U.S. 
Government programs and/or activities?

ICS 705-1, September 17, 2010; DoDI 5000.02, 
Incorporating Change 4, August 31, 2018

How do you prevent unauthorized disclosure of national 
intelligence program information throughout the program 
lifecycle?

ICS 705-1, September 17, 2010; DoDI 5000.02, 
Incorporating Change 4, August 31, 2018
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Area of Expertise: Vulnerability Analysis and Mapping/Risk Management
Question Answer References
How would you conduct assessments on threats and 
vulnerabilities, determine the level of risk, and develop 
and recommend appropriate mitigation countermeasures 
in operational and non-operational situations?

JAFAN 6/0; DoDM 5205.07, Volume 2, Incorporating 
Change 1, February 12, 2018

How do you implement assessments in a 
counterintelligence context, to protect against espionage, 
other intelligence activities, and sabotage conducted for, 
or on behalf of, foreign powers, organizations or persons, 
or international terrorist activities?

JAFAN 6/0; DoDM 5205.07, Volume 2, Incorporating 
Change 1, February 12, 2018
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Area of Expertise: Information Assurance
Question Answer References
How do Program Security Officers (PSOs) protect the 
confidentiality, integrity, non-repudiation, and availability 
of systems, networks, and data?

Joint SAP Implementation Guide (JSIG), 
April 11, 2016 ; JAFAN 6/3

How do each of the following support the protection, 
confidentiality, integrity, non-repudiation, and availability 
of systems, networks and data: planning, analysis, 
development, penetration testing, access control, 
implementation, maintenance, and enhancement 
of information security systems, programs, policies, 
procedures, and tools?

Joint SAP Implementation Guide (JSIG),
April 11, 2016 ; JAFAN 6/3



Helpful Tips

• The body of material covered on the SPSC assessment cannot be memorized in its entirety. Use memory techniques only to help recall key points.

• Focus on the application of accepted principles, practices, and theories, not memorizing facts, dates, and names.

• The SPSC assessment is based on DoD policy only, and does not incorporate additional Component or agency requirements.
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