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Introduction




Manages the design, development
and delivery of JPAS/JCAVS, CATS
and the DoD Personnel Security
Management for Security
Professionals courses

Has been with DSS since May 2008
Prior experience includes:

« Adjudicator at the Army Central
Adjudication Facility, Fort
Meade, Maryland

e Security Manager at Fort
Buchanan, Puerto Rico

 U.S. Army for 22 years



=T O R RO LR
X Py Ty
gshin, ‘\

S = ko . : :
e ))) DCO Meeting Room Navigation

Notes box for
audio information
and other
announcements
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Use Full Screen (upper right corner)
to maximize view of the presentation.
Click Full Screen again to switch back.
You will need to be out of Full Screen
view to respond to poll guestions.



cuie 27)) DCO Meeting Room Navigation

Q&A box for
entering questions
to the presenters

File share box to
download resources for
today’s presentation
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Have you ever used DCO before?
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| have never used It 0%
| have only listened in on a webinar or meeting 0%
| have used the chat or Q&A pods 0%
| have been a presenter 0%
| have hosted a DCO meeting 0%

[ ] Broadcast Results

(0]
(0)
(0)
(0]
(0]
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Poll Question 1
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How to Submit an Incident
Report within JPAS
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An incident Is any adverse
action that may affect a
person’s eligibility for access
to classified information and
may also bring into question a
person’s, trustworthiness,
honesty and loyalty under the
thirteen adjudicative
guidelines.




Any individual that has an active person
category Iin the Joint Personnel Adjudicative
System (JPAS), and is owned or serviced by

an Security Management Office (SMO).
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Any Cognizant Security
Authority (CSA) having an
active JPAS account with user
levels 2 through 6 can submit

an incident report. O_i

NOTE: Check with your local command and

policy documents.
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i« &) What should be reported?

Any derogatory information that may affect a person’s eligibility and
access to classified information. For example:

DUI, DWI and alcohol related = Drug abuse, legal and illegal
incidents at work drugs

Child/Spouse abuse = Behavior that casts doubt on
the individual’'s judgment,
reliability or trustworthiness

Disruptive, violent, or other

iInappropriate behavior in the

workplace = Mishandling of protected
information

Excessive indebtedness

Refer to the December 29, 2005 Adjudicative

Guidelines or the Adjudicative Desk Reference for
additional potentially disqualifying conditions.
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Poll Question 2




ST N) How to Submit an Incident

o AZ) Report within JPAS

JPAS Virtual Demonstration
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%)) Poll Question 3

Poll Question 3




JPAS Job Aid

0 Report Incident Checklist
JPAS/JCAVS Virtual Training for Security
Professionals PS123.16 and the exam PS123.06
http://www.cdse.edu/catalog/elearning/PS123.htm

Questions submitted before and during the
Webinar will be answered and posted to the CDSE
Website

Contact email: JPAS.Training@dss.mil

We request that you please answer the post-
webinar survey now
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Joint Personnel Adjudication System

(JPAS)

Insert your DoD Approved PKI Credential and press the 'Sign In’ button to log on.

Select a training user:
studc1203

You have 5 minutes until this screen times out!

17



Choose Category/Level

User ID: studc1203
Person Category: | Industry (KMP) 1L023-|  »
I: Industry (KMP) 1LO28-1
Civilian Ermployes (IUSA)

Leve

FOR OFFICIAL USE OMLY {(FOUO)

In accordance with DoD Regulations and the Privacy Act of 1974, you must safeguard personnel information retrieved through this system. DoD Regulations are: 5 USC 301 - Departmental Regulations, DoD 5200.1-
R - The Information Security Program, Title 5, United States Code, Section 552a Public Law 93-579 (Privacy Act of 1974), DoD Directive 540007 - The Freedom of Information Act (FOIA) Program, DoDD 5400.11-R -
DaD Privacy Program, and DTh-04-00% Security Classification Marking Instructions.
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Select User Level

Choose Category/Level

User ID: studc1203
Person Category:| Industry (KM 10L025-1 v|

Level:| Account Manager

Account b

E Level 2

Level 3

FOR OFFICIAL USE OMLY (FOUD)

In accordance with DoD Regulations and the Privacy Act of 1974, you must safeguard personnel information retrieved through this system. DoD Regulations are: 5 USC 301 - Departrmental Regulations, DoD 5200.1-
R - The Information Security Program, Title &, United States Code, Section 5523 Public Law 93-572 (Privacy Act of 1974), DoD Directive 5400.07 - The Freedom of Information Act (FOLA) Program, DeDD 2400.11-R -
DoD Privacy Program, and DTh-04-009 Security Classification Marking Instructions.
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Select Level 4 — OK

Choose Category/Level

User 1D: studc1203
Person Category:l Industry (KMFY 1L028-1 V|

FOR OFFICIAL USE ONMLY {(FOUO)

In accordance with DoD Regulations and the Privacy Act of 1974, wou must safeguard personnel information retrieved through this systerm. DoD Regulations are: 5 USC 301 - Departmental Regulations, DoD 5200.1-
R - The Information Security Program, Title 5, United States Code, Section 5523 Public Law 23-573 (Privacy Act of 1974), DoD Directive 5400.07 - The Freedorn of Information Act (FOIA) Program, DoDD 5400 11-R -
DaD Privacy Program, and DTR-04-002 Security Classification Marking Instructions.
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Welcome — Select Person

Select Person
View SMO

Mass Personnel
CreateModify Visit
Notifications »
Reports »

PSM Net

Manage Invest Rgsts ¢
Home

Chg Password

Chyg Categoryil evel
Tutorial

News
Logout

Welcome to the Joint Clearance and Access Verification System

Change current Time Zone, Office Symbol or Phone Number

Last Successful Login: 2012 11 25 11:35 AM Last Unsuccessful Login: MN/A

Do NOT use the browser Forward and Back buttons to navigate through the JPAS screens. Use the JPAS screen huttons or the Main Menu instead.

FOR OFFICIAL USE ONLY (FOUD)

In accordance with DoD Regulations and the Privacy Act of 1974 you rmust safeguard personnel information retrieved through this systern. DoD Regualations are: 5 USC 301 - Departrmental
Regulations, Dol 5200.1-R - The Information Security Program, Title 5, United States Code, Section 5528 Public Law §3-579 (Privacy Act of 1974), DoD Directive 5400.07 - The Freedorn of
Information Act (FOLA) Prograrm, DoDD 5400.11-R - DaD Privacy Prograrm, and DTh-04-002 Security Classification Marking Instructions.
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Select Person

Select Person
View SMO

Mass Personnel
CreateModify Wisit
Notifications »
Reporis »

PSM Net

Manage Invest Rgsts b
Home

Chg Password

Chg CategoryLevel
Tutorial

News
Logout

Select Person

SSN: @

TSl
PN: ©

Last Name: | |

First Name: | |

Middle Name: | |

Display Person Summary: &

Display abbrev. Person Summary with VISIT Info: O
Display Maintain Person: O

Display SII: ©

FOR OFFICIAL USE OMLY (FOUOD)

In accordance with Dol Regulations and the Privacy Act of 1974, you must safeguard personnel information retrieved through this system. DoD Regulations are: 5 USC 301 - Departmental
Regulations, DoD 5200.1-R - The Information Security Program, Title 5, United States Code, Section 9525 Public Law 93-979 (Privacy Act of 1974), DoD Directive 5400.07 - The Freedom of
Infarmation Act (FOIA) Prograrn, DoDD 5400.11-R - DoD Privacy Program, and DTh-04-009 Security Classification Marking Instructions.
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Select Person — SSN

Select Person
View SMO

Mass Personnel
CreateModify WVisit
Notifications »
Reporis »

PSM Net

Manage Invest Rosts »
Home

Chg Password

Chyg Category/Lewel
Tutorial

News
Logout

Select Person

*SSN: @ Bof ERI O |KYZ-AB-0033

Last Name:| |

First Name:| |

Middle Name:| |

Date of Birth: l:l @I

Display Person Summary: O

Display abbrev. Person Summary with VISIT Info: O
Display Maintain Person: ®

Display SIIl: ©

FOR OFFICIAL USE ONLY (FOUOD)

In accordance with DoD Regulations and the Privacy Act of 1974, you must safequard personnel information retrieved through this systern. DoD Regulations are: 5 USC 301 - Departmental
Regulations, DoD 5200.1-R - The Infarmation Security Program, Title 5, United States Code, Section 552a Public Law 93-579 (Privacy Act of 1974), DoD Directive 5400.07 - The Freedom of
Infarmation Act (FOIA) Program, DoDD 5400.11-R - DoD Privacy Program, and DTh-04-009 Security Classification Marking Instructions.
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Maintain Person

Incident Report

SMQ, SCOTT
SSN: XY I-AB-0003 Date of Birth: 1965 04 04
Place of Birth: N/A

: e i Citizenship: N/&
Select Person Oven Investiaation: N/A Make sure PID information is accurate Marital Status: N/A
View SMO ' A and the correct person. -
Mass Personnel PSQO Sent Date: b/A,
CreateModify Visit Incident Report: N/A
Notifications » Polygraph: N/A
Reports ¢ Mo,
PSM Net Foreign Relation:
Manage Imvest Rgsts »
Home
Chg Password Select An Existing Inci(lent:
Chg Categorylevel
et “Incident Status: @ Initial O Follow-up O Final
Logout “Date of Inci(lent:l:l EI

Action: [] Suspend Access Suspension Start Date:

*Incident Criteria:

[] Allegiance to the United States [1 Financial Considerations [[] Security Violations

[0 Foreign Influence [ Alcohol Consumption [0 Outside Activities

] Foreign Preference [0 Drug Invelvement [ Misuse of Information Technology Systems
[J Sexual Behavior [[] Emetional, Mental and Personality Disorders

[0 Persenal Conduct [0 Criminal Conduct

Incident Report

Status Date Description
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Select Person
View SMO

Mass Personnel
CreateModify Wisit
Notifications »
Repaorts »

PSM Net

Manage Imvest Rgsts »
Home

Chg Password

Chg Category/Level
Tutorial

News
Logout

Person Summary

SMO, SCOTT

Person Category | Industry ) CAGEQD1-

¥

SSN: XY Z-AB-0003
Dol EDI PN:
Open Investigation: MN/A
PSQ Sent Date: M/
Attestation Date: M/
Incident Report: N/A
SF 713 Fin Consent Date: M/
SF 714 Fin Disclosure Date: N/&
Polygraph: NA&
[l

Foreign Relation:

PSQO Sent
Non-SCI Access History

Date of Birth: 1965 04 04
Marital Status: M/
Place of Birth: M/
Citizenship: N/A
NdA Signed: Yes
NdS Signed: Mo

Scroll down to the Exception Type:¥es - Deviation

third section.

NdA History

Accesses

v

__ Suitability and Trustworthiness Available Actions

Active Duty - Officer {DOD}

|Civilian Employee (USAF) ' Mo

Industry {j CAGE001-1 Mo

IT: MAA
Public Trust: N/&

Child Care: M/A
IT: MAA

Public Trust: N/&

| Child Care: Na‘A
IT: NJ‘A Indoctrinate Non-SCl
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Select Report Incident

Select Person
View SMO

Mass Personnel
CreateModify Visit
Notifications »
Reports ¢

PSM Net

Manage Imwest Rgsts »
Home

Chg Password

Chg Category/Level
Tutorial

News
Logout

|Public Trust: Yes

|Child Care: N/

Person Category Information

Category Classification: N/A
Organization: CAGEQND-|, INDUSTRY COMSULTIMG SERVICES, | LOOSECANON, WA/,
Organization Status: Secret, ACTIVE, 1980 01 01
Occupation Code: N/A,
SCI SMO:MN/A
Non-SCI SMO: MN/A

Servicing SMO: Yes
In the Person Office Symbol: N/A Grade:
Category Section Position Code: /A, PS:
click onreport Arrival Date: N/A, RNLTD:
incident. Office Phone Comm: MN/A, Office Phone DSN:
Separation Status: N/A, TAFMSD:

Interim: MN/A,

Report Incident In/Out Process

Suspense Data Investigation Request

Separation Date:

Proj. Departure Date:
Proj. VIC/RUC/PASCODE:

[

(SN
[
Y
(Y
[
[T
[N

Remarks

Investigation Summary
MACLC frorm OPM, Opened: 2012 08 21 Closed 2012 1002
PRS from OPM, Opened: 2005 03 24 Closed 2005 09 24

Investigation History

Adjudication Summary

Pending Recertify Eligibility Adjudication of PRS OPM, Opened 2005 03 24, Closed 2005 03 24, ArmyCCF

PSI Adjudication of NACLC OPM, Opened 2012 08 21, Closed 2012 10 02, determined Eligibility of Secret on 2012 11 28 ArmyCCF
PSS Adjudication of PRS OFM, Opened 2005 08 24, Closed 2005 09 24, determined Eligibility of Secret on 2006 10 15 DISCO

Adjudication History

External Interfaces

[ R SN | U SRR ¥l
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Incident Status

Select Person
View SMO

Mass Personnel
CreateModify Visit
Notifications »
Reports »

PSM Net

Manage Invest Rgsts »
Home

Chg Password

Chg Categoryllevel

Tutorial
News
Logout

Incident Report

SMO, SCOTT
SSN: XY Z-AB-0003 Date of Birth: 1965 04 04
Place of Birth: h/4
Citizenship: N/A
Open Investigation: N/A Marital Status: N/A
JCAVS is defaulted PSQ Sent Date: N/A
Incident Report: N/A ta Initial Incident
Polygraph: MNia, Status.
MAA,

Foreign Relation: /"'

Select An Existing Inci(lent: /

“Incident Status: & Initiﬁ O Follow-up O Final
*Date oflnci(lent:l:’ EI
Action: [] Suspend Access Suspension Start Date:

“Incident Criteria:

[ Allegiance to the United States [J Financial Considerations [0 Security Violations

[1 Foreign Influence [ Alcohol Consumption [0 Outside Activities

[1 Foreign Preference [ Drug Involvement [ Misuse of Information Technology Systems
[ Sexual Behavior [ Emotional, Mental and Personality Disorders

[0 Personal Conduct [0 Criminal Conduct

Incident Report

Status Date Description
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Date Incident Happen

Incident Report

SMO, SCOTT
SSN: XYZ-AB-0003 Date of Birth: 1965 04 04
Place of Birth: M/

Select Person Citizenship: MN/A

View SMO Open Investigation: N/& Marital Status: MN/&,
Mass Personnel PSQ Sent Date: N/A,
Create/Modify Visit Incident Report: N/A Enter the date of

Notifications b Polygraph: M/A incident.

Reports ¢ AL

PSM Net Foreign Relation: r

Manage Invest Rgsts b

Home
Chg Password Select An Existing Inci(lent: /

Chg Category/Level
Tutorial

News

Logout “Date of Incident:

“Incident Status: @ Initial O Follow-up CFinal

|

Action: [] Suspend Access Suspension Start Date:

“Incident Criteria:

[ Allegiance to the United States [J Financial Considerations [ Security Violations

[ Foreign Influence [ Alcohol Consumption [0 Owside Activities

[0 Foreign Preference 0 Drug Involvement [0 Misuse of Information Technology Systems
[] Sexual Behavior [[] Emotional, Mental and Personality Disorders

[0 Personal Conduct 1 Criminal Conduct

Incident Report

Status Date Description
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Suspend Access?

Incident Report

SMO, SCOTT
SSN:XYZ-AB-0003 Date of Birth: 1565 04 04

Place of Birth: M/A

Select Person Citizenship: MN/A,

View SMO Open Investigation: MN/A Yaour Cqmmaﬂd needs to Marital Status: [MiA

Mass Personnel decide whether to PSO Sent Date: MN/A,

CreateModify Visit Incident Report: hNiA suspend access. If yes,

Notifications » Polygraph: /A check box.

Reports ¢ . ] MAA

PSM Net Foreign Relation:

Manage Imvest Rqsis » /

Home

Chg Password Select An Existing Inci(lent: /

Chg Categorylevel

:Il:;:al *Incident Status: (& Initial O Follow-up I Final

Logout *Date of Incident: EI

Action: [] Suspend Access Suspension Start Date:

“Incident Criteria:

[] Allegiance to the United States [1 Financial Considerations [ Security Violations

[ Foreign Influence [ Alcohol Consumption [0 Outside Activities

[ Foreign Preference [l Drug Involvement [ Misuse of Information Technology Systems
[0 Sexual Behavior [] Emeotional, Mental and Personality Disorders

[0 Persenal Conduct [0 Criminal Conduct

Incident Report
Status Date Description
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Select Person

View SMO
Create/Modify Visit
Notifications ¢

Reports b

PSM Net

Manage Invest Rgsts »
Home

Chg Category/Level

Tutorial
Logout

Incident Report: N/A
Polygraph: N/A

Foreign Relation: WA

Select An Existing Incident:

-

*Incident Status:

*Date of Incident:

@ Initial

|

© Follow-up

) Final

ncial Considerati

Select the appropriate
CAF/Division. DO NOT

select Callab CAF.

Jate:

[[]  Security Violations

Icohol Consumption

rug Involvement

motional, Mental and Personality Disorders

riminal Conduct

[7] Outside Activities
[[] Misuse of Information Technology Systems

Action: [ Suspend Access
*Select CAF/Team:
*Incident Criteria: Collab CAF
[C] Allegiance to the United States HEA
[C1 Foreign Influence MRO
[C] Foreign Preference MNSA
. DOD CAF AF
[l  Sexual Behavior DOD GAF ARMY
[ Personal Conduct DOD CAF Dol
DOD CAF Industry
Incident Report DOD CAF JS
DOD CAF WHS
Status Date DESLTTPIoTT

*Unclassified Description of Incident: (Only required for Initial and Follow-up Incident Status)
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Choose Guideline(s)

Incident Report
SMO, SCOTT
SSN:X¥YZ-AB-0003 Date of Birth: 1965 04 04
Place of Birth: M/A
Citizenship: N/&
Open Investigation: MN/A Marital Status: MN/A
Mass Personnel PSQ Sent Date: M/A
Create/Modify Visit Incident Report: MiA
Notifications ¢ Pol [THTE -
Reports » AR i Select the appropriate
PSM Net Foreign Relation: guideline(s).
Manage Imvest Rqsts ¢ 7
Home
Chg Password Select An Existing Inci(lent: /
Chyg Categorylevel
Ll:;:al “Incident Status: @ Initial O Follow-up O Final
Logout *Date of Inci(lent:l:l El
Action: [] Suspend Access Suspension Start Date:
*Incident Criteria:
[ Allegiance to the United States [] Financial Considerations [ Security Violations
[ Foreign Influence [0 Alcohol Consumption [0 Owutside Activities
[ Foreign Preference [ Drug Invelvement [ Misuse of Information Technology Systems
[] Sexual Behavior [] Emeotional, Mental and Personality Disorders
[0 Personal Conduct 1 Criminal Conduct
Incident Report
Status Date Description
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Unclassified Comments

Select An Existing Inci(lent:

“Incident Status: @ Initial O Follow-up O Final
*Date oflncitlent:l:l EI
Action: [] Suspend Access Suspension Start Date:

| Select Person *Select CAF:
| View SMO

Mass Personnel

Lo i SR
CreateModify Visit Incident Criteria:
Notifications » [0 Allegiance to the United States [0 Financial Considerations [0 Security Violations
Leporisle [ Foreign Influence [ Aleohol Consumption ] Outside Activities
PSM Net i : ]
Manage Invest Rgsts » [0 Fereign Preference SR e e SRR [0 Misuse of Information Technology Systems
Home [0 Sexual Behavior iy 2had BEpL: al and Personality Disorders
| Chg Password 0 unclassified description of the incident.
Personal Conduct i i ct
| Chg categoryl evel Also, add POC information.
Tutorial

o

News Incident Report

Logout Status Date Description

“Unclassified Description of Incident: fOnly required for Initial and Follow-up Incident Status)

¢

Save Cancel

FOR OFFICIAL USE ONLY (FOUOD)
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Save Information

Select An Existing Inci(lent:

*Incident Status: @ [nitial C Follow-up O Final
“Date oflncitlent:l:l EI
Action: [] Suspend Access Suspension Start Date:

Select Person “Sealect CAF:
View SMO
g;ﬁ:;?:ﬁr:]:r:sn *Incident Criteria:
Notifications ¢ [ Allegiance to the United States [] Financial Considerations [0 Security Violations
Reports » [l Foreign Influence [ Alecohol Consumption [ Outside Activities
;Sar:a:Ztlmest Rgsts b [ Foreign Preference [ Drug Involvement [ Misuse of Information Technology Systems
Home [0 Sexual Behavior [] Emotional, Mental and Personality Disorders
Chg Password ] Personal Conduct ] Criminal Conduct

Chyg Categoryl evel

Tutorial

News Incident Report
Logout Status Date Description When all information has been
entered and checked save your

“Unclassified Description of Incident: {(Only required for Initial and Fol informatifln- O_nce you click on save
the information will be posted in

JCAVS and JAMS.

V4

FOR OFFICIAL USE ONLY (FOUIO)
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Confirm Save

Select Person
View SMO

Mass Personnel
CreateModify Visit
Notifications »
Reports ¢

PSM Net

Manage Invest Rqsts b
Home

Chg Password

Chg Categorylevel
Tutorial

News
Logout

Person Summary

SMO, SCOTT
Person Category

|Industry () CAGEODT-l |
0003

DoD EDI PN:
Open Investigation: N/A
PSQ Sent Date: MN/A
Antestation Date: /A, /
Incident Report:2013 09 11
SF 713 Fin Consent Date: N/A
SF 714 Fin Disclosure Date: h/A
Polygraph: kA
AL

Date of Birth: 1965 04 04
Marital Status: N/A
Place of Birth: M/A
Citizenship: MN/A
NdA Signed: Yes
NdS Signed: Mo
Exception Type: Yes - Deviation

Once you click on save the
subjects name tums red and an
incident appears in red also.

Foreign Relation:

PSQ Sent
Non-SCl Access History

Request to Research/Upgrade Eligibility

NdA History

Accesses

_E_ Suitability and Trustworthiness Available Actions

|Active Duty Officer {DOD} IT: N/A

Public Trust: /&,

Child Care: M

Civilian Employee (USAF) ' Mo T2 MAA
Public Trust: N/
: | |Child Care: Ni&
Industry {) CAGE001-1 Mo IT: MiA Indoctrinate Non-SCl
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Adjudication Summary

Ldiequry LIdSSTICdiudnn: s
Organization: CAGEQD1-I, INDUSTRY CONSLULTIMNG SERVICES, | LOOSECANON, W
Organization Status: Secret, ACTIVE, 1530 01 01

Occupation Code: M/A Separation Date: MN/4

SCI SMO: MAA,

Non-SCI SMO: N/A

Servicing SMO: Yes
Select Person Office Symbol: M/A, Grade: Nia,
View SMO Position Code:N/A PS: N/A
g:::;f:ﬁ':'&sﬂ Arrival Date: N/A You will also see a line RNLTD: hiA
R Office Phone Comm; /A, pendmg |r_1c:|dent inthe Office Phone DSN: N/A,
Reports b Separation Status: /4, Adjudication Summary TAFMSD: N/A
PSM Net Interim: MAA, section. Proj. Departure Date: N4,

Manage Invest Rgsts »

Home Report Incident In/Out Process
Chg Password Remarks

Chg Category/Level Suspense Data Investigation Request
Tutorial
News Investigation Summary

Logout NACLC fram OPM, Opened: 2012 0
PRS from OFPM, Opened: 2005

Proj. UIC/RUC/PASCODE: N/&

Investigation History
Closed 2012 1002

4 Closed 2005 09 24

Adjudication Su
FPending Recertif ibility Adjudication of PRS OFM, Opened 2005 08 24, Closed 2005 09 24, ArmyCCF

Pending Incident Report from W2SUAAL - ENDIY SOUTHWESTERN Cw DOD CAF

P51 Adjudication of NACLEC OPM, Opened 2012 08 21, Closed 2012 10 02, determined Eligibility of Secret on 2012 11 28 ArmyCCF
P51 Adjudication of PRS OPM, Opened 2005 08 24, Closed 2005 09 24, determined Eligibility of Secret on 2006 10 15 DISCO

Adjudication History

External Interfaces
Perform Sl Search DCl
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