
Common Security-Related Contract Clauses for  
DD Form 254 - Contract Security Classification Specification 

DD Form 254 Performance Support Tool - Resource 1

 
There are many clauses available from the FAR, and the DFAR that may or may not need to be 
included in a contract. Below are some of the more common security-related clauses. They are 
listed in no particular order. 
 
If you answer ‘Yes’ to any question listed below, if appropriate, the associated clause number and 
title are included for your reference.   
 
 

Questions Clause 
Number 

Clause Title Associated 
DD254 
Block  

1. Does the contractor or contractor 
employees need access to classified 
information? 

FAR 
52.204-2  

Security Requirements 1a 
1b 

2. Are contractor personnel going to be in a 
designated operational area or supporting 
a diplomatic or consular mission outside 
the United States? 

FAR 
52.225-19 
 

Contractor Personnel in 
a Designated 
Operational Area or 
Supporting a 
Diplomatic or Consular 
Mission Outside the 
United States 

10h 
11i 
11f 

3. Is government approval required prior to 
release of unclassified information about 
the contract?   

DFARS 
252.204-
7000 

Disclosure of 
Information. 

12 

4. Will government employees prepare 
reports while working in contractor 
owned or controlled workspace?  

DFARS 
252.204-
7003 

Control of Government 
Personnel Work 
Product 

11a 

5. Will contractor employees be cleared for 
access to TS, SAP, or SCI? 

DFARS 
252.204-
7005 

Oral Attestation of 
Security 
Responsibilities. 
 

10e 
10f 

6. Will the contractor generate or need 
access to export-controlled items? 

DFARS 
252.204-
7008 

Requirements for 
Contracts Involving 
Export-Controlled 
Items. 

11c 

7. Will contractor personnel be authorized to 
accompany U.S. Armed forces outside the 
United States in contingency operations, 
humanitarian or peacekeeping operations, 
or other military operations or military 
exercise when designated by the 
combatant commander? 

DFARS 
252.225-
7040 

Contractor Personnel 
Authorized to 
Accompany U.S. 
Armed Forces 
Deployed Outside the 
United States 

10h 
11i 
11f 
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Questions Clause 

Number
Clause Title Associated 

DD254 
Block  

8. Are officially credentialed representatives of 
DCAA available to perform audit services in 
the contractor owned and controlled 
workspace in support of this contract/ 
subcontract for the Contracting Officer? 

FAR 42.1 Contract Audit 
Services 

 

9. Will contractors be involved with the filing 
of patent applications on classified subject 
matter? 

DFARS 
52.227-10 

Filing of Patent 
Applications—
Classified Subject 
Matter. 

11c 

10. Will the contractor be required to safeguard 
sensitive conventional arms, ammunition, or 
explosives? 

DFARS 
252.223-
7007 

Safeguarding 
Sensitive 
Conventional Arms, 
Ammunition, and 
Explosives 

 

11. Will the contract involve information technology 
that requires protection against compromising 
emanations?  (TEMPEST) 

DFARS 
252.239-
7000 

Protection Against 
Compromising 
Emanations 

11j 

12. Will the contractor be required to perform 
information assurance functions? 

DFARS 
252.239-
7001 

Information 
Assurance 
Contractor Training 
and Certification 

11e 

13. Will the contractor be required to use secure 
communications? 

DFARS 
252.239-
7016   

Telecommunications 
Security Equipment, 
Devices, 
Techniques, and 
Services 

10a 
11h 

 


