
Counterintelligence Webinar Series:  

Supply Chain Resiliency



TODAY’S SESSION

HOST:

Ed Kobeski, CDSE Counterintelligence

GUEST:

SSA Matthew Halvorsen, FBI

Joint Duty Assignment to NCSC 

Strategic Program Manager

Supply Chain & Cyber Directorate
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• NCSC Mission:  Lead and support the U.S. Government’s 
counterintelligence (CI) and security activities critical to protecting 
our nation; provide CI outreach to U.S. private sector entities at risk 
of foreign intelligence penetration; and issue public warnings 
regarding intelligence threats to the U.S.

• Foreign intelligence entities, which may include foreign governments, 
corporations, and their proxies, are actively targeting information, 
assets, and technologies that are vital to both U.S. national security 
and our global competitiveness.

• Increasingly, U.S. companies are in the cross-hairs of these foreign 
intelligence entities, which are breaching private computer networks, 
pilfering American business secrets and innovation, and carrying out 
other illicit activities.

The National Counterintelligence and Security Center (NCSC)
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Supply Chain and Cyber Directorate (SCD)

• SCD works with its partners to assess 
and mitigate the activities of foreign 
intelligence entities and other 
adversaries who attempt to compromise 
the supply chains of our government 
and industry. These adversaries exploit 
supply chain vulnerabilities to steal 
America’s intellectual property, corrupt 
our software, surveil our critical 
infrastructure, and carry out other 
malicious activities.

The National Counterintelligence and Security Center (NCSC)
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• Protect the Nation’s Critical Infrastructure 

• Protect the nation’s civil and commercial, defense mission 
assurance and continuity of government infrastructure from 
foreign intelligence entities seeking to exploit or disrupt national 
critical functions. 

• Reduce Threats to Key U.S. Supply Chains 

• Reduce threats to key U.S. supply chains to prevent foreign 
attempts to compromise the integrity, trustworthiness, and 
authenticity of products and services purchased and integrated 
into the operations of the U.S. government, the Defense 
Industrial Base, and the private sector. 

Strategic Objectives, 1 of 2
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• Counter the Exploitation of the U.S. Economy 

• Counter the exploitation of the U.S. economy to protect America’s 
competitive advantage in world markets and our technological 
leadership, and to ensure our economic prosperity and security. 

• Defend American Democracy against Foreign Influence 

• Defend the United States against foreign influence to protect 
America’s democratic institutions and processes, and preserve 
our culture of openness. 

• Counter Foreign Intelligence Cyber and Technical 
Operations 

• Counter foreign intelligence cyber and technical operations that 
are harmful to U.S. interests.

Strategic Objectives, 2 of 2
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• Supply Chain Risk Management (SCRM), within the federal government 
refers to management of risk to the integrity, trustworthiness, and 
authenticity of products and services within the supply chain.

• It addresses the activities of foreign intelligence entities (FIE) and any 
other adversarial attempts aimed at compromising the supply chain, 
which may include the introduction of counterfeit or malicious items 
into the supply chain. 

• Supply chain risk management encompasses many disciplines and 
requires participation from subject matter experts in acquisition, 
counterintelligence (CI), information assurance, logistics, program 
offices, analysis, security, and other relevant functions as necessary.

Supply Chain Risk Management (SCRM)
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Two Supply Chain Statutes  

•SECURE Technology Act – December 2018
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Federal Acquisition Security Council – Overview   

Federal Acquisition Supply Chain Security Act

Can Establish

Federal Acquisition Security Council
Provide Acquisition Security and SCRM Strategy and Guidance

• Recommend development of NIST standards for covered articles
• Conduct SCRM assessments
• Develop criteria to share information pertaining to SCRM with other federal and non federal 

entities
• Recommend exclusion of source of a covered article 
• Engage private sector entities to improve information sharing
• Establish criteria/procedures and issue recommendations to exclude/remove covered articles

FASC Committee Members

• Program Office
• Committee
• Working Groups
• Other Bodies

Will Establish

Exclusions/
Removal

• Information Sharing EA
• Shared Service EA
• Common Contract 

Solution EA

FASC Chair
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FASC – Information Sharing Requirements 
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NDAA FY 20 – Supply Chain Information Sharing Task Force
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• To Reduce Threats to Key U.S. 
Supply Chains, the U.S. 
Government will:

• Enhance capabilities to 
detect and respond to supply 
chain threats

• Advance supply chain 
integrity and security across 
the federal government. 

• Expand outreach on supply 
chain threats, risk 
management, and best 
practices. 

Supply Chain Countermeasures
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NCSC Products
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Questions and Concerns

Questions?

For more information on NCSC and Supply Chain, visit:
https://www.dni.gov/index.php/ncsc-what-we-do/ncsc-supply-chain-threats



NEXT WEEK!!
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TIME: 30 April, 1200-1300 EST

HOST: Mr. Steve Resel 
CDSE Insider Threat

GUEST: Ms. Edie Brumskill
EEO Program Manager, 

Capital Metro Area

Office of Diversity & Equal Opportunity

Register Now: https://www.cdse.edu/catalog/webinars/index.html



National Supply Chain Integrity Month
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VIEW MORE MATERIAL HERE:

https://www.ncsc.gov

https://www.ncsc.gov/


CDSE CI Training and Job Aids

21



CDSE Counterintelligence POC:

Ed Kobeski

410-689-7842

EMAIL:  Edwin.f.Kobeski.civ@mail.mil

CDSE WANTS TO HEAR FROM YOU!
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