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Introductions
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Poll Question 1

Are you assigned to the NAESOC?
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Agenda

= Overview of NAESOC
= Benefits
® Focus Areas

" Resources
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NAESOC

The National Access Elsewhere Security Oversight
Center (NAESOC) was established in a single
location to provide consistent oversight and
security management for select facilities who do
not possess classified information on-site (“access
elsewhere”).

The centralized NAESOC

= Coordinates: Communications, guidance, and B ouee el o teraae

education to facilities and government partners. method for supporting security
. _ , , oversight for select access
. Provudgs. Continuous outreach, consistent elsewhere facilities in the NISP.
direction. : :
* One voice for the director—
= Results in: Improved communications, threat one resource for the
reporting, vulnerability identification, and CAEietTE
vulnerability mitigation Leverages Continuous

. Evaluation vetting
More information: https://www.dcsa.mil/mc/ctp/naesoc/

New training approach for

Contact the NAESOC Knowledge Center: (888) 282-7682, NoN-possessors
option 7 (NAESOC)
DEFENSE
UNCLASSIFIED COUNTERINTELLIGENCE | 6

AND SECURITY AGENCY



UNCLASSIFIED

Customer-Focused

" Dedicated help desk = Active monitoring
= Triaged support . Erocess r.eportable
, , information
= Advise and assistance for .
. Conduct compliance
government and industry
o engagements
" Training, awareness, and = Perform security vulnerability
outreach
assessments

~National Access Elsewhere

Securlty 0versnght Center
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Now what?

" Ensure you have a National Industrial Security System (NISS)
account

= Effectively report changes
= Establish Insider Threat Program plan
" Conduct annual self-inspection

" Ask questions
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Engagement Layout

Do you have an National Industrial Security System (NISS)
account?

What have you used your NISS account for? (multiple choice)

If you need help, where do you go to get NISS training and job
aids? (short answer)
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NISS

= Steps to Requesting a NISS Account/Role:

Requestan
NCAISS
account

Loginto

NCAISS

" Functionality
* Submit and process facility clearances
» Update facility profile
* Report change conditions
* Message the ISR or NAESOC Help Desk
e Request an FCL verification
Submit annual self-inspection certification
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NISP Reporting

= Facility Profile Update

e Contact, business (contracts, DD254s), and international
(export licenses) information

" FCL change conditions

* Ownership, legal structure, KMP, address, FOCI,
bankruptcy

= Administrative inquiries and security violations
» Potential/Actual Insider Threat Reports
= Adverse information®

= Suspicious contact reports*®
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FCL Change Condition Essentials

" Only one change condition package can be open
= Answer questionnaire

" For each ‘yes’ response, ensure supplemental details are
provided

" Include supporting documentation

e Business documents to support security changes (e.g.
letter of appointment, meeting minutes)
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Poll Question 2

Do you have a tailored Insider Threat Program?
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Insider Threat (InT) Program

= Plan tailored to your facility to:
* Gather, integrate, and report relevant and available
information
= [nsider Threat Program Senior Official (ITPSO)
 Officially appointed/designated

* Establishes and executes program

= [nsider Threat training
* Program Personnel
* Employees

= £SO integral member

= | eadership support
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Conduct Effective Self-Inspection

= Pre-inspection
* |dentify security elements to review
 Meet with leadership
e Determine the inspection approach
e Schedule interviews

= |[nspection
* Interview cleared and uncleared personnel
e Request demonstration of procedures followed
e Use opportunity to educate staff
* Annotate findings and recommendations

= Post inspection
 |dentify vulnerabilities and recommendations to mitigate
* Provide leadership with report and recommendations
* Implement recommendations
* Upload self-inspection and senior leadership letter in NISS
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Facility
Clearance

Reporting

Facility Security Officer Toolkit

National Industrial Security System (NISS)
= NISS External User Guide
= DCSA NISS webpage

Reporting

= Job Aid: NISPOM Reporting Requirements

= \WWebinar: Adverse Information'Reporting

= Administrative Inquiry (Al) Job Aid for Industry

= Administrative Inquiry Guidelines for Information
Systems
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https://www.cdse.edu/toolkits/fsos/index.php
https://www.dcsa.mil/is/niss/
https://www.dcsa.mil/is/niss/
https://www.cdse.edu/documents/cdse/CDSE_RR_JobAid.pdf
https://www.cdse.edu/catalog/webinars/industrial-security/adverse-information-reporting.html
https://www.cdse.edu/documents/cdse/ai-job-aid-for-industry.pdf
https://www.dcsa.mil/Portals/91/documents/ctp/nao/administrative_inquiry.pdf
https://www.cdse.edu/toolkits/fsos/reporting.html
https://www.cdse.edu/toolkits/fsos/reporting.html
https://www.cdse.edu/toolkits/fsos/facility-clearance.html
https://www.cdse.edu/toolkits/fsos/facility-clearance.html
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Resources

Insider Threat

= Sample Insider Threat Program Plan

Insider Threat ® elLearning: Establishing an Insider Threat Program
for Your Organization

= eLearning: Developing a Multidisciplinary Insider
Threat Capability

= elLearning: Insider Threat Awareness Course

O\ Self-Inspection
m Self-Inspection Handbook for NISP Contractors

Self-Inspections
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https://www.cdse.edu/documents/cdse/sample-insider-threat-program-plan-for-industry.pdf
https://www.cdse.edu/catalog/elearning/INT122.html
https://www.cdse.edu/catalog/elearning/INT201.html
https://www.cdse.edu/catalog/elearning/INT101.html
https://www.cdse.edu/documents/cdse/sample-insider-threat-program-plan-for-industry.pdf
https://www.cdse.edu/toolkits/fsos/inspections-assessments.html
https://www.cdse.edu/toolkits/fsos/inspections-assessments.html
https://www.cdse.edu/toolkits/insider/index.php
https://www.cdse.edu/toolkits/insider/index.php
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Summary

= Be proactive
" Report, report, report
= Establish an effective Insider Threat Program

= Complete, certify, and submit annual self-inspection
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Contact

NAESOC Knowledge Center
Phone: (888) 282-7682, option 7

Email: dcsa.naesoc.generalmailbox@mail.mil
NAESOC

CDSE Training Divisions
Email: dcsa.cdsetraining @ mail.mil
CDSE
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