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NIPSOM OR 32 CFR PART 117?

• 32 Code of Federal Regulations (CFR) Part 117 was published on 
December 21, 2021

• 32 CFR Part 117 became effective on February 24, 2021

oDOD Manual 5220.22 National Industrial Security Operating 
Manual (NISPOM) will soon be canceled

• Which is it now and how do we refer to it?

oNISPOM is still “NISPOM”

o It is also 32 CFR Part 117
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MAJOR POLICY CHANGES
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• Format Changes

o Format and paragraph numbering are different

• Key Changes

oGranting FCLs

o SMO duties

o TS accountability

o IDS installation

o Safeguarding

o Classified Information Retention

o Section 842 Public Law 115-232

o Incorporation of SEAD 3 reporting requirements

o Two types of limited FCLs
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• Are you familiar with the tools to assist with the NISPOM  or 32 CFR Part 117 
changes?

o Yes 

oNo

oNot sure
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TOOLS TO ASSIST WITH CHANGES
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• List of major changes in the 
preamble of the Rule

• 32 CFR Part 117 NISPOM 
Rule Cross Reference Tool

oClick on a NISPOM 
citation to be shown the 
CFR Rule

oLocated on the CDSE 
Website on the Industrial 
Security Homepage and in 
the FSO Toolkit



DEFENSE 
COUNTERINTELLIGENCE 
AND SECURITY AGENCY

• How long do contractors have until all requirements must be fully implemented?

o3 months

o6 months

o9 months

o12 months 
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IMPLEMENTATION REQUIREMENTS
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• Implementation deadline: six 
months from effective date (August 
2021)

oActual date will be noted in ISL

• Security programs must be in 
compliance by implementation 
deadline

oAreas not in compliance will be 
cited as vulnerabilities
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CITING REFERENCES
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• Citing NISPOM references

oEx. 1-302.b. Suspicious Contacts  32 CFR Part 117.8(C)(2). 

• DCSA: 

oUpdating tools, oversight guidance, and systems, including 
training and resources located on the DCSA Website

• Industry: 

oDon’t wait, start now to update your tools and products to support 
your program

oUse available tools such as the cross reference tool on the DCSA 
website
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• DCSA staffed ISL coordination with the 
NISPPAC for 32 CFR Part 117 and 
SEAD 3 Requirements

• Existing ISLs have been reviewed and 
a determination has been made for 
rescinding or reissuance 

INDUSTRIAL SECURITY LETTERS (ISLs)
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• Are you familiar with the Security Executive Agent Directive (SEAD) 3?

o Yes

oNo

oNot sure
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POLL QUESTION 3
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• SEAD 3 and other SEADs are included in the Rule

• ISL will provide additional CSA guidance

• ISL Implementation requires coordination

oDCSA

oCTP Directorate

oVROC

oProgram Executive Office

Security Executive Agent Directive (SEAD) 3 

https://www.dni.gov/files/NCSC/documents/Regulations/SEAD-3-Reporting-U.pdf
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https://www.dni.gov/files/NCSC/documents/Regulations/SEAD-3-Reporting-U.pdf
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• 32 CFR Part 117

oReferences CUI 

 Safeguarding

 Training

 Marking

oCUI is out of the scope of the 
NISPOM, but:

 Classified contracts may 
have CUI provisions 
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DCSA PROCESSES
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• Security Vulnerability Assessments 
(SVAs)
oAlignment with 32 CFR Part 117
oSimilar process to current state for 

assessing security programs

• ISR Training
oField training – train the trainer
oCommon communication platform
oTraining and informational sessions

• Security Rating System
oEvaluate processes
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KEY TENANTS OF IMPLEMENTATION STRATEGY
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• Manage Cultural Change

• Collaboration and Partnership

• Communicate - Frequently and Clearly

• Focus on Major Changes

• Address Industry Input

• Deliver Capabilities

• Revise Oversight

• Train the Workforce

• Address Challenges
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• 32 CFR Part 117, NISPOM

• Major changes: formatting and content changes

• Tools: preamble and “32 CFR Part 117 NISPOM Rule Cross Reference 
Tool”

• Implementation requirements: six months from the effective date

• ISLs forthcoming for 32 CFR Part 117 and SEAD 3

• Controlled Unclassified Information (CUI)

• DCSA processes: SVAs, IS Rep training, Security Rating evaluation

• Key tenants of DCSA’s implementation strategy
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CONCLUSION



DEFENSE 
COUNTERINTELLIGENCE 
AND SECURITY AGENCY

UNCLASSIFIED

UNCLASSIFIED 19

Questions?


