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SPEAKERS
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Industrial Security Policy Analyst
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Senior Policy Advisor
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AGENDA

* NISPOM, 32 CFR Part 117

« Major Changes

* Tools

* Implementation Requirements

* Industrial Security Letters (ISLS)

« SEAD 3

« Controlled Unclassified Information (CUI)
 DCSA Processes

 Conclusion
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NIPSOM OR 32 CFR PART 1177

« 32 Code of Federal Regulations (CFR) Part 117 was published on
December 21, 2021

« 32 CFR Part 117 became effective on February 24, 2021

o DOD Manual 5220.22 National Industrial Security Operating
Manual (NISPOM) will soon be canceled

 Which is it now and how do we refer to it?
o NISPOM is still “NISPOM”
oltis also 32 CFR Part 117
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MAJOR POLICY CHANGES

 Format Changes
o Format and paragraph numbering are different

« Key Changes
o Granting FCLs
o SMO duties
o TS accountability
o IDS installation
o Safeguarding
o Classified Information Retention
o Section 842 Public Law 115-232
o Incorporation of SEAD 3 reporting requirements
o Two types of limited FCLs
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POLL QUESTION 1

e Are you familiar with the tools to assist with the NISPOM or 32 CFR Part 117
changes?

o Yes
o No
o Not sure
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TOOLS TO ASSIST WITH CHANGES

« List of major changes in the

preamble of the Rule

A232 v Jr ' 5905, Certification of Compliance

A

Purpose:

This file is a cross reference tool intended to help personnel cross-reference the current NISPOM
numeric schema with the new NISPOM issued as a Federal Rule (32 CFR Part 117). This is a one
way tool, mapping from current numbering format to the appropriate location within the Federal

Use:

The dark gray colored tab below titled "NISPOM Feb 6" contains the paragraph titles and
correspondening number references of the previous NISPOM with which you are familiar. Click on
the hyperlinks to go to the location within the new NISPOM Rule where this information currently

« 32 CFR Part 117 NISPOM
Rule Cross Reference Tool

o Click on a NISPOM
citation to be shown the 4
CFR Rule :

WP

The hyperlink will bring you to the blue colored tab titled "32 CFR Part 117" and will place you at
the cell which contains the corresponding information as stated in the new NISPOM rule. This tab
contains the entire text of the new NISPOM rule. The steel blue colored columns to the far right
contain the complete citation reference for the section and subsection location of this information
within the new NISPOM rule. This is intended to help you more quickly translate the previous
citation references that you have been used to using into the new format now required by the rule
version of the NISPOM.

NISPOM February 6 ‘ Part 117 - National Industrial Security Operating Manual (NISPOM)

CHAPTER 6. VISITS and MEETINGS ‘

237
238 6-100. General 6-1-1
O L O Cate d O n th e C D S E 239 6-101. Classified Visits 6-1-1
240 | 6-102. Need-to-Know Determination 6-1-1
N . 241 |6-103. Visits by Government Representatives 6-1-1
We bs Ite O n th e I n d u Strl al 242 6-104. Visit Authorization 61-1
243 | 6-105. Long-Term Visitors 6-1-1
. ] 244
Secu r|t Home age and N wowodvene T ]
246 6-200. General 6-2-1
- 247 6-201. Government Sponsorship of Meetings 6-2-1
th e F S O TO O I klt 248 6-202. Disclosure Authority at Meetings 522
249 6-203. Requests to Attend Classified Meetings 6-2-2
250
NISPOM Feb 6 |WEPAOEN=likY q
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POLL QUESTION 2

 How long do contractors have until all requirements must be fully implemented?

o 3 months
o 6 months
0 9 months
o0 12 months
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IMPLEMENTATION REQUIREMENTS

* Implementation deadline: six
months from effective date (August
2021)

o Actual date will be noted in ISL

« Security programs must be in
compliance by implementation
deadline

o Areas not in compliance will be
cited as vulnerabilities
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CITING REFERENCES

 Citing NISPOM references
o Ex. 1-302.b. Suspicious Contacts - 32 CFR Part 117.8(C)(2).

 DCSA:

o Updating tools, oversight guidance, and systems, including
training and resources located on the DCSA Website

* Industry:

o Don’t walit, start now to update your tools and products to support
your program

o Use avalilable tools such as the cross reference tool on the DCSA
website
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INDUSTRIAL SECURITY LETTERS (ISLS)

« DCSA staffed ISL coordination with the
NISPPAC for 32 CFR Part 117 and
SEAD 3 Requirements

 Existing ISLs have been reviewed and
a determination has been made for
rescinding or reissuance
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POLL QUESTION 3

* Are you familiar with the Security Executive Agent Directive (SEAD) 37

o Yes
o No
o Not sure
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Security Executive Agent Directive (SEAD) 3

« SEAD 3 and other SEADs are included in the Rule

* |SL will provide additional CSA guidance

* |ISL Implementation requires coordination
o DCSA
o CTP Directorate
o VROC
o Program Executive Office
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SECURITY EXECUTIVE AGENT
DIRECTIVE 3

REPORTING REQUIREMENTS FOR PERSONNEL WITH ACCESS TO CLASSIFIED
INFORMATION OR WHO HOLD A SENSITIVE POSITION

(EFFECTIVE: 12 JUNE 2017)

A. AUTHORITY: The National Security Act of 1947, as amended: Intelligence Reform and
Terrorism Prevention Act of 2004, as amended: Executive Order (EQ) 10450, Security
Regquirements for Government Employment, as amended: EO 12968, Access to Classified
Information, as amended; EO 13467, Reforming Processes Related to Suitability for Government
Employment, Fitness for Contractor Employees, and Eligibility for Access to Classified National
Security Information; EO 13549, Classified National Security Information Program for State.,
Local, Tribal and Private Sector Entities; Presidential D ion Directive/NSC-12, Securiry
Awareness and Reporting of Foreign Contacts; Performance Accountability Council memorandum,
Assignment of Functions Relating to Coverage of Contractor Employee Fitness in the Federal
Investigative Standards, 6 December 2012; and other applicable provisions of law.

B. PURPO! This Security Executive Agent (SecEA) Directive establishes reporting
requirements for all covered individuals who have access to classified information or hold a
sensitive position. Nothing in this Directive should be construed to limit the authority of agency
heads to impose additional reporting requirements in accordance with their respective authorities
under law or regulation.

C. APPLICABILITY: This Directive applies to any executive branch agency or covered
individual as defined below.

D. DEFINITIONS: As used in this Directive, the following terms have the meanings set forth
below:

1. “Agency™ Any “Executive agency” as defined in Section 105 of Title 5. United States
Code (U.S.C.), including the “military department,” as defined in Section 102 of Title 5, U.S.C.,
and any other entity within the Executive Branch that comes into possession of classified
information or has positions designated as sensitive.

2. “Classilied national security information™ or “classified information™: Information that has

been determined pursuant to EO 13526 or any predecessor or successor order, or the Atomic Energy
Act of 1954, as amended, to require protection against unauthorized disclosure.

3. “"Cohabitant™: A person with whom the covered individual resides and shares bonds of
affection, obligation, or other commitment, as opposed to a person with whom the covered
individual resides for reasons of convenience (e.g. a roommate).

4. “Controlled Substance”: Any controlled substance as defined in 21 U.S.C. 802.
5. "Covered Individual™:

UNCLASSIFIED

https://www.dni.gov/files/INCSC/documents/Regulations/SEAD-3-Reporting-U.pdf
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CONTROLLED UNCLASSIFIED INFORMATION (CUI)

« 32 CFR Part 117
o References CUI
» Safeguarding
* Training
= Marking

ATTENTION

o CUIl is out of the scope of the ————

it from vnauthorized disclosure.

" Handling, storage, reproduction, and disposition of the attached document(s) must
y . be in accordance with 32 CFR. Part 2002 and applicable agency policy.

Access to and dissemination of Controlled Unclassified Information shall be

allowed as necessary and permissible to any individual(s). organization(s). or

» Classified contracts may E = e
have CUI provisions -
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DCSA PROCESSES

« Security Vulnerability Assessments
(SVAS)

o Alignment with 32 CFR Part 117

o Similar process to current state for
assessing security programs

ISR Training
o Field training — train the trainer
o Common communication platform
o Training and informational sessions

« Security Rating System
o Evaluate processes
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KEY TENANTS OF IMPLEMENTATION STRATEGY

« Manage Cultural Change
 Collaboration and Partnership

« Communicate - Frequently and Clearly
Focus on Major Changes
Address Industry Input
Deliver Capabilities
Revise Oversight

 Train the Workforce

« Address Challenges

DEFENSE
UNCLASSIFIED COUNTERINTELLIGENCE 17
AND SECURITY AGENCY



UNCLASSIFIED

CONCLUSION

« 32 CFR Part 117, NISPOM
* Major changes: formatting and content changes

» Tools: preamble and “32 CFR Part 117 NISPOM Rule Cross Reference
Tool”

Implementation requirements: six months from the effective date
ISLs forthcoming for 32 CFR Part 117 and SEAD 3

Controlled Unclassified Information (CUI)

DCSA processes: SVAs, IS Rep training, Security Rating evaluation

Key tenants of DCSA's implementation strategy
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Questions?
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