
Know Your CDSE:
Counterintelligence

Ed Kobeski
Counterintelligence Curriculum Manager

UNCLASSIFIED

7/8/2020 UNCLASSIFIED



DEFENSE 
COUNTERINTELLIGENCE 
AND SECURITY AGENCY

• What is “Counterintelligence?”
• Audience for Counterintelligence Training/Awareness 

Products
• Benefits of accessing CDSE’s Counterintelligence 

Products  
• Available CDSE Counterintelligence Products
• Training Needs Analysis
• Contacting and Finding CDSE
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Agenda
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What is Counterintelligence?

• Counterintelligence: Information gathered and activities conducted 
to identify, deceive, exploit, disrupt, or protect against espionage, 
other intelligence activities, sabotage, or assassinations conducted 
for or on behalf of foreign powers, organizations or persons or their 
agents, or international terrorist organizations or activities. 

• Threat:
1. Intent 2. Opportunity 3. Capability

• Value to Adversary
• Known Collection 

Requirements
• Targeting

• Unmitigated FOCI
• Foreign 

Employees/Students
• Mergers & Acquisition, 

Joint Ventures/Divestitures
• Suppliers
• Cyber
• Integrity and Conduct

• Methods of Operation
• Methods of Contact
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OUR LEARNING AUDIENCE

TOTAL 
WORKFORCE

TRAINING

DoD Civilian and 
Military Personnel

Federal Agency Personnel
IC/NT-50

Industry under 
the NISP

Critical 
Infrastructure 

Sectors

PUBLIC OUTREACH
GENERAL PUBLIC

SECURITY 
PROFESSIONALS

AWARENESS
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• Learn to Deter, Detect, and Deny Threat

• Meet DoD and Federal Requirements

• Enable Cleared Industry to Deliver 
Uncompromised

• Protect Privacy and Civil Liberties of the 
Workforce

• Protect National Security

Counterintelligence Training Benefits
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Counterintelligence Training

ILT/VILT

eLearning

Shorts

Job Aids

Webinars

Videos

Learning Games

Case Studies

Toolkits

Posters/Awareness

Conferences/Events

CDSE TRAINING MEDIUMS
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eLearning

Internet-based, self-paced training courses

• CI Foreign Travel Briefing CI022.16 
• Counterintelligence Awareness and Reporting for DoD CI116.16
• Counterintelligence Awareness and Security Brief CI112.16
• Counterintelligence Concerns for National Security Adjudicators CI020.16
• Insider Threat Awareness Course INT101.16
• Integrating CI and Threat Awareness into Your Security Program CI010.16 
• Protecting Assets in the NISP CI117.16 
• Protecting Your Facility's Technology CI141.16 
• Sensitizing Facility Employees to Counterintelligence Concerns CI142.16 
• Suspicious Emails CI021.16
• The Relationship Between Counterintelligence and Security CI140.16 
• Thwarting the Enemy: Providing Counterintelligence & Threat Awareness to the 
Defense Industrial Base CI111.16 

Counterintelligence Courses
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• eLearning: 
Counterintelligence 
Awareness and Reporting 
for DoD CI116.16

• eLearning: 
Counterintelligence 
Awareness and Security 
Brief CI112.16

• Counterintelligence Job 
Aids, Case Studies, 
Webinars, Awareness 
Materials, and Toolkit

Products for Personnel New to Counterintelligence
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Counterintelligence Resources- Toolkits
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Counterintelligence Resources- Case Studies
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Counterintelligence Resources –Job Aids
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Counterintelligence Training- Webinars
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SUPPLY CHAIN:
• Counterintelligence, the Supply Chain, and You
• Supply Chain Resiliency (NCSC 2020)
• Supply Chain Resilience (NCSC 2019)

CI SUPPORT:
• Counterintelligence Support to Personnel 
Security
• Counterintelligence Support to Research, 
Development and Acquisition
• Counter-Proliferation

OTHER SUPPORT:
• Critical Elements of a Suspicious Contact Report
• Critical Technology Protection: Foreign Visits 
and Academic Solicitation
• Cyber Enabled Threats to Cleared Industry
• Venn of Counterespionage 
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Counterintelligence Training- Webinars

• July 23 - 2019 Targeting U.S. Technologies 
Report

• August 6 - Counterintelligence and Insider 
Threat in the Time of COVID-19

• September 24 - Insider Threat Awareness 
Month Counterintelligence Royal Rumble

UPCOMING CI WEBINARS
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Counterintelligence Resources- Posters
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Video Lessons

Counterintelligence Resources-Videos and Shorts
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Security Shorts:
• CI Foreign Travel 
Briefing
• Counterintelligence 
Concerns for National 
Security Adjudicators
• Critical Program 
Information (CPI)
• Suspicious Emails GO
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Counterintelligence Resources- Games
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Counterintelligence Training- Mobile Apps

CDSE INSIDER THREAT SENTRY –
MOBILE APPLICATION FOR ANDROID AND IPHONE

Available in iTunes 
App Store and 
Google Play Today!
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Counterintelligence Resources- Training Needs Analysis
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Training Needs Analysis:
- Stakeholder Analysis

- Interviewing Government
- Polling Cleared Industry

- Policy Review

CDSE CI POC:
- Ed Kobeski
- 410-689-7842
- EMAIL:  

Edwin.f.Kobeski.civ@mail.mil

Supply Chain

Threat Awareness

Counter-Proliferation

Delivering Uncompromised

CI Awareness and 
Reporting

Disinformation and Malign Influence

Foreign Travel
Cyber

Counter 
Terrorism

Espionage

CI Support to Research, 
Development, and 
Acquisitions

FSO Support

Critical Technology Protection
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Where to Find Us…

https://www.cdse.edu/
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Contact Information

Send any Counterintelligence questions to: 
dcsa.cdsetraining@mail.mil

CDSE Email Subscription Service

Go to https://www.cdse.edu/news/index.html to sign up for the 
latest CDSE news, Counterintelligence updates, information, 
or to manage your current subscriptions.

Social Media

• https://twitter.com/TheCDSE
• https://facebook.com/TheCDSE
• https://www.youtube.com/user/dsscdse

Stay Connected With CDSE
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