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Agenda

 What is “Counterintelligence?”

« Audience for Counterintelligence Training/Awareness
Products

» Benefits of accessing CDSE’s Counterintelligence
Products

« Available CDSE Counterintelligence Products
e Training Needs Analysis
e Contacting and Finding CDSE
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What is Counterintelligence?

Counterintelligence: Information gathered and activities conducted
to identify, deceive, exploit, disrupt, or protect against espionage,
other intelligence activities, sabotage, or assassinations conducted
for or on behalf of foreign powers, organizations or persons or their
agents, or international terrorist organizations or activities.

Threat:

1. Intent 2. Opportunity 3. Capability
Value to Adversary ¢ Unmitigated FOCI » Methods of Operation
Known Collection * Foreign  Methods of Contact
Requirements Employees/Students
Targeting * Mergers & Acquisition,

Joint Ventures/Divestitures
e Suppliers
 Cyber

* Integrity and Conduct
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OUR LEARNING AUDIENCE

TOTAL
WORKFORCE

DoD Civilian and
Military Personnel

Federal Agency Personnel
IC/NT-50

Industry under SECURITY
D TRAINING the NISP PROFESSIONALS
Critical
D AWARENESS Infrastructure
Sectors

D PUBLIC OUTREACH
GENERAL PUBLIC
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Counterintelligence Training Benefits

 Learn to Deter, Detect, and Deny Threat
 Meet DoD and Federal Requirements

* Enable Cleared Industry to Deliver
Uncompromised

* Protect Privacy and Civil Liberties of the COUNTERINTELLIGENCE
AWARENESS
Workforce

 Protect National Security
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Counterintelligence Training

CDSE TRAINING MEDIUMS

Counterintelligence Awareness and Reporting for DoD CI116.16

Counterintelligence Awareness and Reporting
- == -
Online Elicitation & DELIVER

- mponents are required by DoD Directive 5240.§
Hecru ltm e“t =4 o] training to all personnel within 30 days of initi U N CO M P Ro M IS E D

CAN YOU RECOGNIZE IT? . months thereafter. When an experienced Cou
is web-based training may be used to meet thj

~e5

0 enable students to:

ign Intelligence Entities
ies use of Cyber Attacks

- ;Drf‘lnsofic:ted requests
. . ~ forinformation should
Deliver Uncompromised: viewed with cau?,-’én.be

Supply Chain Risk Managemg ~ Never discuss classified

- information with anyone
defense industrial base. Today, the defense industrial base is under attack. Ou M’O does not ha'lfe fhﬁ
amounts of critical technology that jeopardize our mission readiness, the safety 3

and the security of our citizenry. Ensuring a more capable, resilient, and inf , pmpef clearance and
capabilities developed and produced by the defense industrial base are need !O k
uncompromised. Effective Supply Chain Risk Management can mitigate thd now.
technology is Delivered Uncompromised.

Our national defense is largely dependent upon technologies and capabilities develg

Next
Question

What is a Supply Chain?

What are the threats to my
supply chain?

How Can Risk Management

Protect my Supply Chain?

DEFENSE
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Counterintelligence Courses

eLearning
Internet-based, self-paced training courses

 Cl Foreign Travel Briefing Cl022.16

» Counterintelligence Awareness and Reporting for DoD CI116.16

» Counterintelligence Awareness and Security Brief CI112.16

» Counterintelligence Concerns for National Security Adjudicators C1020.16
* Insider Threat Awareness Course INT101.16

* Integrating Cl and Threat Awareness into Your Security Program C1010.16
» Protecting Assets in the NISP CI1117.16

» Protecting Your Facility's Technology Cl1141.16

» Sensitizing Facility Employees to Counterintelligence Concerns Cl1142.16
» Suspicious Emails Cl021.16

» The Relationship Between Counterintelligence and Security C1140.16

» Thwarting the Enemy: Providing Counterintelligence & Threat Awareness to the
Defense Industrial Base CI111.16

DEFENSE
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Products for Personnel New to Counterintelligence

e elLearning:
Counterintelligence
Awareness and Reporting
for DoD CI116.16

e elLearning:
Counterintelligence
Awareness and Security cumi
Brief C1112.16 o

Security Awareness Games

e Counterintelligence Job
Aids, Case Studies, s
Webinars, Awareness

Materials, and Toolkit

k+++++++++é
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Counterintelligence Resources- Toolkits

Center for Development
of Security Excellence

I'm interested in... ~ I'm looking for... ~ I'm in need of... ~ STEPP Login

Counterintelligence Awareness Toolkit

Home  Training = Toolkits = Counterintelligence Awareness Toolkit

Do you have a question about how to do something or need more information about a topic? This toolkit will quickly point you to the resources for
Counterintelligence Awareness.

Select a category below to start accessing resources.

Awareness & Training Policy/Legal Reporting Insider Threat
Requirements

e i

Foreign Travel Counterterrorism Supply Chain Risk
& Visits Management

3

Intelligence Deliver

Oversight Uncompromised

DEFENSE
7/8/2020 UNCLASSIFIED COUNTERINTELLIGENCE
AND SECURITY AGENCY



Counterintelligence Resources- Case Studies
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Counterintelligence Case Studies

Home Training

Case Studies

View Case Studies in Other Content Areas ~

These case studies enhance Counterintelligence awareness and are suifable for printing or easy placement in a o

Night Vision Devices
SMarch 2019, 1 page

Kevin Patrick Mallory
= April 2019, 1 page

L 2]
» v
Kun Chun Hannah Robert

& August 2016, 2 page

D
Walter Liew

= October 2015, 1
page

= August 2016, 2 page

‘Wen Chyu Liu
& October 2015, 1
page

Counterintelligence Case Studies

I
|
|
-
-
Radiation Hardened

Integrated Circuits
‘SMay 2018, 1 page

Charles Eccleston
B April 2016, 1 page

Yuan Li
S July 2015, 1 page

Exploitation of
Relationships - Nuclear
SDecember 2017, 1
page

Robert Mo

B April 2016, 1 page

Bryan Underwood
= July 2015, 1 page

Attempted Acquisition
of Technology
‘Stuly 2017, 1 page

Front Companies
= April 2017, 1 page

Q
¥
|
Mostafa Awwad
= January 2016, 1

Christopher Boyce

B January 2016, 1
page page

or o -, emil, or training bulletin.
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Counterintelligence Resources —Job Aids

Deliver Uncompromised:
Supply Chain Risk Management

Our national defense is largely dependent upon technologies and capabilities developed and manufactured by our
defense industrial base. Today, the defense industrial base is under attack. Our adversaries are stealing vast
amounts of critical technology that jeopardize our mission readiness, the safety and security of our warfighters,
and the security of our citizenry. Ensuring a more capable, resilient, and innovative defense requires that
capabilities developed and produced by the defense industrial base are delivered to the warfighter
uncompromised. Effective Supply Chain Risk Management can mitigate these risks and ensure that DoD
technology is Delivered Uncompromised.

What is a Supply Chain?

Cuslomers

What are the threats to my
supply chain?

How Can Risk Management
Protect my Supply Chain?

COUNTERINTELLIGENCE
AWARENES!

COUNTERINTELLIGE!
AWAREMNESS o 3§l

MNCE
ERIES

UNDERSTANDING
ESPIONAGE awo NATIONAL SECURITY CRIMES

ooseuee oo sevsans ]
Sattwas ML Sy Eivctrpeme, et ||I - \

Worusscuag e e o Massioctarey

Lamors. Lasous, Opaves, aedd Svww Fretiatas, Framatiy an Msacrany
EE——— o {
e

Rndwsn, Lawy, Ovca, sred Sawan m«?»::;:'d

EEr—. =

Awrorcaty: Sywevs, Avzan: Sers Wedral bomeson

Morre bptnen. o Gt Muatechrslagy

Space Sywiera, Spoce prbens Sprhetn: Saegy

Muchen. Kuier Erargain Motarh, Sramerh ond gt Sl

Sasngecnl okl ared Bavsasinal Aieetan Spien - e

+ Tracks Socret Thaft

= P » e ot R

fimurant md ki [oRN—— + Which anes sppiy 1o ma?

PR
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Counterintelligence Training- Webinars

SUPPLY CHAIN:

» Counterintelligence, the Supply Chain, and You
» Supply Chain Resiliency (NCSC 2020)

» Supply Chain Resilience (NCSC 2019)

Cl SUPPORT:

» Counterintelligence Support to Personnel
Security

» Counterintelligence Support to Research,
Development and Acquisition

» Counter-Proliferation

OTHER SUPPORT:

* Critical Elements of a Suspicious Contact Report
* Critical Technology Protection: Foreign Visits
and Academic Solicitation

» Cyber Enabled Threats to Cleared Industry

* Venn of Counterespionage

7/8/2020 UNCLASSIFIED

CDSE =5==" CDSE === C!
3 g CDSE S cgez =

Files 092619
Name l Size
enn of Counterespionage har 1 MD = click on the file name
+ Select download files
= new browser will open
= save lo desktop

Agenda

=The Venn of Counterespionage
=C| Definitions

*Insider Threat Definitions

*The Divergence

=The Mergence

=Defense

=Lightning Round!

DEFENSE
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Counterintelligence Training- Webinars

UPCOMING Cl WEBINARS

July 23 - 2019 Targeting U.S. Technologies
Report

August 6 - Counterintelligence and Insider
Threat in the Time of COVID-19

September 24 - Insider Threat Awareness
Month Counterintelligence Royal Rumble

7/8/2020 UNCLASSIFIED

CDSE Webinars

Home | Training | CI

Upcoming Webinars

CDSE Speaker Series

CDSE's Secunity Speaker Series delivers ive inferviews with knowledgeable, respecied leaders in the security
community. Speakers descuss trending topic areas. Conversafion i driven by hot topics, and the audience
may ask guestions. Register now!

Know your CDSE: Counterintelligence
Thursday, July 9, 2020

12:00 p.m. - 12:30 p.m. ET

Join this ive, interactive 30-minute event to leam about COSE's many Counterinteligence (CI)
awareness courses, performance suppor lools, and resources available to enhance your Cl Awareness
Program

Regisier How
2019 Targeting U.5. Technologies Report
Thureday, July 23, 2020
12:00 pm. - 1:00 p.m. ET

Join DCSA and COSE a5 we discuss the latest frends in fareign targefing of U 5. defense technologies
that accurred in 2018

Register Now

Know Your CDSE: Special Access Programs

Thursday, July 30, 2020

1200 pm - 1230 pm ET

Joan this fve 30-minute meractive event fo leam about cur Special Access Programs (SAP] training

Thursday, August 8, 2020

12:00 pm. - 1:00 pm ET

Joan CDSE Insider Threat and C1 a3 we discuss the changing threat and vulnerability environment and
how the countermeasures we use to mitigate nsk akso need to change nght along with them

Regisler How

Know Your CDSE: Certification

Thursday, August 13, 2020

1200 pm. - 1230 pm ET

Join this ive, interactve 30 minute event to leam about cur Security Professional Education
Development (SPED) Certification programs.

DEFENSE
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Counterintelligence Resources- Posters

Online Elicitation & DELIVER KEEP THE TROOPS SAFE!

. UNCOMPROMISED
Recruitment -
? : =
CAN YOU RECOGNIZE IT 5} WJ

The mainstay of intelligence sefvices workiwide i the recrultment of wel-placed
ssets who can privide Insaghtiul imtelgence  Mott sensilive military and crvilian
Jobs are of special interes! to foreign inteligence entities,

s

DELIVER UNCOMPROMISED AND
PROTECT OUR SUPPLY CHAIN FROM ALL THREATS!

IT’S YOUR DUTY TO REPORT IT!

@ CDSE

William D. Stephens

stor, Counterintaiige 84 W warr mare abaut Supply Chain Risk Management at edse.edu

DEFENSE
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Counterintelligence Resources-Videos and Shorts
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Video Lessons

= EYoulube cdse

Deliver Uncompromised: DSS Cl discusses Supply Chain Risk

7/8/2020
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Security Shorts:

* Cl Foreign Travel
Briefing

e Counterintelligence
Concerns for National
Security Adjudicators

e Critical Program
Information (CPI)

e Suspicious Emails GO

DEFENSE
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Counterintelligence Resources- Games

Counterintelligence

Trivia Twirl

_— WhodUnit

clues to see if
you can solve

this security
mc;dent
‘1 Unsolicited requests
: for information should be
poy  Cyber Counterint

viewed with caution.
Never discuss classified
information with anyone
who does not have the
proper clearance and
need to know.

Next
Question

DEFENSE
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Counterintelligence Training- Mobile Apps

CDSE INSIDER THREAT SENTRY —
MOBILE APPLICATION FOR ANDROID AND IPHONE

Available in iTunes
App Store and
Google Play Today!

DEFENSE
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Counterintelligence Resources- Training Needs Analysis

Training Needs Analysis:

- Stakeholder Analysis
- Interviewing Government
- Polling Cleared Industry

- Policy Review

CDSE CI POC:
- Ed Kobeski
- 410-689-7842

- EMAIL:
Edwin.f.Kobeski.civ@mail.mil

7/8/2020 UNCLASSIFIED

Critical Technology Protection

Cyber _
_ Foreign Travel
Supply Chain

Delivering Uncompromised
Counter-Proliferation FSO Support

Cl Awareness and
Reporting

Threat Awareness

Espionage

Disinformation and Malign Influence

Cl Support to Research, _Cl_lountgr
Development, and errorism
Acquisitions

DEFENSE
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Where to Find Us...
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Counterintelligence Awareness and Reporting for DoD Cl116.16

Description: Department of Defense [Do0) Comparents are reculred by 2 240,06 10 p
IR e e o 10 dhays o initial assignment, or Quick Einks
L gt 2

Online Elicitation &
Recruitment .

CAN YOU RECOGMIZE IT?

proper clearance and
need to know,

TS YOUR DUTY TO REPORT M

@ Chs

Deliver Uncompromised:
Supply Chain Risk Management

DELIVER
UNCOMPROMISED

What is a Supgly Chain?
What are the threats to my
supply chain?

How Lan Risk Management
Presteet my Supply Chain?

William D, Sty

7/8/2020

dhenkon s Th e <

Information

https://www.cdse.edu/

Yﬂu Tuhe Center for Development of

Security Excellence

http://www.youtube.com/user/dsscdse http:/icdse.edu

n http:/itinyurl.com/3péghle

D https:/iftwitter.com/TheCDSE

http://tinyurl.com/3p6ghle

938 Elkridge Landing Road
Linthicum, MD 21090
410-865-3113

(=)

https://twitter.com/TheCDSE

DEFENSE
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Stay Connected With CDSE

Contact Information

Send any Counterintelligence questions to:
dcsa.cdsetraining@mail.mil

CDSE Email Subscription Service

Go to https://www.cdse.edu/news/index.html to sign up for the
latest CDSE news, Counterintelligence updates, information,
or to manage your current subscriptions.

Social Media

e https:/Itwitter.com/TheCDSE
e https://facebook.com/TheCDSE
e https://www.youtube.com/user/dsscdse

DEFENSE
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