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Hosts:

• Ed Kobeski, CDSE Counterintelligence (CI)

• Supervisory Special Agent (SSA) Matthew Halvorsen, FBI , Joint Duty 
Assignment to the National Counterintelligence and Security Center 
(NCSC)
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ATTENDEE PARTICIPATION & FEEDBACK

UNCLASSIFIED 34/19/2021



DEFENSE COUNTERINTELLIGENCE 
AND SECURITY AGENCY

UNCLASSIFIED

POST EVENT FEEDBACK

At the end of our event, please take a few minutes to share 

your opinions.

Your feedback helps us 

improve the quality of 

our offerings. 

Responding will only 

take a few minutes. 

Responding is optional.
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Supply Chain & Cyber Directorate

SSA Matthew Halvorsen, FBI
Joint Duty Assignment to NCSC
Strategic Program Manager
Supply Chain & Cyber Directorate
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• NCSC Mission:  Lead and support the U.S. Government’s 
counterintelligence (CI) and security activities critical to protecting our 
nation; provide CI outreach to U.S. private sector entities at risk of 
foreign intelligence penetration; and issue public warnings regarding 
intelligence threats to the U.S.

• Foreign intelligence entities, which may include foreign governments, 
corporations, and their proxies, are actively targeting information, 
assets, and technologies that are vital to both U.S. national security and 
our global competitiveness.

• Increasingly, U.S. companies are in the cross-hairs of these foreign 
intelligence entities, which are breaching private computer networks, 
pilfering American business secrets and innovation, and carrying out 
other illicit activities.

The National Counterintelligence and Security Center (NCSC)
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• Protect the Nation’s Critical Infrastructure 

• Reduce Threats to Key U.S. Supply Chains

• Counter the Exploitation of the U.S. Economy 

• Defend American Democracy against Foreign Influence 

• Counter Foreign Intelligence Cyber and Technical 
Operations 

Strategic Objectives
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• The management of risk to the integrity, trustworthiness, and 
authenticity of products and services.

• Addresses foreign intelligence entities (FIE) activities compromising the 
supply chain, which may include the introduction of counterfeit or 
malicious. 

• Encompasses many disciplines and requires participation from subject 
matter experts.

Supply Chain Risk Management (SCRM)
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What is a key supply chain?  
• A supply chain is an interconnected web of people, processes, 

technology, information, and resources that delivers a product or 
service.

• One of the key supply chains is the information and communications 
technology (ICT) supply chain because it supplies the hardware, 
software, firmware, networks, systems, and services that underpin the 
U.S. Government and the private industry. 

Supply Chain Risk Management (SCRM)
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•Executive Level commitment

•Whole team approach

•Information sharing

•Criticality assessment

•Security as a pillar of supply chain

•Black list/white list

•Business due diligence

SCRM Highlights
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Business Due Diligence

• What is it?
• A process involving a detailed inquiry prior to entering 

into a relationship
• Advantages

• Informed decision/avoid surprises
• Highlight future problems
• Get what you pay for

• Disadvantages
• Can be lengthy and difficult
• Seller may be hesitant to share

• How is it conducted
• Checklist
• Data set (publicly available v. classified)
• Tools
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• To reduce threats to key U.S. 
supply chains, the U.S. 
Government will:

• Enhance capabilities to detect 
and respond to supply chain 
threats

• Advance supply chain integrity 
and security across the federal 
government. 

• Expand outreach on supply 
chain threats, risk 
management, and best 
practices. 

Supply Chain Countermeasures
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NCSC Products
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Questions and Concerns

Questions?

For more information on NCSC and Supply Chain, visit:
www.ncsc.gov

ncsc-supplychain@dni.gov

SSA Matthew Halvorsen, FBI
NCSC/SCD
301.243.0123 (o)
202.439.6351 (m)
Mjhalvorsen@fbi.gov
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VIEW MORE MATERIALS HERE:

https://www.cdse.edu/toolkits/ci/supply.html

eLearn: DOD Supply Chain 

Fundamentals

eLearn: Life Cycle Logistics for the Rest 

of Us

eLearn: Contracting for the Rest of Us

eLearn: Thwarting the Enemy: 

Providing Counterintelligence & Threat 

Awareness to the Defense Industrial 

Base

eLearn: Supply Chain Risk 

Management for Information and 

Communications Technology

eLearn: Introduction to Risk 

Management  

Job Aid: Supply Chain Risk 

Management

Job Aid: Software Supply Chain 

Attacks

Counterintelligence Toolkit: Supply 

Chain Risk Management

Cybersecurity Supply Chain Toolkit

Director of National Intelligence Supply 

Chain Toolkit 

https://www.cdse.edu/toolkits/ci/supply.html
https://www.cdse.edu/catalog/elearning/DAU-CLL037.html
https://www.cdse.edu/catalog/elearning/CLL004.html
https://www.cdse.edu/catalog/elearning/CLC011.html
https://www.cdse.edu/catalog/elearning/CI111.html
https://www.cdse.edu/catalog/elearning/CLE080.html
https://www.cdse.edu/catalog/elearning/GS150.html
https://www.cdse.edu/documents/cdse/deliver-uncom-supply-chain-risk-management-job-aid.pdf
https://www.dni.gov/files/NCSC/documents/supplychain/20190327-Software-Supply-Chain-Attacks02.pdf
https://www.cdse.edu/toolkits/ci/supply.html
https://www.cdse.edu/toolkits/cybersecurity/supply.html
https://www.dni.gov/index.php/ncsc-what-we-do/ncsc-supply-chain-threats
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SUBSCRIPTION SERVICE

Sign up to get the latest CDSE news and 

updates delivered straight to your inbox!

https://www.cdse.edu/news/index.html
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Make sure to check out our social media accounts!

CDSE – Center for 

Development of 

Security 

Excellence

@TheCDSE Center for 

Development of 

Security 

Excellence

Like our page on 

Facebook!

Follow us on 

Twitter!

Subscribe to our 

channel on 

YouTube!

SOCIAL MEDIA
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UPCOMING CDSE WEBINARS

For more information and to register for these webinars, 

visit https://www.cdse.edu/catalog/webinars/index.html

Date Title

June 16 Overview of Continuous Vetting (CV) Methodology

July 29 Organizational Culture and Countering Insider Threats: Best 

Practice Examples from the United States Marine Corps
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CDSE Counterintelligence Awareness

Ed Kobeski

edwin.f.kobeski.civ@mail.mil
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CDSE WANTS TO HEAR FROM YOU!
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