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CDSE INSIDER THREAT DIVISION — The Team
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Division Chief

e Scott Hill |john.s.hill54.civ@mail.mil

Curriculum Manager

e Amber Jackson | amber.d.jacksonl16.civ@mail.mil

Communications & Marketing

e Cashmere He|cashmere.c.he.ctr@mail.mil

Instructional Systems Designer

e Steve Ransdell |stephen.p.ransdell.ctr@mail.mil

Instructors

Tom Gentle | thomas.c.gentle.ctr@mail.mil
Trisha Reyes | trisha.s.reyes.ctr@mail.mil

Karl Zagorin| karl.k.zagorin.ctr@mail.mil
Tamal Bhattacharya | tamal.bhattacharya.ctr@mail.mil

dcsa.ncr.cdse.mbx.cdse-training@mail.mil
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CDSE INSIDER THREAT DIVISION — Our Mission

Date

* Deploying

training to
insider threat
program/hub
pillar personnel
and security
professionals.

Providing
annual
awareness and
vigilance
campaign for
the general
workforce.

* Institutionalizing .

the counter-
insider threat
mission for
future security
leaders.

UNCLASSIFIED

Supporting the
development of
tradecraft for
insider threat
analysts and
operations
personnel.

Supporting the
certification
program
validating
insider threat
professional
achievement of
skills and
competencies.

public forum for
best practices,
research
outcomes,
training, and
awareness
materials.

Awareness

* Providing a
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CDSE INSIDER THREAT DIVISION — Our Audience

TOTAL
WORKFORCE

DOD Civilian and

Military Personnel INSIDER THREAT

PROGRAM and HUB

Federal Agency Personnel PILLAR PERSONNEL

Intelligence Community/
Non Title-50

SECURITY

Industry under the National
PROFESSIONALS

Industrial Security Program

Critical Infrastructure
Sectors

AWARENESS
PROFESSIONALIZATION

(EDUCATION, TRAINING, TRADECRAFT, CERTIFICATION)

TRAINING
PUBLIC OUTREACH
DEFENSE
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CDSE INSIDER THREAT DIVISION - Policy Guidance
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Date UNCLASSIFIED COUNTERINTELLIGENCE

Executive Order 13587, Structural Reforms to Improve the Security of Classified
Networks and the Responsible Sharing and Safeguarding of Classified Information,
October 7, 2011.

Presidential Memorandum, National Insider Threat Policy & Minimum Standards for
Executive Branch Insider Threat Programs, November 11, 2012.

National Insider Threat Task Force Directive 1, Insider Threat Awareness Training,
September 30, 2014.

DoDD 5205.16, The DOD Insider Threat Program, Change 2, September 9, 2017.

32 CFR Part 117, “National Industrial Security Program Operating Manual (NISPOM)”,
February 24, 2021

Industrial Security Letter 2016-02, May 2016.
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CDSE INSIDER THREAT CATALOG

P ro d u Ct S. C D S E :;::-: f-_..rlL;:_“-fl‘-_..‘.tlm

o 2 X Curri CUl 3 I'm interested in... ~ Irnloohngforlmmneedof STEPP Login
* 12 x eLearning Courses tasider Threst

* 19 x Security Training Videos
* 27 x Webinars

11 x Toolkit Tabs e S e e T

Program Management or Operations, we recommend you review the training products in the order listed below to develop a foundation in Insider Threat Program

L]
43 X J O b A I d S Management and Operations concepts and principles. After review of these training products, additional training is available on this webpage to expand your

29 x Posters 2 s n oo et rogam e |

. 61 Case Studies e s e i Boope i it
* 10 x Security Awareness Games

e 4 x Security Shorts

e 1 x Certification Study Tool (CCINT-F and CCINT-A)

1 x App for iPhone and Android (Insider Threat Sentry)

1 x Graduate Level Course

Home Train:ng Insider Threat
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Questions
Training Mailbox:
dcsa.ncr.cdse.mbx.cdse-training@ mail.mil
Host: Trisha Reyes
trisha.s.reyes.ctr@mail.mil
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