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Welcome-Presenter Introductions

e 20+ years of adult education and
information security experience

* Facilitates and instructs in-person
CDSE course modules on
information security

* Maintains and updates CDSE
elLearning courses and websites on
information security

Jovanna Frazier

Information Security
Course Manager and Instructor

Center for Development of
Security Excellence (CDSE)

Defense Counterintelligence
and Security Agency (DCSA)

e 20+ years of DOD, military, and
information security experience
 DOD SME for policies on information
security, security classification guides,
and controlled unclassified information
* Maintains the DOD Controlled
Unclassified Information (CUI)
Program webpage

Peggy Ushman

Information Security Analyst

Office of the Under Secretary
of Defense for Intelligence
and Security (OUSD I&S)
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Agenda

e What is CUI?

* Introduction to the DOD CUI
Program

 DOD CUI policy
e CUI FAQs
 DOD CUI Program website

* Information Security Oversight
Office (ISO0) website

e CDSE CUl-related resources
e Q&A
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Learning Goals

At the end of today’s session, you should be able to:
* Define CUI.

* Determine the purpose of the DOD CUI Program.

* Apply DOD CUI policy guidance in the workplace.

e Articulate the answers to FAQs regarding protecting CUI in the
DOD.

* Navigate to DOD CUI training aids and resources.

G S AL
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Definition of CUI - The Basics

Header

4
CuUl

FOR: See Distribution

FROM: USD(I&S)

SUBIECT: Infc ion Security Considerations during Novel C irus Discase
(COVID-19) Mitigation Telework
The President of the United States declared a National E ing the
Novel Coronavirus Disease (COVlD-l9) outbteak on March 13,2020. One aspect of the
Federal ive Branch’s is 1 k flexibility. The
Dy of Defense is imizi tal-di ing COVID-19 mitigation efforts for
all telework-ready employees.

Whilc the Ds strongly cvery cffort to keep the
DoD population and its family members and loved ones safe lhrough socul-dutancmg
- telework, we must also ensure that
CUI Registry Controlled Unclassified i (cﬁn and Classified National Security Information
(CNSI) is safe ded from g a
combination of physical, cyber, and other security measures.

Quick Reference
While performing COVID-19-related telework, DoD cmployees and contractors
Alphabetical Limitod CUI Registry must make every reasonable effort to protect CUI information from unauthorized
Listof Dissemination Distribution Change disclosure. In accordance with references (a), (c), and (d), CUI requires safeguarding
‘measures identified in Part 2002.14 of Title 32, CFR and, as necessary, in the law,

g;::g;:zz 'i Controls Statoments Requoest Form 3 £ e with wohich it i :
regulation, or government-wide policy with which it is associated.

1. No individual may have access to CUI inft ion unless it is d ined he
or she has an authorized, lawful government purpose.

Organizational Index
click on the index group for a list o!cuogunos 2. CUlinformation may only be shn-cd to conduct official DoD business and
must be sccured from th d access or

Critical
m o s i : mymu“mmmsmwe‘
civil, or criminal pem!u:s. depenﬁmgon the category.

cul gnntm::eg :y: [[:am O;g?TD C]omponeml oy oot
ontrolled by: [Name of Office
i i CUI Category: (List category or categories of CUI)

Designation
NorlhAtInnhc Procuremant and S epril H " H— o
“ Indicator ROC. [Pmeorcrtsdine]
Proprietary 1
Business Statistical o c U I
Information

Footer

Markings for training purposes only

DOD CUI Registry provides an official list of Mandatory markings include “CUI” in the banner
the Indexes and Categories used to identify and footer and the CUI Designation Indicator

the various types of DOD CUI. block.
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CUI Lifecycle

DESTROY cul
" LIFECYCLE
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Poll Question 1
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DOD CUI Program

2, Search DODCUI iQ
DoD CUI PRoGrRAM <

HOME ABOUT US v POLICY TRANING CMMC v WHAT'S NEW FREQUENTLY ASKED QUESTIONS CUN REGISTRY CHANGE LOG CUI REGISTRY NEW

COMPONENT POINTS OF CONTACT

HOME > ABOUTUS > ABOUT US

OUSD(I&S) Information Security
(INFOSEC) Office

The OUSD(I&S) INFOSEC Office:

- Provides policy guidance for the identification and protection of classified national security information (CNSI) and
controlled unclassified information (CUI) in accordance with national-level policy issuances.

. Promotes information sharing.

- Simplifies management through implementation of uniform and standardized processes.

. Employs, maintains, and enforces standards for safeguarding, storing, destroying, transmitting, transporting, and
declassifying/decontrolling CNSI and CUL

. Actively promotes and implements security education and training throughout the Department of Defense.

- Mitigates the adverse effects of unauthorized access to CNSI and CUI by investigating and acting upon reports of
security violations and compromises of CNSI and CUI.

Link Disclaimer DoD Careers STAY CONNECTED

FOIA USA Jobs
USA.gov Privacy & Security
No FEAR Act ‘Web Policy e
DoD Inspector General Accessibility/Section 508
EEO
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DOD CUI Policy

DoD INSTRUCTION 5200.48
CONTROLLED UNCLASSIFIED INFORMATION (CUI)

Originating Component:  OfY¥ice of the Under Scerctary of Defense for Intelligence and Sceurity

Effective: March 6, 2020

Releasability: Clcared for public relcase. Available on the Dircctives Division Website
at https:Swaww.esd. whs.mil'DD/,

Cancels: DoD Manual S2(60.01, Volume 4, *Dol) lnlormation Security Program:
Controlled Unclassificd Information,” February 24, 2012, as amended

Approved by: Joseph 1. Kernan, Under Secretary of Defense for [ntelligence and
Security (USD(1&S))

Purpose: In accordance with the authority in Do) Directive (1Do1D1)) S143.01 and the December 22,
2010 Deputy Secretary of Defense Memorandum, this issuance:

s Establishes policy, assigns responsibilitics, and prescribes procedures for CUI throughout the DoD
in accordance with Exccutive Oeder (E.0.) 13356: Part 2002 of Title 32. Code of Federal Reaulations
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DOD CUI FAQs

What are frequently asked questions about DOD CUI?

* Are all legacy-marked FOUO
documents now CUI?

* | have a document that contains PII.
Do | have to mark it as CUI?

e Can we share CUIl with Congress?
Foreign allies and partners?
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DOD CUI Program Website-Home

Search DODCUI Q

V:i DoD CUI PRoGrRAM

HOME ABOUT US v POLICY TRAINING CMMC v WHAT'S NEW FREQUENTLY ASKED QUESTIONS CUI REGISTRY CHANGE LOG CUI REGISTRY NEW

COMPONENT POINTS OF CONTACT

Controlled Unclassified Information

What is Controlled Unclassified Information (CUIl)?

Ul Registry
CUI is Government-created or owned UNCLASSIFIED information that allows for, or requires,
Policies and Forms safeguarding and dissemination controls in accordance with laws, regulations, or Government-wide
policies. It is sensitive information that does not meet the criteria for classification but must still be
Training Resources protected.

What's New Why is CUI important?

CUI policy provides a uniform marking system across the Federal Government that replaces a
variety of agency-specific markings, such as FOUOQ, LES, SBU, etc.

Contact Us CUI markings alert recipients that special handling may be required to comply with law, regulation, o
Govemment-wide policy.

Component POCs

The DoD CUI Registry will give you information on every category to include a description of the
category, required markings, authorities and DoD policies, and examples.

Not every category or authority listed in the Registry will be applicable to DoD.

https://www.dodcui.mil/

DEFENSE
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DOD CUI Program Website-FAQ Page

Search DODCUI Q

DoD CUI PROGRAM

HOME ABOUT US v POLICY TRAINING CMMC v WHAT'S NEW FREQUENTLY ASKED QUESTIONS CUI REGISTRY CHANGE LOG CUI REGISTRY NEW

COMPONENT POINTS OF CONTACT

HOME > FREQUENTLY ASKED QUESTIONS

Frequently Asked Questions

CUI Cover Sheets
Distribution Statements
FOUO

Information Sharing
Privacy/PIl

Telework

Training Certificates

https://www.dodcui.mil/Frequently-Asked-Questions/

DEFENSE
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DOD CUI Program Website - FAQs: Pll and CUI

el

Is my CAC CUI because it contains the DoD ID number (EDIPI)?

No, your CAC is not CUl; however, it is a controlled item.

Is my digital signature CUI because it contains my name and EDIPI?

No, your digital signature is not CUL

I have a document that contains Pil. Do I have to mark it as CUI?

Not necessarily. It depends on what Pll is on the document. The document becomes CUI when individual pieces of Pl are combined which can then
be used collaboratively to identify a specific individual. Examples of Pll include:

Full SSN or truncated SSN (such as last four digits)
= Date of birth (month, day, and year)

» Passport number

= Driver's license number

- Patient identification number

» Financial account or credit care number

» Personal address

- Biometric records

- Citizenship or immigration status

- Ethnic or religious affiliation

= Sexual orientation

= Criminal history

= Medical information

= System authentication information such as mother's maiden name, account passwords, or personal identification numbers

https://www.dodcui.mil/Frequently-Asked-Questions/#Privacy/Pll

DEFENSE
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DOD CUI Program Website-FAQs: Information Sharing

Information Sharing

Can we share CUI with Congress?
Yes. Itis DoD policy to provide Congress with all the information it needs to conduct effective

oversight. Any Member of Congress and their personal or professional staff are authorized to
receive and share CUI from DoD.

Can | share CUI with foreign allies and partners?
Yes, you may share CUI with our foreign allies and partners unless sharing with that country is
specifically restricted. However, DoD Components and sub-Components still have the latitude

to restrict sharing in accordance with their specific policies.

https://www.dodcui.mil/Frequently-Asked-Questions/#Information%20Sharing
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DOD CUI Program Website-Policy

Search DODCUI Q

DoD CUI PrRoGraM

POLICY TRAINING CMMC v WHAT'S NEW FREQUENTLY ASKED QUESTIONS CUI REGISTRY CHANGE LOG CUl REGISTRY NEW

COMPONENT POINTS OF CONTACT

HOME > POLICY

Executive Order 13556

Controlled Unclassified Information

This order establishes an open and uniform program for managing information thal requires safeguarding or dissemination controls
p t fo and istent with law. regulations, and Government-wide policies, luding inf tion that is classified under
Executive Order 13526 of December 29, 2009, or the Atomic Energy Act, as amended.

32 Code of Federal Regulations, Part 2002 CUl Policy M 3
Controlled Unclassified Information Qicycmolaiaes
The implemenling directive describes the executive branch’s Confrolled Unclassified Information (CUI) Program (the CUI

Program) and establishes policy for designaling, handling, and decontrolling information that qualifies as CUL.

Authorized Telework Capabilities,

20200413
DoD Instruction 5200.48
Controlled Unclassified Information (CUI) Clarification to Controlled
Establishes policy, assigns responsibilities, and p ibes procedures for CUI throughout the DoD in accordance with Executive Unclassified Information Policy

Order (E.O.) 13556: Part 2002 of Title 32, Code of Federal Requlations (CFR): and Defense Federal Acquisition Regulation

: Regarding Disclosures to
Supplemenl (DFARS) Seclions 252.204-7008 and 252.204-7012.

Members of Foreign
Governments, 20211129

Related Policies o ,
Clarifying Guidance for Marking

and Handling CTI, 20210321

DoD Instruction 5230.24
Distribution Statements on DoD Technical Information Use of Non-Govemnment Owned
Establishes a standard framework and markings for m ging, sharing, safeg ing, and disltributing technical information in Mobi "

obile Devices, 20220810
accordance with national and operalional secunty, privacy, r manag t, intellectual properly, Federal procurement, and evices, 2022

expori-conlrol policies, regulations, and laws.

Clarifying Guidance for CUI

Training Requirements, 20230630
NIST Publications , _ )
Revised Policy on Sharing CUI

with Foreign Entities, 20240131
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DOD CUI Program Website-DOD CUI Registry

DoD CUI ProGraAM

HOME ABOUT US v POLICY TRAINING CMMC v WHAT'S NEW

Search DODCUI Q

COMPONENT POINTS OF CONTACT

‘{J DoD CUI PROGRAM

HOME > CUI CATEGORIES AND ABEREVIATIONS

HOME ABOUTUS ¥ POLICY TRAINING CMMC v WHAT'S NEW FREQUENTLY ASKED QUESTIONS CUI REGISTRY CHANGE LOG CUI REGISTRY NEW

CUI Categories and Abbreviatic

Download CUI Categories and Abbreviations

COMPONENT POINTS OF CONTACT

HOME > CUI REGISTRY NEW

‘CUI Categories and Abbrevialions

Abbreviation [Category C U I Re g iSt l"y

ADJ [Status Adjustment

ADPO \Administralive Proceedings .

AV Accident Investigation Quick Reference

APP Patent Applications

MRCHR IArchaeological Resources

ASYL Asylee Alphabetical Limited CUI Registry
BARG [Collective Bargaining Listof e, 8 Distribution e
BATT [Batlered Spouse or Child Categories & Controls Statements Re uestgForm
BUDG Budget Abbreviations q

CEIl (Critical Energy Infrastructure Information

CENS U.S. Census

CHLD IChild Pornography

CHRI ICriminal History Records Information O[ganizationa| Index

CMPRS ICommitted Person

COMPT Complroller General click on the index group for a list of categories

Critical o T Immigrati

International Natural and

Intelligence Agreements Law Enforcement Cultural Resources

North Atlantic Nucle Pate A Procurement and
Treaty Organization Privacy Acquisition

ar nt

Proprietary
Business Statistical Transportation
Information
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DOD CUI Program Website-DOD CUI Registry: Category

HOME > PRIVACY > GENERAL PRIVACY
. Back to Main Page
General Privacy _
Category Abbreviation: CULRegistry
PRVCY
Links to Privacy Categories
Category Description: Contract Use
Refers to personal information, or, in some cases, "personally identifiable information,” as defined in OMB M- geatl'aarlacfords .
17-12, or "means of identification” as defined in 18 USC 1028(d)(7). pl i O
Health Information
Required Warning Statement: Inspector General Protected
2 - Military Personnel Records
May require a Privacy Act Statement P Gis il Rassis
Required Dissemination Control: Student Records
Examples Authorities Applicable DoD Policies
- Records retrieved from a Government 5 CFR 297.401 DoDI 5400.11
system 5 USC 552a(b)
= Examples of PII: OMB M-17-12
« Social security number
- Driver's license or state identification
number
« Alien Registration Number
- Financial account number
. Biometric identifiers (fingerprint,
voiceprint, iris scan)
- Date of birth
« Full name
- Citizenship or immigration status
. Ethnic or religious affiliation
= Criminal history
« System authentication information
{passwords, PINs)
DEFENSE
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DOD CUI Program Website-DOD Procurement Toolbox

opportunity fo create and print a certificate. if you take the W

training through a feaming management syzsfem. you shouid CUI Training Tools

recei icate. If you b problems with gettin : ;
EEIMTIE N (RPN RO, Appropriate Use of Controlled Unclassified
certificate, please fak to your training manager. There iz no

certificate if you fake the training through the Security Awareness 5 DoD Procurement Toolbox Information in DoD

Hub.
The Procurement toolbox is a collection
CUI Shorts % of tools and services to help you and
your organization manage, enable, and
share procurement information across
Workplace Reference the Department of Defense.
CUI Life Cycle Snort 1 .
Create/identity and Designate CUI Toolbox FAQs Policy

Department of Defense Home FAQs Calendar Contact Us

Procurement Toolbox

Government Furnished Property ~ ‘ PIEE ~ | eBusiness ¥ | Purchase Card ~ | Cybersecurity ~ | Procure to Pay (P2P) | Contract Closeout ¥ | SAM.gov ~

/7 About Cybersecurity in DoD Acquisition Regulations
x Department of Defense " d o .
Policy/Regulations

FAQs
Other Resources

Procurement Toolbox

A collection of tools and services to help you and your organization manage, enable, and share procurement information across the Department of Defense.

Latest News 12 Events ) Upcoming Events
Quarterly News Bytes - FY24 Q3 GFP Basics JUIy 2024
Jul 1, 2024 Jul 16,1-2 PMEST
DEFENSE
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DOD CUI Program Website-Training

Training page links
to training and
aids developed
and maintained

by:

e DOD CUl
Program staff

* Information
Security
Oversight Office
(1SO0)

* CDSE

August 1, 2024

DoD CUI ProGrAM

POLICY TRAINING

COMPONENT POINT S OF CONTACT

HOME > TRAINING

CHMMC v

WHAT'S NEW FREQUENTLY ASKED QUESTIONS

Search DODCUI Q

CUI REGISTRY CHANGE LOG CUN REGISTRY NEW

Excellence (CDSE)
CUI Mandatory Training Course *
CDSE Home Page
CDSE Security Awareness Hub

CDSE Information Security Page

CDSE CUI Toolkit

* The CUi Mandatory Training Course is the official initial CUI
training course and also meets the annual refresher training
requirement.

Certificates: There ia a fest at the end of the CDSE mandatory
training course. When you finich the test, you have the
opportunity fo create and print a certificate. if you take the
training through a feaming management sysfem. you shouid
receive a cerhficale. i you have any problems vath getting &
certificate, please falk to your training manager. There iz no
certificate if you fakea the fraining through the Securily Awareness

Hub.

Workplace Reference

CUI Shorts

CUI Life Cycle Snon »1;
Create¢entity and Designate CUI

Information Security Oversight Office (ISO0)

. CONTROLLED

UNCLASSIFIED
INFORMATION

CUI Blog

CUI Briefing

CUI History

CUI Policy and Guidance

CUI Registry

CUI Training Tools

DoD Procurement Toolbox

The Procurement toolbox is a collection
of tools and services to help you and
your organization manage, enable, and
share procurement information across
the Department of Defense.

Toolbox FAQs Policy

DoD Training Aids

CUl Awareness and Marking Briefing
CUI Marking Aid
CUI Quick Reference Guide

Trigraph Country Codes

DoD Infographics

CUI Basics for Congress
CUI Basics for Congress FAQs
CUI Basics for DoD Personnel

DoD Presentations

|

Appropriate Use of Controlled Unclassified
Information in DoD

UNCLASSIFIED
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Links to training and aids developed and maintained by DOD CUI Program staff

CUI Marking Aid

The appearance of external hyperiinks does not CLEARED
constitute endorsement by the United States Department

of Defense (DoD) of the linked websites, of the information, For Open Publication
products or services cortained therein. The Dol does ‘

ot exercise any editorial, security. or other control
over the information you may find at Ihese keations. Nov 04, 2020

Department of Defense
(OFFICE OF PREPUBLICATION AND SECURITY REVIEW

Controlled Unclassified Information
Markings

Updated Morch 17, 2022

October 23, 2020

https://www.dodcui.mi

Markings are for training purposes only

August 1, 2024

Markings are for training purposes only

CUI Designation Indicator

The CUI designation indicatar must be readily apparent and shall appear only on the first page ar cover. Itis placed at

1 right side of ining CU, including dassified

The CUI designation indicator is comparable ta the classification authority block used for dassified documents.
Hawever, it is nat camied aver from a source document to a newly created document. The CUI designation indicator
ill be individualized for ining CUL

Controlled by: insert the nome of if ified i
Controlled by: insert the nome of the offic i g the CUI
CUI Category: identify olf types of CUf contained in the document
istril fLimi Cantrol: insert i s it (1
POC: include the nome and phone number or office mailbox for the originating Dol ized CUI holder

Controlled by: OUSD{I&S)

Controlled by: CL&S INFOSEC

CUI Categoryf(ies): NNPI

Limited Dissemination Control: NOFORN
POC: John Brown, 703-555-0123

Controlled by: OUSD{I&S)

Controlled by: CL&S INFOSEC

CUI Categorylies): PRVCY, OPSEC
Limited Dissemination Control: FEDCON
POC: John Brown, 703-555-0123

Contraolled by: OUSD{I&S)
Contralled by: CL&S INFOSEC
CUI Category(ies): PRVCY, OPSEC
Distribution Statement: C

POC: John Brown, 703-555-0123

Note: The distribution statement will be
spelied out in full on the first page of the
document as well os being annctated in
the designotion indicotor block.

Reference: DaDI5200.48, Controlled Unclassified Informatian (CUI), para. 3.4(f)

UNCLASSIFIED
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DoD Training Aids

CUIl Awareness and Marking Briefing
CUI Marking Aid
CUI Quick Reference Guide

Trigraph Country Codes

DoD Infographics

CUI Basics for Congress

CUI Basics for Congress FAQs

CUI Basics for DoD Personnel

DoD Presentations

Appropriate Use of Controlled Unclassified
Information in DoD
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DOD CUI Program Website-Training: ISOO
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Links to ISOO policy, training,
aids, and references

CUI Notices and Executive Agent Guidance

Date Number Title ‘
09/07/2022 CUI Notice 202201 ' Executive Agent Guidance Regarding White House National Security Council (NSC) Memorandum,
“Initiating a Process to Review Information Management and Classification Policies,” June 2,
2022[8 .

10/05/2020 ‘ CUI Notice 2020-07 .Eg Alternate Designation Indicators (ADI) with CUI 1] ‘
1> 10/05/2020 . CUI Notice 202006 Eted Marking Waiver Best Practices to Alert Users of (5 ‘
08/25/2020 . CUI Notice 2020-05 » Using Exigent Circumstances Waivers [9 ‘
} 706/16/2020 . CUI}J;tice 20;0-04 As;essmg Secu;at;equs;en;n;lor CUlin No; Fede:al Info;u;w S@s B ‘

06/03/2020 CUI Notice 2020-03 CUI Non-Disclosure Agreement Template Memo[9)
‘ CUI Notice 2020-03a CUI Non-Disclosure Agreement Template (Attachment)
. CUI Notice 2020-02 ' Alternate Marking Methods [ ‘

06/03{2020

CUI Notices and Executive Agent Guidance

https://www.archives.gov/cui

August 1, 2024

UNCLASSIFIED

Information Security Oversight Office (1SO0)

l CONTROLLED

UNCLASSIFIED
[NFORMATION
CUI Blog
CUI Briefing
CUI History

CUI Policy and Guidance
CUI Registry

CUI Training Tools

DEFENSE
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Poll Question 2
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DOD CUI Program Website-Training: CDSE

Types of CDSE CUI-

re I ate d ed u Cat | on , CENTER FOR DEVELOPMENT OF SECURITY EXCELLENCE CUI Mandatory Training Course *

DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

t ra I n I n g a n d I'm interested in... v I'm looking for... v I'min need of.. ¥ CDSE Home Page
a Wa re n es S HOME > TRAINING > INFORMATION SECURITY CDSE Security Awareness Hub

p rO d u Cts . Information Security — -‘I CDSE Information Security Page

The Information Security (INFOSEC) Program establishes policie t :
that, if disclosed, could cause damage to national security. If yo CDSE CUI Toolkit

L]
o e Le a r n I n g foundation in INFOSEC concepts and principles. After review of

and skills,

* The CUI Mandarory Training Courss (s the ofMicial infgal CUI

1. Introduction to Information Security IF011.16 - walning courss and aiso meass the annual refresher maning
CO u rS e S 2. Marking National Security Information (Job Aid) & CU! Life Cyhe SHon Al requirement.
3. Classified Storage Requirements Short Create)dens ty and Cosipnata CUI
4. Unauthorized Disclosure (UD) of Classified Information and d )
. Ceruficares: Thera is  les! sl ne end of the CDSE mancaioy
® J O b a | d S traning course. Wnan you fnish e fest yOU Aave e
D : OpOsrUALY 10 Craats 310 D! 5 Carncate. I you faks e
S = training Mvough 3 BEming MENSQEMEnt SYSIEm. YOU SA0LD
Y S e C u r i t S h O rt S CUILte Cyce o2 PECENS 2 CEMACEIE. I JOU N3Ve 2Ny DIODEmS Wit Qelting 2
y AR OUR Sabcuardog Pt | - Madcnd Ol cenmcate, please 'k 0 your training manager. Thsreisno

OR-1ED COUR cenmcate If you r2is e fraing througn the Securly AvErEnsss
. .
* Toolkits DT
. OR (;:L:feﬁv:lep&ho;l;%

° uarding Part haring

* Webinars S
RTUA R OR-LED COUR CUl L% Cycha Short ad
Desroyrg ond Cecontrolng CUI
DEFENSE
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CDSE CUI Resources- eLearning

CDSE CUl-related eLearning courses:

* “DOD Mandatory Controlled Unclassified
Information (CUI)”

The official, mandatory DOD CUI
training course addressing the 11 CUI HELPFUL

training requirements IAW DODI RESOURCES
5200.48 and 32 CFR Part 2002

e “Unauthorized Disclosure of Classified
Information and Controlled Unclassified
Information”

DEFENSE
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CDSE CUI Resources-Accessing E-Learning

Three ways to access “DOD Mandatory
Controlled Unclassified Information (CUI)”,

depending on component or agency
requirements or capabilities:

erinty
nce, Defense Coun
cellents.

Security
Awareness Hub

\_

J

. 'ng
1 CU\‘}Tra‘n\ - access
\m‘ormat\on( gt D0 gé ;o he;:—::\horma‘;“ onthe
o ory ralNT\. ecoulse rovl i ding ) o
This CO"‘rZ u:‘g\assiﬁetd "nform?“o:; n g, mar i g:::\_‘isfror '\dent'l.fv‘:ngei‘:
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CDSE CUI Resources-Job Aid

How to Respond to an Unauthorized
Disclosure (UD) of Classified and

Controlled Unclassified Information (CUI)

Center for Development
of Security Excellence
: All the i ion in this ds t is derived from references but not verbatim from policy. Please also
refe to your comp spemfl: id. For incidents occurring at contractor locations, please follow guidance in
lheJZCFRP rt 117, National Industrial Security Program Operating Manual (NISPOM) and the DCSA Security
Incident Job Aid.

Reference: DODM 5200.01 Vol. 3: Protection of Classified Information

Person(s) Responsible

Individual Who Discovered the Unauthorized Disclosure (UD)

Steps Action

Take custody of and safeguard the material if possible and immediately notify the appropriate security authorities (i.e., keep the material in your
direct possession until it can be secured in a General Services Administration (GSA) approved security container, or you can surrender control of the
Safeguard material to the owner or your local security official).

lmm If clossified information appears in the public medio, including on public internet sites, or if a rep ive of the media you,
e refer to DODM 5200.01 Vol, 3; do not respond to the informotion if it is on social media, and do not print it if it is from a digitol media outlet.)

All personnel should report the incident to the DOD Activity Security Manager.
» [f the Activity Security Manager is believed to be involved, report to security authorities at the next higher level.

| nupon

CDSE CUI-related Job Aid:

“How to Respond to Unauthorized
Disclosure (UD) of Classified and

Controlled Unclassified Information (CUI)

Explains guidance regarding UD from
DOD Manual 5200.01 Volume 3 and
DODI 5200.48

https://www.cdse.edu/Portals/124/Documents/jobaids/information/Reporting-UD-Job-Aid.pdf

August 1, 2024
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CDSE CUI Resources-Security Shorts

CUI Life Cycle Short #1:

Welcome to the CUI Life Cycle Short #1: Create/ldentify and Designate CUI . .
d d ? Create/ldentify & Designate CUI

CUI Life Cycle Short #2:
Safeguarding Part 1 — Marking

J
~N

LIFE CYCLE

[ e

CUI Life Cycle Short #3:

Safeguarding Part 2 & Sharing
y,
N

CUI Life Cycle Short #4:
Destroying and Decontrolling

J
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CDSE CUI Resources-Webinar

CDSE webinars:
 Live web-based events

* Archived for future
viewing at:
https://www.cdse.edu/Training/

Webinars-and-
Conferences/Webinar-Archive/

August 1, 2024

CENTER FOR DEVELOPMENT OF SECURITY EXCELLENCE

DEFENSE COUNTERINTELLIGENCE AND SECURITY AGENCY

I'minterested in..¥  I'mlooking for.. ¥ I'minneedof... v

Upcoming Webinars

The Weaponization of Artificial Intelligence

July 18, 2024

1:00 pm to 2:30 pm ET

Register for The Weaponization of Artificial Intelligence

Security Rating Score Criteria Requirements

July 30, 2024

1:00 pm to 2:30 pm ET

Register for The Security Rating Score Criteria Requirements

Kicking Off a CUI Awareness Campaign

August 1, 2024

12:00 pm to 1:00 pm ET

Register for Kicking Off a CUl Awareness Campaign

Security Rating Score Tool and Resources

August 29, 2024

1:00 pm to 2:30 pm ET

Register for Security Rating Score Tool and Resources

Security Professional Trusted Workforce 2,0 Gap Training

September 17, 2024

1:00 pm to 2:30 pm ET

Register for Security Professional Trusted Workforce 2.0 Gap Training

STEPP Login

Access Webinar Archive

Access Conference Archive

What are CDSE webinars?

A series of live web events to address topics and issues of
interest to defense security professionals.

Who can attend CDSE webinars?

Most CDSE webinars are open to anyone with an interest in
DOD-related security issues and concerns.

Sign up for the webinar you are interested in to receive an
invite with access information.

How do I access CDSE webinars?

CDSE webinars are hosted on cdse.acms.com and can be
accessed from any computer with an Internet connection
and the Adobe Connect App. For detailed access
information, see CDSE Webinars on cdse.acms.com.
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Conclusion

Now you should be able to:

* Define CUI.

e Determine the purpose of the DOD CUIl Program.
* Apply DOD CUI policy guidance in the workplace.

e Articulate the answers to FAQs regarding protecting CUI in the
DOD.

* Navigate to DOD CUI training aids and resources.
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Questions?

DEFENSE
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AND SECURITY AGENCY
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