Job Aid: Security Configuration Assessment of Information Systems (IS)

Using this job aid

This job aid provides an overview of the process for assessing the technical security controls and system configuration of contractor
information systems (IS) using the Defense Information System Agency (DISA) vulnerability scanning protocols in accordance with
the National Industrial Security Program (NISP).

The steps the Information System Security Professional (ISSP), Information System Security Officer (ISSO), or Information System
Security Manager (ISSM), if applicable, must follow are:
1. Gather Documentation
2. Install tools and scan system
0 Security Content Automation Protocol (SCAP)
0 Security Technical Implementation Guide (STIG) Viewer
3. Conduct assessment of vulnerabilities
o IF:
= |SSO or ISSM: Fix vulnerabilities
= |SSP: Annotate findings
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Job Aid: Security Configuration Assessment of Information Systems (IS)

Gather system documentation

This section provides a list of the types of documentation the ISSM/ISSO/ISSP must review to facilitate the assessment.
This list is not exhaustive, and not all documents listed may apply to the assessment.

Refer to the Office of the Authorizing Official for more information; see the Technical Assessment Guide specific to the
operating system in use.

o Master System Security Plan (MSSP) or System Security Plan (SSP)

e Authorization Letter, if performing a Security Vulnerability Assessment (SVA)

e Information System Profile (IS Profile)

e Hardware and Software Baselines

e Authorized Users List and Signed User Briefings

e Trusted Download Procedures, Briefings, Logs

e System Diagram and/or Network Topology, if applicable

o DD Form 254, Department of Defense Contract Security Classification Specification
e DSS Form 147, Record of Controlled Area

e Memorandum of Understanding (MOU) / Industrial Security Agreement (ISA), if applicable
e Manual Audit Log

¢ Removable Media Creation Log

¢ Maintenance Logs

e Sanitization Procedures, if applicable

e Audit Variance / Hibernation Procedures, if applicable

e Threat Data (to determine current threat picture)
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Job Aid: Security Configuration Assessment of Information Systems (IS)

Install tools and scan system

This section provides a brief description of the tools that must be downloaded to scan information systems for
vulnerabilities.

Select the paperclip to open example screens showing how to use SCAP tool to scan. @

Security Content Automation Protocol An automated vulnerability scanning tool that leverages the DISA STIGs and OS specific
(SCAP) Compliance Checker baselines to analyze and report on the security configuration of an information system

Can be obtained in two ways, depending upon the possession of a DoD PKI token:
e PKI Enabled: http://iase.disa.mil/stigs/scap/Pages/index.asp
e Non-PKI Enabled: http://MAX.gov

PDF file containing installation instructions is included within the ZIP file for each
Operating System version of the SCAP Compliance Checker

DISA Security Technical A Java-based application used in conjunction with the SCAP Compliance Checker scans
Implementation Guidelines (STIG) results in order to view the compliance status of the system’s security settings.
Viewer

¢ Unclassified and non-PKI controlled

e Access and download at: http://iase.disa.mil/stigs/Pages/stig-viewing-
guidance.aspx

Requires no installation and runs as a JAVA applet

Operating System (OS) Baselines The STIG Viewer leverages operating system baselines to generate checklists used for
vulnerability assessments.

e Version specific; non-PKI controlled

e Access and download at: http://iase.disa.mil/stigs/os/Pages/index.aspx

Scan System See the Technical Assessment Guide specific to the operating system in use.
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Open the SCAP Compliance Checker

Programs (1) the "Windows" Key and

| Q. SCAP Compliance Checker (SCC) .01
Files (67)

. SCAPSTIG

Al U_Windows_7_V1R27 STIG_SCAP_1-1 Benchmark
) scap

JJ U_RedHat_6_V1R10_STIG_SCAP_1-1_Benchmark
._L‘ U_Windows_10_VIR1_STIG_SCAP_1-1_Benchmark
;_i‘ U_Solaris_10_SPARC_V1R13_STIG_SCAP_1-1_Benchmark

[ unclassified_scap_implementation_guidance

|} unclassified_scap_implementation_guidance.pdf

|1 U_Windows_7_VLR27_STIG_SCAP_1-1_Benchmark

£ WIN-MB67SNQGQQT_SCC-4.01_2016-05-03_173405_Nen-Com...
|| 2016-05-03_173405

£ WIN-MB67SNQGQQT_SCC-4.0.1_2016-05-03_173405_All-Settin. .
] WIN-MB67SNQGQQT_SCC-4.0.1_2016-05-03_173405_XCCDF-R...

7 See more results

[scap x| | Shutdown | » |

L _C

P
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B

File [Edit] Results Help
see T,

Go to Edit -> Content Perform Analysis
v SCAP Analysis VIN- and Options to select
VAL ftes, the appropriate Cancel Analysis
B DOR Al baseline for the @
() Cisce 105 Config File: system to be scanned. @

Analysis Output |Warnings | Errers

< +

[©] scap content Enablec 1 | [£3] OVAL Content Enabled: 0[] 0L Content Enabled:






SCAP Content | QVAL Content | OCIL Content | Qutput Options | Other Options | ssH Options| Deviations | Thresholds

[Instell SCAP Content| [Configure Patch Updates|

SCAP Content - 1 of 52 streams enabled

Analysis G

SCAP Content

O U_Microsoft_Office_Publisher_2010_V1R1_STIG_SCAP_1-1_Benchmark

O U_Microsoft_Office_Publisher 2013 VIR2 STIG_SCAP:

O U_Windows_2003 DC_V6R40_STIG_SCAP 1-1 Benchmark

O u_Windows_2003_MS_V6R40_STIG_SCAP_1-1_Benchmark
O uU_Windows_2008 DC_VR32_STIG_SCAP_1-1_Benchmark

O u_Windows_2008_MS_V6R32_STIG_SCAP_1-1_Benchmark
O U_Windows_2008 R2_DC_VIRI&_STIG_SCAP_1-1_Benchmark
[ u_Windows_2008 R2_MS_VIR18 STIG_SCAP_1-1 Benchmark
O u_Windows_7_V1R26_STIG_SCAP_1-1_Benchmark
U_Windows_7_V1R27_STIG_SCAP_1-1 Benchmark

O u_Windows_&_and_8-1_V1R11_STIG_SCAP_1-1_Benchmark
[ U_Windows_Firewall_V1R3_STIG_SCAP 1-1 Benchmark

O U_Windows_Vista_V6R40_STIG_SCAP_1-1_Benchmark

_Benchmark

O U_Microsoft_Office_Sharepointdesigner_2013_V1R1_STIG_SCAP_1-1_Benchmar
O U_Microsoft Office System 2010 V1R2 STIG_SCAP_1-1_Benchmark

O U_Microsoft_Office_System_2013_VIR2_STIG_SCAP_1-1_Benchmark

[ U_Microsoft_Office Visio_2013_V1R1_STIG_SCAP_1-1_Benchmark

O U_Microsoft_Office Word_2010_VIR1_STIG_SCAP 1-1 Benchmark

[ U_Microsoft_Office_Word_2013_V1R1_STIG_SCAP_1-1_Benchmark

O U_Windows2012_and_2012_R2 DC_V2R2_STIG_SCAP_1-1 Benchmark

O U_Windows2012_and_2012_R2_MS_V2R2_STIG_SCAP_1-1_Benchmark

SCAP Version Profile Date
10 MAC-1_Classified 2015-04-16
10 MAC-1_Classified 2015-07-24
10 MAC-1_Classified 2015-04-13
10 MAC-1_Classified 2015-04-16
10 MAC-1 Classified 2015-07-24
10 This is the baseline we 2015-04-13
10 have selected; 2015-04-16
10 Windows 7, MAC-3 2015-04-13
19 Classified. The e 0
10 Jassification setting D02
10 2015-06-23
1p€aN be changed by T
1 clicking on the value, 2015-06-24

o indicated by the blue 2015-06-25
10 arrow. 2015-06-25
10 MAC-1_Classified 2015-06-25
10 MAC-1_Classified 2015-06-24

MAC-3_Classified
10 MAC-1_Classified 2015-06-24
10 MAC-1_Classified 2015-06-26
10 MAC-1_Classified 2015-06-25

Version

L T e - = - A N A e e S I

Path
Content\SCAP_Content!
Content\SCAP_Content!,
Content\SCAP_Content!,
Content\SCAP_Content\,
Coentent\SCAP_Content!,
Content\SCAP_Content\,
Content\SCAP_Content!,
Content\SCAP_Content\
Content\SCAP_Content!,
Content\SCAP_Content\
Content\SCAP_Content!,
Content\SCAP_Content\
Content\SCAP_Content\,
Content\SCAP_Content\
Content\SCAP_Content',
Content\SCAP_Contentl,
Content\SCAP_Content
Content\SCAP_Content!,
Content\SCAP_Content\
Content\SCAP_Content!,
Content\SCAP_Content!,

*Right click a row in the list for more optiens. Left click a row in the list under "Profile” to change profiles.

< | | All content paths are relative to the installation directory at: C:\PROGRA~1\SCAPCO-1.1\Resources

m

File Edit Results Help

Select Computer(s) to Review

Local Computer: WIN-MB67SNQGQQT

Single Remote Computer:

() Multiple Remote Computers:

(7 Cisco 10S Config File:

Analysis Dutput |Warnings | Emors

Perform Analysis

Analyze Selected Computer(s)
[ - Jstart Analysis

We will now click
"Analyze Selected

Computer(s)" to
initiate the scan

4
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File Edit Results Help

Select Computer(s) to Review Perform Analysis

Local Computer WINMBSTSNQSQQT [ Tnsyeeseecied Comper |

() Single Remote Computer:

Cancel Analysis

Multiple Remote Computers:

() Cisco 105 Config File:

Analysis Dutput |Warnings | Emors

WIN-MB67SNQGQQRT:
WIN-MB67SNQGQRQT
WIN-MB67SNQGRQT
WIN-MB6TSNQGRQT
WIN-MB6TSNQGRQT
WIN-MB67SNQGRET
WIN-MB67SNQGQQRT:
WIN-MB67SNQGQRQT
WIN-MB6TSNQGQRQT:

Generating report WIN-MEG7SNQERRT SCC-4.0.1_2016-07-12_130450_Rll-Settings U Windows_7_V1R27_STIG.htm
Saved results from 50 of 278 XCCDF rules

Saved results from 100 of 278 XCCDF rules

Saved results from 150 of 278 XCCDF rules

Saved results from 200 of 278 XCCDF rules

Saved results from 250 of 278 XCCDF rules

Generating report WIN-ME67TSNQEQQT_SCC—4.0.1_2016-07-12_130450_Non-Compliance_U_Windows_7_ViR27_STIG.htm
Saved results from 50 of 278 XKCCDF rules

Saved results from 100 of 278 XCCDF rules

WIN-MBGTSNQGQQT: Saved results from 150 of 278 XCCDF rules

WIN-MBGTSNQGQQT: Saved results from 200 of 278 XCCDF rules

WIN-MB6TSNQGQQT: Saved results Lrom 250 of 278 XCCDF rules

WIN-MB67SNQGQQRT:
WIN-MB67TSNQGQRQT:

Adjusted Score - 72.66% [RED]
Original Score - 72.66% [RED] When the scan has

concluded, you will
Total Errors: 0 see text similar to this

Total Warnings: 0 in the scan window.

Review complete. To view the results, if any, click: Your scan is now ready
Results -> Open Results Directory
or to be exported for

Results -> Recent Reports viewing with the STIG
Viewer.

< 3

[©] sca Content Enablec: 1 | [£3] OVAL Content Enabled: 0 (€3] OCIL Content Enabled: 0

nce
File Edit |Results | Help

Open Logs Directary Go to Results -> "Open Perform Analysis
Open Results Directory Results Directory” to Analyze Selected Cor )
Recent Report ’ it i
Vi e e obtain the XCCDF file
Generate SCAP Summary Reports _ Cancel Analysis
used to view the scan

Generate Detailed SCAP Reports
Generate Detailed OVAL Reports results in the STIG 5
Viewer.

Generate CyberScope Reports

WIN-MB67SNQEQQT: Generating report WIN-MB67SNQGQQT SCC-4.0.1_2016-07-12_130450 All-Secttings_U Windows_7_V1R27_STIG.htm
WIN-MB67SNQGQQT: Saved results from S0 of 278 XCCDF rules

WIN-MB6TSNQGQRQT: Saved results from 100 of 278 XCCDF rules

WIN-MB6TSNQGQRQT: Saved results from 150 of 278 XCCDF rules

WIN-MB67SNQGQQT: Saved results from 200 of 278 XCCDF rules

WIN-MB6TSNQGQRQT: Saved results from 250 of 278 XCCDF rules

WIN-MB67SNQGRQT: Generating report WIN-MB&7SNQGQRT_SCC-4.0.1_2016-07-12_130450_Non-Compliance U_Windows_7_V1R27_STIG.htm
WIN-MB67SNQGQQT: Saved results from 50 of 278 XCCDF rules

WIN-MB6TSNQGQRQT: Saved results from 100 of 278 XCCDF rules

WIN-MB67SNQGQQT: Saved results from 150 of 278 XCCDF rules

WIN-MB67SNQGQRQT: Saved results from 200 of 278 XCCDF rules

WIN-MB6TSNQGQRQT: Saved results from 250 of 278 XCCDF rules

WIN-MB6TSNQGQRQT: Adjusted Score - 72.66% [RED]
WIN-MB&TSNQGQQT: Original Score - 72.66% [RED]

Total Errors: 0

Total Warnings: O

Review complete. To view the results, if any, click:
Results -> Open Results Directory

or

Results -> Recent Reports

< r
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@O . v Computer » Local Disk (C:) » Users » TEST » SCC » Results » SCAP » WIN-MB67SNQGQQT » U _Windows 7 VIR27 » 1 » 2016-07-12 130450 » XML | [}| Search XML 0O
Organize ¥ Includeinlibrary =  Sharewith v  New folder = 0O @
¥ Favorites Name Date modified Type Size

B Desktop (=] WIN-MB67SNQGQQT_SCC-4.0.1_2016-07-12_130450_OVAL-CPE-Results_U_Windows_7_V1R27_STIG 7/12/20161:04 PM XML Document 12KB
& Downloads =] WIN-MB675NQGQQT_5CC-4.0.1_2016-07-12_130450_0OVAL-Results_U_Windows_7_V1R27_STIG 7/12/2016 1:05 PM XML Document 2,076 KB
\E'-;'] Recent Places =] WIN-MB675NQGQQT_SCC-4.0.1_2016-07-12_130450_0OVAL-Variables_U_Windows_7_VIR27_STIG 7/12/2016 1:05 PM XML Document 32KB
=] WIN-MBS7SNQGQQT _SCC-4.0.1_2016-07-12 130450 XCCDF-Results U Windows 7 V1R27_STIG 7/12/20161:05 PM XML Document 1,248 KB
" Libraries
Type: XML Document
@ Documents Size:1.21 MB
& Music Date modified: 7/12/2016 1:05 PM
[E] Pictures
B8 videos

Navigate down

through the directory

to locate your scan

@8 Network results. Note the path
in windows explorer.
This is the default
location where scan
results are saved.

78 Computer

l 4 items
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Job Aid: Security Configuration Assessment of Information Systems (IS)

Conduct assessment on vulnerabilities

This section provides the high level steps the ISSM/ISSO/ISSP must follow upon completion of the vulnerability scan to
assess the vulnerabilities in the security configuration of a system.

Select the paperclip to open example screens showing how to use STIG Viewer. 8

1. Open STIG Viewer and import the appropriate STIG baseline

2. Create a checklist from the drop down menu “Checklist” in your STIG Viewer using relevant STIG benchmarks

3. Import XCCDF file and sort by Vulnerability IDs

4. Compare the control ID’s on the report to the SSP and other documentation listed above to determine which control
ID’s are ‘required’ and which are ‘tailored out’

o Mark the ‘tailored out’ controls as ‘NA’ in the report

5. Examine the ‘required’ control ID’s in the report to see if any vulnerabilities exist. For each vulnerability you find:
e |f you are the ISSM or ISSO, fix the vulnerability

e |If you are the ISSP, work with the Facility Security Officer (FSO) and Industrial Security Representative (IS Rep) to
determine if mitigating factors are effective based on risk and the specific threat to that network and mark the
vulnerability as a ‘finding’ in the report

o If acceptable mitigating factors are in place, mark the vulnerability with an ‘M’ (for Open Vulnerability,
Mitigated/Compliant) in the report

o0 If acceptable mitigating factors are NOT in place, mark the vulnerability with an ‘O’ (for Open Vulnerability,
Not Mitigated; Non-Compliant) in the report

Note: CAT levels are not tracked under the Risk Management Framework (RMF) but can be helpful in determining
which are more critical for resource allocation and therefore mitigation priority (i.e., CAT | before CAT III).

6. Prepare report brief in accordance with agency or organizational processes
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K

After opening the STIG

Viewer application,

Pt import the

Name

appropriate STIG
baseline for the
system being
assessed.

Ne content in table

Remove Filter

Profile: | No Profile -
¥ Filter Options
CATI[_| CATII [_] CATIL
Add
®) Inclusive Filter () Exclusive Filter

Remove All Filters

@(.)- M Deskiop »

Vul ID

Rule Name

No content in table

Showing rule 1 out of 324

- |+

Search Desktop o

&' Music
[&] Pictures
E Videos

18 Computer

Organize = New folder
T Favorites D e
B Desktop r System Folder
14 Downloads
5] Recent Places i | Computer
I‘ . System Folder
5 Libraries
‘i@ | SCAPSTIG
Docuinant i File folder

CoferAdmin
System Folder

| Network
| System Folder

Screenshots

LL File folder

-1 Benchmark

U_Windows_7_VIR27_STIG_SCAP_1 ‘

Compressed (zipped) Folder

Select and open the
.zip file containing the
appropriate STIG
benchmark.

€ Network
File name: U_Windows_7_V1R27_STIG_SCAP_1-1_Benchmark ~ | STIG Zip File{*.zip) -
" Al
Remove Filter Remove Al Filters

Showing rule 1 out of 324






STIG Explorer
v STIGs

| Open Checklist from File
| Import v1.2 Checklist

K
Windows 7

Profile: | No Profile -

¥ Filter Options

CATI| | CATH CATII

Add

@) Inclusive Filter Exclusive Filter

Remove Filter Remove Al Filters

VCreate a checklist
from the selected
STIGS. Be sure that
the checkbox for the n pagefile
STIG benchmark you
wish to use is checked ; pispiay
(as indicated by the
blue arrow).

V-1084
V-10835
V-1089
V-1090
V-1093
V-1097
V-1098
V-1099
V-1102
V-1104
V-1105
V-1107
V-1113
v-1114
V-1115
V-1136
V-1141
V-1145
V-1150

Showing rule 1 out of 278

Rule Name +|| ¥ General Information
«d Service Packs

Windows 7 Security Technical Implementation
Guide :: Release: 27 Benchmark Date: 23 Oct 2015

media devices. RulelTltle:l Sysl(erns must be at supperted service pack (SP)

tdown Button

¥ Discussion

logon credentials 4

. Systems at unsupported service packs or releases will not
ssharesare not fesnicted receive security updates for new vulnerabilities and leaves
Bad Logon Attempts

Bad Logon Counter Reset service pack level supported by the vendor with new security

Lockout Duration ¥ Fix Text

User Right - Act as part of OS Update the system to a supported service pack.

Maximum Password Age

Application of new service packs should be thoroughly tested
before deploying in a production environment.

Password Unigueness - Ccl

Minimum Password Age

Disable Guest Account
CCL: CCI-000366

The organization implements the security configuration
settings.
NIST SP 800-53 : CM-6 b

Rename Built-in Guest Account

Rename Built-in Administrator Acc...
Forcibly Disconnect when Logon H...
Unencrypted Password is Sent to S... Rabizeliansals

1A Controls:
VIVM-1

Disable Automatic Logon

Microsaft Strong Password Filtering

Third Party Tools:

Export
Import the XCCDF
Results File :from the Rule Name |+ ¥ General Information
SCAP Compliance P
Overall Totals | CAT1| CATII | cATII Checker scan iz i
i i ) Display Shutdo... Windows 7 Security Technical Implementation Guide :: Release: 27
conducted earlier. "
Open; 0 Not Reviewed: 278 e ey Clear System p... Benchmark Date: 23 Oct 2015
Not a Finding: 0 Not Applicable: 0 e — T Rule Title: Systems must be at supported service pack (SP) or release levels.
MR V-1089 Legal Notice Di.. T )
Status: (®) Not Review.. (_) Op.. () Nota Finding () Not Applicable | Severity Override =
NR  V-1090 Caching of log...
NR V-1093 Anonymaus sh...
¥ Vuln Information
NR V-1097 Bad Logon Att...
) NR V-1008 Bad Logon Co... Discussicn || Fix Text | CCI | Misc
Not Reviewed Not &ppittiigle . .
2 i, tems at unsupported service packs or releases will not receive security updates for new
NR V-1099 Lockout Durati... Sys pported pack: | I ty updates f;
NR V-1102 User Right - Ac. vulnerabilities and leaves them subject to exploitation. Systems must be maintained at a service
9 pack level supported by the vendor with new security updates.
NR  V-1104 Maximum Pass...
NR  V-1105 Minimum Pass...
¥ Finding Details
NR V-1107 Password Unig...
NR  V-1113 Disable Guest ...
» Target Data
NR V-1114 Rename Built-i...
» STIGs
NR  V-1115 Rename Built-i...
¥ Technology Area
NR V-1136 Forcibly Discon...
Select Technology Area: ¥ Comments
NR V-1141 Unencrypted P...
I Windows 05 e NR  V-1145 Disable Autom...
NR  V-1150 Microsoft Stro...
P Filter Options Showing rule 1 out of 278

them subject to exploitation. Systems must be maintained ata






DISA STIG Viewer

File  Import

STIG Explorer | Checklist X

v Totals
Overall Totals | CAT1| CATIL| CATII

Open: 4 NotReviewed: 0

Not 2 Finding: 17 Not Applicable: 0

Total: 21

Open
Not Applicable
Not a Finding

» Target Data
» STIGs

¥ Technology Area

Select Technology Area:

Windows 05 -

» Filter Options

Vul ID Rule Name +

Ancnymous sh...

NF User Right - Act ...
o LanMan Authe.
NF

NF

me ol

Ananimagus ACC..

You can how view the

results of your SCAP feess
Compliance Checker e
'Scan. Assist...
N uimit siank Pass...
NF Internet Informa...
NF

NF

NF

NF User Right - De...
NF Default Autorun...
NF Restrict Anonym...
NF Create a token ...
NF

o 'WINGE-000100

Showing rule 1 out of 21

¥ General Information

Windows 7 Security Technical Impl ion Guide :: Rel : 27
Benchmark Date: 23 Oct 2015
Rule Title: Systems must be at supported service pack (SP) or release levels.

Status: Not Review... Op.. (@) Not a Finding

Not Applicable | Severity Override +

¥ Vuln Information
Discussion || Fix Text | CCI | Misc

Systems at unsupported service packs or releases will not receive security updates for new
vulnerabilities and leaves them subject to exploitation. Systems must be maintained at a service
pack level supported by the vendor with new security updates.

 Finding Details

¥ Comments
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Job Aid: Security Configuration Assessment of Information Systems (IS)

GATHER SYSTEM
DOCUMENTATION
(e.g., MSSP/S5P, IS Profile, Logs)
[Step 1]

« [FISSM/SSO,FIX
VULNERABILITY
IF ISSP, WORK WITH
FSO/IS REP TO SEEIF
MITIGATING
FACTORS ARE
EFFECTIVE AND
MARK FINDING “M”
(OPEN/ MITIGATED)
OR “0O” (OPEN/NOT
MITIGATED) ON
REPORT

[Step 3]

INSTALL TOOLS
(SCAP Compliance Checker, STIG
Viewer)
[Step 2]

IMPORT
OPERATING SYSTEM BASELINE
(STIG Viewer)

[Step 3]

CREATE CHECKLIST and
IMPORT XCCDF
(SCAP results)
[Step 3]

ARE IDENTIFIED
CONTROLS REQUIRED
PER 55P OR HAVE
THEY BEEN TAILORED
ouT?

PREPARE REPORT BRIEF
[Step 3]

SCAN SYSTEM
(SCAP Compliance Checker)
[Step 2]

MARK “NA” (TAILORED
OUT) ON REPORT
[Step 3]
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