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Introduction

No army attacks a castle head-on without first scouting its defenses. They test for
weaknesses—an unguarded gate, a crumbling wall, or a distracted sentry. Cyber
adversaries operate the same way, probing networks for vulnerabilities before launching
their attacks. That's why organizations use a strategy called Defense-in-Depth.

It relies on multiple layers of defensive security controls to reduce risk. These layers
might include technical tools like firewalls, administrative policies like access
restrictions, and physical safeguards like locking down devices. Each control plays a
different role, but together, they help ensure that a single point of failure doesn’t
compromise the entire system.

Modern threats—like insider attacks, ransomware, and supply chain compromises—
often find and exploit the weakest defensive point to compromise the entire system.
Defense-in-Depth counters that risk by combining layers of protection, just like medieval
castles used moats, walls, and watchtowers to detect, slow, and stop invaders.

In this Short, you will examine Defense-in-Depth principles to determine how layered
security measures enhance overall system protection and resilience.

Core Principles

A castle’s strength isn’t just in its walls, but in its layered defenses— moats to slow the
enemy’s advance, watchtowers to spot threats early, fortified gates to control entry, and
well-trained defenders as a last line of protection. A network protected by Defense-in-
Depth follows the same strategy— using layered security, diversity of controls,
redundancy, and continuous monitoring and response to stop intruders at every level.

Layered Security

Layered security uses multiple controls to delay or block unauthorized access.
Moats, walls, and gates each slow attackers and add unique protection.

Just as these layers of defense protect a castle, multiple layers of defensive security
controls also help delay or prevent access to sensitive network areas. Network
firewalls, endpoint antivirus, and access controls each serve as distinct protective
barriers— just as moats slow approach, gates only allow trusted travelers through,
and walls block force.

Redundancy

Redundancy ensures there’s a fallback if one control fails. Extra guards and
reinforced towers provide cover if one post is compromised.
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Duplicate security controls ensure that failure in one mechanism does not result in a
complete breach. Endpoint Detection and Response (EDR) systems, and backup
firewalls offer redundant safeguards.

Diversity of Controls

Diversity of controls means using a mix of technical, administrative, and physical
defenses to limit reliance on any one method. Castles defend with a combination of
sturdy gates, rising drawbridges, hidden traps, and locked passages, each designed
to counter different tactics. The use of varied control types—technical,
administrative, and physical—minimizes the risk of a single point of failure.

Just as defenders might question a forged scroll at the gate as a form of signature-
based detection, notice suspicious behavior as a behavioral indicator, or recognize a
face or voice as biometric validation, layered detection techniques reduce
predictability for attackers.

Monitoring and Response

Monitoring and response detect and act on threats before they spread. Guards
patrol the walls and courtyards, constantly scanning for unusual activity or
approaching threats.

Continuous monitoring via Security Information and Event Management (SIEM)
systems and real-time diagnostics provide situational awareness. Rapid detection
and response limit the attacker’s dwell time and mitigate damage. Cyber defenders
must respond quickly—just as castle guards must raise the alarm and intercept
intruders before they breach the castle walls.

Scenario 1: The Breached Firewall

The outer wall has been breached! Enemy scouts have entered the courtyard,
searching for vulnerabilities to exploit. Without layered defenses, the castle will fall—
but Defense-in-Depth principles can stop the attack before it reaches the keep.

Read the scenario and answer the question.

An attacker has breached the firewall and made it past outer defenses. Like a castle,
a network should never rely solely on its first line of defense. What core principles
help protect networks if an attacker breaches the perimeter?

Select all that apply. Check your answers in the Answer Key at the end of this
Student Guide.

O Layered security
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Faster network speed
Redundancy

O

O

O Diversity of controls

O Careful resource management
O

Monitoring and response

Common Attack Vectors

A breached wall is only the beginning—attackers use many tactics to slip past defenses.
They might use poisoned code, like in website or cross-scripting attacks. They might
send deceptive messages, as in phishing emails. They could sneak in malicious tools
through external or removable media. Some disguise themselves, using impersonation
or spoofing to blend in. Others exploit lost or stolen equipment to gain access. And
some threats arrive through trusted vendors, as in supply chain attacks.

Website/Cross Scripting Attacks

Poison in a bottle looks harmless—just like bad code hides in trusted websites.
These attacks inject malicious scripts to steal data or hijack sessions.
Email/Phishing

A forged royal decree can fool even seasoned guards. Phishing emails use this
same deception to trick users into revealing credentials or downloading malware.
External/Removable Media Attacks

An unmarked satchel slipped into the castle could carry dangerous contents. In the
digital world, USBs and other removable media can introduce hidden malware into
secure systems.

Impersonation/Spoofing

Anyone in stolen armor could slip past the gate unnoticed. Cyber attackers use false
identities to bypass access controls and pose as trusted users.

Equipment Loss/Theft

One missing key unlocks the vault for the enemy. Similarly, a lost or stolen device
can expose sensitive data if not properly secured.

September 2025 Center for Development of Security Excellence Page 5



Defense-in-Depth Short Student Guide

Supply Chain Attacks

A merchant’s crate may carry a Trojan horse—harmless on the outside, but
dangerous within. Third-party vendors or software updates can smuggle threats past
even the strongest defenses.

Scenario 2: The Phishing Attack

A messenger arrives at the castle gates with urgent news. But is he a trusted courier,
or has he been turned by the enemy? Is he now a spy here to steal information?

Read the scenario and answer the question.

An employee receives an email that appears to be from IT, requesting the employee
to verify their account credentials for a security update. The link leads to a fake login
page designed to steal their credentials. What type of attack is this?

Select the best response. Check your answers in the Answer Key at the end of this
Student Guide.

O Phishing

O Cross-scripting
O Supply chain
O External media

Implementing Defense-in-Depth

After a single scroll nearly opened the gates from within, it's clear that one defense isn'’t
enough. Real protection comes from layers working together—each one helping detect,
slow, or stop the threat before it reaches the heart of the castle.

At the gate, network security controls who's allowed in. Just beyond, the library helps
safeguard applications from tampering and misuse. Guards patrol the grounds, keeping
a close eye on devices and raising the alarm if anything looks suspicious. Deep inside,
the vault protects sensitive data and assets, keeping it locked down and secure. At the
checkpoint, identity is verified before anyone moves further inside. Nearby, sparring
guards run drills and exercises to prepare for deception and test the strength of their
response plans. And the knight with the satchel rides beyond the castle walls, carrying
encrypted scrolls kept safe against loss or capture.

Network Security

Network security is the first line of defense— like a reinforced gatehouse filled with
guards who inspect every visitor before entry.
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In cybersecurity, firewalls play this role by filtering traffic using “deny all” rules to limit
unauthorized access. Additional network protections, such as segmentation,
demilitarized zones (DMZs) and virtual local area networks (VLANSs) reduce lateral
movement and help isolate sensitive data. These layered defenses ensure that even
if one segment of the network is breached, attackers cannot easily move to others.

Application Security

Application security protects sensitive software— just as a secured library protects
valuable knowledge from tampering or theft. Through secure coding practices,
application firewalls, and regular vulnerability assessments, these controls guard
against exploits and unauthorized data access. The goal is to reduce the risk of
breaches originating in the application layer.

Endpoint Security

Endpoint security defends user devices like sentries posted along castle walls—alert
and ready to respond to danger. Antivirus software; endpoint detection and response
(EDR); and strict device management policies help reduce the risk of malware
infection and detect suspicious activity before it spreads.

Data Security

Data security protects critical information— like a royal vault sealed tightly with
hidden caches inside. In a networked environment, encryption and robust backup
strategies ensure data is protected both in transit and at rest. Access controls serve
as the vault’s lock, allowing only authorized users to retrieve sensitive data.

Identity, Credential, and Access Management (ICAM)

Identity, Credential, and Access Management (ICAM) confirms user identity before
granting access— just as only those bearing the proper colors and credentials pass
the inner checkpoint. In cybersecurity, identity assurance is enforced through
multifactor authentication (MFA); zero trust access models; and role-based access
control (RBAC). These strategies confirm user identity and reduce the risk of stolen
credentials or unauthorized access to critical systems.

Security Awareness Training and Tabletop Exercises

Security awareness training and tabletop exercises prepare users to recognize and
respond to threats— like sparring guards sharpening their skills before battle.
Regular security training and simulated phishing exercises help users detect and
report threats, while tabletop exercises allow organizations to test their readiness

September 2025 Center for Development of Security Excellence Page 7



Defense-in-Depth Short Student Guide

against emerging attack types. Continuous awareness across the team helps
minimize human error and strengthens overall defense posture.

Mobile Device Management (MDM)

Mobile Device Management (MDM) protects data on the move— just as knights
dispatched with sensitive messages carry only encrypted scrolls, ready to be
destroyed if captured. In the digital world, MDM ensures devices are properly
configured and compliant with security policies. These safeguards reduce risk in the
event of a lost or compromised device.

Scenario 3: The Ransomware Outbreak

A fire has erupted inside the castle walls! If there are no barriers to contain it, the
flames will spread rapidly.

Read the scenario and answer the question.

An employee unknowingly downloads a malicious attachment, triggering a
ransomware attack that begins encrypting files. Which security measures should be
in place to detect and contain the damage before it spreads?

Select all that apply. Check your answers in the Answer Key at the end of this
Student Guide.

O Disabling pop-up blockers

Changing passwords daily

Endpoint Detection and Response (EDR)
Network segmentation

O0O0a0

Implement a “deny all” firewall rule during a confirmed network attack
O Replacing firewalls

Case Study: The Bribed Insider

Not all breaches happen at the gates—some begin in shadowed corridors with
whispered bribes. In one real-world case, Egor Igorevich Kriuchkov, a Russian national,
attempted to recruit an employee of a U.S. company to install malware inside the
organization’s network. He offered the employee $1 million in Bitcoin to plant malware
designed to exfiltrate sensitive data for extortion. To avoid detection, he coached the
employee on using anonymity tools like the Tor Browser and Bitcoin wallets. Instead of
cooperating, the employee reported the attempt, allowing the FBI to intervene and stop
the attack. If the employee had chosen to participate, several Defense-in-Depth
strategies could have helped limit the damage.
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Strict access controls reduce the reach of malicious insiders by limiting system access.
Network monitoring and anomaly detection help spot unusual behavior like odd access
patterns or large data transfers. And insider threat awareness training equips
employees to recognize and report coercion attempts—ijust as this employee did.

Conclusion

Congratulations. You have completed the Defense-in-Depth Short.

In this Short, you learned how cybersecurity relies on multiple layers of protection
working together to reduce risk. A castle is only as strong as its weakest point— no
single wall, gate, or guard can stop every attack alone. True security comes from a
layered approach, with multiple defenses that prevent, detect, and respond to threats.

Cybersecurity follows the same principle. Just as a well-fortified castle withstands siege
by relying on many defenses, a secure network depends on overlapping controls to stop
even the most persistent adversaries.

You should now be able to examine Defense-in-Depth principles to determine how
layered security measures enhance overall system protection and resilience.
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Appendix A: Answer Key

Scenario 1: The Breached Firewall

An attacker has breached the firewall and made it past outer defenses. Like a castle,
a network should never rely solely on its first line of defense. What core principles
help protect networks if an attacker breaches the perimeter?

M Layered security (correct response)
Faster network speed

Redundancy (correct response)
Diversity of controls (correct response)

O XN O

Careful resource management
M Monitoring and response (correct response)

Feedback: The core principles of Defense-in-Depth—Ilayered security, redundancy,
diversity of controls, and monitoring and response—are designed to slow, detect,
and contain threats if the perimeter is breached. A single barrier isn’t enough. Like a
castle, a secure system depends on multiple defenses working together to protect
what lies within.

Scenario 2: The Phishing Attack

An employee receives an email that appears to be from IT, requesting the employee
to verify their account credentials for a security update. The link leads to a fake login
page designed to steal their credentials. What type of attack is this?

®© Phishing (correct response)
O Cross-scripting

O Supply chain

O External media

Feedback: This is a phishing attack—a deceptive email designed to trick users into
revealing credentials or sensitive information. Just like a forged scroll at the castle
gate, it can fool even trained defenders if the right verification steps aren’t in place.

Scenario 3: The Ransomware Outbreak

An employee unknowingly downloads a malicious attachment, triggering a
ransomware attack that begins encrypting files. Which security measures should be
in place to detect and contain the damage before it spreads?

O Disabling pop-up blockers
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Changing passwords daily
Endpoint Detection and Response (EDR) (correct response)
Network segmentation (correct response)

Implement a “deny all” firewall rule during a confirmed network attack (correct
response)

NN XN O

O Replacing firewalls

Feedback: The best defenses against ransomware include endpoint detection and
response (EDR), network segmentation, “deny all” firewall rules, and encryption.
These measures help detect the threat early, contain its spread, and preserve the

integrity of critical systems—just like firebreaks and trained responders protect the
castle.
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