New Products (Second Quarter FY20)

Background

The Center for Development of Security Excellence (CDSE) is a nationally accredited, award-
winning directorate within the Defense Counterintelligence and Security Agency. CDSE provides
security education, training, and certification products and services to a broad audience supporting the
protection of national security and professionalization of the Department of Defense (DoD) security
enterprise.

Content Areas: Cybersecurity, Industrial Security, Information Security, Insider Threat,
Physical Security, and Special Access Programs

Highlight Summary
CDSE provides courses and products that keep pace with changing policies and evolving security
environments. During the second quarter of FY20, CDSE released the following:

e New Posters: Insider Threat

e New Courses: Insider Threat, Physical Security, Information Security, Industrial Security,
Cybersecurity

New Security Awareness Games: Insider Threat, Special Access Programs, Industrial Security
New Security Video: Insider Threat

New Webinars: Insider Threat

New Job Aids: Insider Threat, Information Security

Toolkit Updates: Insider Threat, Information Security

NEW!III

Training Products

i Security Posters
Available to download and promote security awareness in the workplace.

e Two New Insider Threat Posters
CDSE Insider Threat released two new Insider Threat Awareness posters, “Superwoman” and
“Umbrella,” to foster Resilience in the workforce. https://www.cdse.edu/resources/posters.html

== Courses

Training to keep security professionals updated on security policy and procedures, delivered online or in-
person.

e Insider Threat Curriculum Updates

Insider Threat Program Operations Personnel Curriculum INT311.CU and Insider Threat Program
Management Personnel Curriculum INT312.CU have been updated to include new eLearning titles
and refreshed courseware.



https://www.cdse.edu/resources/posters.html
https://www.cdse.edu/catalog/insider-threat.html
https://www.cdse.edu/catalog/curricula/INT311.html
https://www.cdse.edu/catalog/curricula/INT312.html
https://www.cdse.edu/catalog/curricula/INT312.html

e Updated Physical Security Virtual Environment Assessment (PY108)

This rebuilding of the Physical Security Virtual Environment Assessment provides an opportunity for
students to apply their knowledge of physical security requirements in a realistic three-dimensional
environment. Students will inspect an installation to ensure its physical security measures comply
with regulatory requirements and the installation physical security plan.
https://www.cdse.edu/catalog/elearning/PY108.html|

e Updated Original Classification Course (IF102)
This course provides the policy guidance for and purpose of original classification.
https://www.cdse.edu/catalog/elearning/IF102.html

e Updated Security Classification Guidance Course (IF101)

This course helps provide Original Classification Authorities (OCAs) and derivative classifiers with the
requisite knowledge for developing and employing security classification and declassification
guidance. https://www.cdse.edu/catalog/elearning/IF101.html

e Updated Industrial Security Basics Course (1S122)

This course provides students with a high level overview of Industrial Security (IS) Basics, including
the purpose and regulatory foundations of the NISP, the overall structure of the NISP, and the
fundamental NISP roles and responsibilities. https://www.cdse.edu/catalog/elearning/IS122.html

e Updated Industrial Security Databases and Systems (1S124)
This course serves as the introduction to information systems supporting the NISP.
https://www.cdse.edu/catalog/elearning/IS124.html

e Updated Safeguarding Classified Information in the NISP Course (1S109)

This course introduces policy, documentation, preparation, and procedures for safeguarding
classified information for contractors participating in the National Industrial Security Program (NISP).
The course focuses primarily on Chapter 5 of the National Industrial Security Program Operating
Manual (NISPOM). https://www.cdse.edu/catalog/elearning/IS109.html

e Updated CyberAwareness Challenge 2020 for Department of Defense Course (DS-1A106.06)
This course contains content based on input from the Workforce Improvement Program Advisory
Council. DoD and other agencies use this course to satisfy mandatory training. The course addresses
the DoD 8570.01-M Information Assurance Workforce Improvement Program (WIP).
https://www.cdse.edu/catalog/elearning/DS-1A106.html

0 Security Awareness Games
Quick and easy ways to test your knowledge and encourage security awareness at your organization.

e TheIntroduction to SAP Puzzle and the SAP Operation Security (OPSEC) and Information
Assurance (IA) Puzzle

These performance support tools test your knowledge and enhance your Special Access Program

(SAP) Security Awareness. https://www.cdse.edu/resources/games.html|

e Insider Threat Game: Who is the Risk?
Quick and easy ways to test your knowledge and encourage security awareness at your organization.
https://www.cdse.edu/resources/games.html

e Whodunit? — New Security Awareness Game
“Whodunit?” is a new security Awareness Game integrating Insider Threat awareness principles with
the disciplines of counterintelligence, personnel security, industrial security, physical security, and


https://www.cdse.edu/catalog/elearning/PY108.html
https://www.cdse.edu/catalog/elearning/IF102.html
https://www.cdse.edu/catalog/elearning/IF101.html
https://www.cdse.edu/catalog/elearning/IS122.html
https://www.cdse.edu/catalog/elearning/IS124.html
https://www.cdse.edu/catalog/elearning/IS109.html
https://www.cdse.edu/catalog/elearning/DS-IA106.html
https://www.cdse.edu/resources/games.html
https://www.cdse.edu/resources/games.html

cybersecurity. Nine different interactive scenarios support learning in this web-based educational
game. https://www.cdse.edu/resources/games.html

e Industrial Security Word Searches Games 2, 3, and 4

These word search puzzles provide clear understanding of the meaning of the terms encountered
throughout the National Industrial Security Program (NISP) in a fun word search format.
https://www.cdse.edu/resources/games.html

e Industrial Security Awareness Crossword Puzzle #3

This crossword puzzle is a fun way to assess your awareness of #industrial security and allow you to
refresh your memory on common terms and acronyms
https://www.cdse.edu/multimedia/games/security-awareness-crossword-3/index.html

D Security Video

Allow security professionals to refresh their knowledge of a critical topic or quickly access information
needed to complete a job.

e Insider Threat Video Social Media Mining by Insider Threats

Social media users often trust companies like Facebook and Twitter to protect their personal
information. Users might not consider the risk of bad actors within these companies and how an
insider’'s motivations might lead to a malicious act, such as espionage.
https://www.cdse.edu/micro/social-media-mining.html

a2
Webinars

A series of recorded, live web events that address topics and issues of interest to defense security
professionals.

e Insider Threat and Personal Resilience Webinar

CDSE hosted a live discussion with Dr. Richard D. Soto, Ph.D., Behavioral Psychologist subject
matter expert with the DoD Insider Threat Management and Analysis Center, on Insider Threat
programs promoting personal resilience to mitigate risks associated with insider threats.
https://www.cdse.edu/catalog/webinars/insider-threat/personal-resilience.html

e Psychology of Spies: Off-Ramping Insider From the Critical Pathway to Insider Attacks
CDSE hosted a discussion with Dr. Kirk Kennedy, FBI Behavioral Analytics Unit, to discuss the critical
pathway to Insider Threat and the psychology of spies.
https://www.cdse.edu/catalog/webinars/insider-threat/psychology-of-spies.html

B ;0b Aids
Security products designed to provide guidance and information to perform specific tasks

e Insider Threat Job Aids

2020 Insider Threat Vigilance Calendar. An entire year of select insider threat posters and case
study previews. CDSE offers a calendar/template for planning your annual insider threat vigilance
campaign. Simply download, include links to vigilance products, and email to share within the
workplace.

Insider Threat Vigilance Video Series. Facilitated Discussion Guides Season 1 and Season 2. This
guide is a companion document to the Insider Threat Vigilance Video Series. All eight episodes can
be presented to a training audience for a guided discussion
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Insider Threat Essential Body of Knowledge Deskside Reference. This job aid maps counter-insider
threat technical competencies and areas of expertise to CDSE training resources. These materials
have been recognized as potential preparatory resources and as acceptable sources of professional
development units for those maintaining certification.

Human Resources and Insider Threat Programs. This job aid provides information on the role and
importance of human resources to an effective multi-disciplinary insider threat program.

e Information Security Job Aids

CDSE OCA Desk Top Reference. This Job aid provides OCAs with a quick reference (outlining the 6
step process) to assist in making Original Classification Authority decisions.
https://www.cdse.edu/resources/information-security.html

x Toolkits

Repository of information to help perform specific roles.

e Updated CUI Toolkit

As part of the phased DoD CUI Program implementation process, the designation, handling, and
decontrolling of CUI (including CUI identification, sharing, marking, safeguarding, storage,
dissemination, destruction, and records management) will be conducted in accordance with (IAW)
DoDI 5200.48. https://www.cdse.edu/toolkits/cui/index.php

e New Insider Threat Tabs:

Resilience - Learn how personal and organizational resilience can mitigate insider risk. View our On-
Demand Webinar, access resources, and download posters on this topic.
https://www.cdse.edu/toolkits/insider/resilience.html

Critical Infrastructure - Learn about insider risk to critical infrastructure sectors and find resources to
deter, detect, and mitigate. https://www.cdse.edu/toolkits/insider/critical.html

*Research - Learn about the integration of social and behavioral sciences into the counter insider
threat mission with research and resources from the Personnel and Security Research Center's
Threat Lab. https://www.cdse.edu/toolkits/insider/research.html
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