NeW PI‘Od u CtS (First Quarter FY21)

Background

The Center for Development of Security Excellence (CDSE) is a nationally accredited, award-
winning directorate within the Defense Counterintelligence and Security Agency. CDSE provides
security education, training, and certification products and services to a broad audience supporting the
protection of national security and professionalization of the Department of Defense (DOD) security
enterprise.

CDSE Content Areas: Counterintelligence, Cybersecurity, General Security, Industrial
Security, Information Security, Insider Threat, Operations Security, Personnel Security,
Physical Security, and Special Access Programs

Highlight Summary
CDSE provides courses and products that keep pace with changing policies and evolving security
environments. During the first quarter of FY21, CDSE released the following:

New Posters: Industrial Security, Insider Threat

New Courses: Industrial Security, Information Security, Personnel Security
New Security Awareness Games: Cybersecurity

New Security Videos: Insider Threat

New Webinars: Industrial Security, Insider Threat

New Job Aids: Industrial Security

New Case Studies: Insider Threat

NEW!!
Training Products

] Security Posters

Available to download and promote security awareness in the workplace.

e Industrial Security Posters
Created to promote security awareness and motivate new FSOs to enroll in the Getting Started
Seminar for New FSOs 121.10 to enhance the overall understanding of the NISP
https://www.cdse.edu/resources/posters-industrial-security.html

e The Cultural Iceberg and Insider Risk
Mitigate risk with Cultural Awareness
https://www.cdse.edu/documents/security posters/small/Culturaliceberg.pdf

== Courses

Training to keep security professionals updated on security policy and procedures, delivered online or in-
person.


https://www.cdse.edu/resources/posters-industrial-security.html
https://www.cdse.edu/documents/security_posters/small/CulturalIceberg.pdf

Getting Started Seminar for FSOs

This year's Getting Started Seminar for New Facility Security Officers (FSOs) has moved to an
entirely virtual platform, consisting of four, 4-hour sessions over four days. This course is not only
a great way to get started as a new FSO, but also a way for experienced FSOs to keep informed
of policy changes, procedural changes, emerging trends, threats, concerns, etc. Students work in
collaboration with other security professionals, exploring security topics through practical
exercises.

https://www.cdse.edu/catalog/vil/IS121.html

Clearances in Industrial Security: Putting it All Together 1S125.16

This newly updated course provides students with a high level overview of personnel security
clearances, facility clearances, and Foreign Ownership, Control, or Influence (FOCI).

https://www.cdse.edu/catalog/elearning/IS125.html

Unauthorized Disclosure (UD) of Classified Information and Controlled Unclassified
Information (CUI) IF130.16

This course provides an overview of what unauthorized disclosure is, including specific types of
unauthorized disclosure and some common misconceptions about unauthorized disclosure. This
course will also discuss the types of damage caused by unauthorized disclosure and the various
sanctions one could face if caught engaging in unauthorized disclosure.
https://www.cdse.edu/catalog/elearning/IF130.html

Fundamentals of National Security Adjudications (formerly known as DoD Personnel
Security Adjudications) PS101.10

This course covers the fundamentals of the personnel security program, such as, history, laws,
and regulations; personnel security investigations; security clearances; and sensitive positions.
Students will discuss the role of adjudicators along with investigative, counterintelligence, and law
enforcement personnel in the personnel security program. Students will also review the process
for making national security determinations through the consistent application of policy guidelines.
This course contains extensive exercises in identifying and resolving personnel security issues.
https://www.cdse.edu/catalog/vil/PS101.html

Advanced National Security Adjudications (formerly known as DoD Advanced Personnel
Security Adjudications) PS301.10 VILT

This course provides an in-depth study of the basis and application of due process in unfavorable
national security determinations. The course emphasizes evaluation and resolution of complex
and multiple issue cases.

https://www.cdse.edu/catalog/vil/PS301.html

Introduction to National Security Adjudications PS001.18

This course introduces students to the national adjudicator’s role and function in the Personnel
Security Program (PSP). Students will learn the principles and concepts of the Federal
Government’s PSP and how adjudicators recognize and mitigate threats to our national security.
The course examines the core components of the PSP, to include the PSP’s legal and regulatory
framework, position designations and special access requirements, the Federal Investigative
Standards, and the National Security Adjudicative Guidelines. The main focus of the course is to
introduce the students to the thirteen National Adjudicative Guidelines and how they are used to
make determinations for eligibility for access to classified information.
https://www.cdse.edu/catalog/elearning/PS001.html

Introduction to Personnel Security PS113.16

This course introduces the management practices and procedures required to administer the
DOD Personnel Security Program (PSP) at the military base/installation level. The course
provides an overview of the elements of the PSP, to include: designation of sensitive duties,
investigative and adjudicative practices, security officer responsibilities under the PSP one-time
access requirements, special security program requirements, and due process procedures. The
course identifies the types of personnel security investigations (PSIs), the position sensitivity or
duties associated, and the agency authorized to conduct PSils.
https://www.cdse.edu/catalog/elearning/PS113.html
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0 Security Awareness Games
Quick and easy ways to test your knowledge and encourage security awareness at your organization.

Cyber Terminology Word Search

This performance support tool tests your knowledge of Cyber terminology and enhances your
security awareness.

https://www.cdse.edu/toolkits/cybersecurity/training.html

#BeCyberSmart Crossword Puzzle
This performance support tool enhances your overall Cybersecurity awareness.
https://www.cdse.edu/toolkits/cybersecurity/training.html

I'll Take Cyber Jeopardy

This performance support tool tests your knowledge of Cybersecurity and enhances Cyber
awareness.

https://www.cdse.edu/toolkits/cybersecurity/training.html

u Security Video

Allow security professionals to refresh their knowledge of a critical topic or quickly access information
needed to complete a job.

Cultural Awareness in the Workplace

Cultural Awareness is critical for any workforce that seeks to yield positive outcomes. Watch this
video to learn about cultural awareness in the workplace.
https://www.cdse.edu/micro/cultural-awareness.html

Military Virtual Cultural Awareness Training (VCAT)

Cultural Awareness is especially crucial for America’s warfighters. Watch this video to see one of
the Department of Defense's approaches to building cultural awareness and reducing risk in
culturally diverse environments.

https://www.cdse.edu/micro/vcat.html

a2
Webinars

A series of recorded, live web events that address topics and issues of interest to defense security
professionals.

National Access Elsewhere Security Oversight Center (NAESOC), Now What?

The session is designed to reach those in industry who are assigned to the NAESOC and to
discuss the current state of the NAESOC, FY21 plans, and have subject matter experts available
to answer any questions they may have.
https://www.cdse.edu/catalog/webinars/industrial-security/naesoc-now-what.html

Know Your CDSE: Industrial Security

View this recorded event to learn about CDSE’s many Industrial Security courses, performance
support tools, and resources available to develop and enhance your Industrial Security knowledge
and skills.

https://www.cdse.edu/catalog/webinars/industrial-security/know-your-cdse.html

Cultural Awareness and Insider Threat

This event is a live discussion with guest speakers Ms. Nazaret Berhane, Diversity and Inclusion
Coordinator with the Federal Bureau of Investigation, and Mr. Gregory Collins, Insider Threat
Program Officer with the Department of State, on cultural awareness in a security environment and
the role it can play in either mitigating or exacerbating risk.

Not recorded per guest speaker request.
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I Job Aids
Security products designed to provide guidance and information to perform specific tasks

2021 Industrial Security Program Annual Planner

This job aid serves as a supplemental tool to help support and grow industrial security training and
awareness within your organization. It is a combination of performance support tools selected from
various security content areas that comprise the industrial security discipline that you can utilize to
promote security awareness throughout the year on a monthly basis.
https://www.cdse.edu/documents/cdse/Industrial-Security-Program-Annual-Planner.pdf

Establishing Prevention, Assistance, and Response (PAR) Capabilities

This job aid explains what Prevention, Assistance, and Response (PAR) Capabilities are and
provides an example of how to implement them.
https://www.cdse.edu/documents/resources/INTJ0156-par.pdf

Tales from the Insider Volume IV

Everyone needs help sometimes. This job aid provides vignettes of real-world events and
highlights a positive outcome of insider threat program risk mitigation. The names of all subjects
and the organization have been anonymized to protect privacy.
https://www.cdse.edu/documents/cdse/tales-from-the-inside-vol-4-jobaid.pdf

I Case studies
Analyzed accounts of real-world security activities, events, or threats.

Henry Frese

Crime: Unauthorized Disclosure
https://www.cdse.edu/resources/case-studies/case.html?Frese
Stephen Kellogg Il

Crime: Espionage
https://www.cdse.edu/resources/case-studies/case.html?Kellogg%20ll|
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