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Map Reference: 
MSR35RXXXXXXXX 
Copy No.___________ 
Ft. Bravo 
Linthicum, Maryland   21090 
Date of Issue 31 Dec XX 

PHYSICAL SECURITY PLAN 

1. Purpose / Executive Summary 

a. Proper physical security protective measures, implemented, can have a significant 
deterrent effect on terrorists, criminals, and insider threats. Even if not completely 
effective in deterring an act, these measures can serve to limit and mitigate 
damage and save lives. Physical security measures or countermeasures 
implemented on Fort Bravo create the backbone of the installation’s efforts and 
serve as the first line of defense against threats and attacks. The Fort Bravo 
Physical Security Plan (PSP) is built based on mission assurance, critical assets, 
identified threats, vulnerability, and risk analyses. The PSP incorporates an 
integrated approach that employs security-in-depth (SID). These measures are 
complemented by asset-specific measures and Force Protection Condition 
(FPCON) measures tailored to Fort Bravo. This PSP outlines the layers of defense 
needed to protect Fort Bravo, Maryland, facilities, and personnel from identified 
threats and attacks. 
 

b. General Security Characteristics: 

i. Fort Bravo is located 20 miles south of Baltimore and 45 miles northwest 
of Washington D.C. The base encompasses an area of approximately 4 
acres. The base property is approximately 1.4 miles from the north to the 
south boundaries and 1.3 miles from the east to the west boundaries. The 
base perimeter is enclosed by a standard DOD chain link fence (6ft, 9-
gauge steel wire, 2-inch diamond mesh) with outriggers. The perimeter 
shall display base warning signs at intervals not exceeding 100ft. The 
signs shall be legible, in good condition, and reference the governing 
regulation. The Fort Bravo Arms, Ammunition, & Explosives (AA&E) 
storage area is designated as a restricted area and located on the (northwest 
side/corner) of the installation, adjacent to the airstrip. The Nuclear 
Storage Area is designated as a restricted area and located on the 
(northeast side/corner) of the installation. 

2. Responsibilities 
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a. Installation Commander (IC), Ft. Bravo, or designated representative, will chair 
the Ft. Bravo Force Protection Executive Council. The Deputy Commander will 
chair the Installation Physical Security Council. 

i. The IC will: 

1. Designate and approve restricted areas on the installation. 

2. Designate and categorize the installation Mission 
Essential/Vulnerable Areas (MEVA). 

3. The IC will provide support to Ft. Bravo agencies and tenant units 
in the areas below unless mutually agreed otherwise: 

a. Law enforcement patrols, criminal investigative services, 
physical security, information security, personnel security, 
industrial security, foreign disclosure, operations security 
(OPSEC), crime prevention, and General Services 
Administration (GSA) Approved Safe and Vault technician 
support. 

b. Installation, response, and maintenance of intrusion 
detection systems (IDS). 

c. Programming, budgeting, and funding for physical security 
support, including site-surveys, maintenance, and purchase 
of physical security equipment. Purchase of equipment will 
be at the discretion of the commander and Director of 
Security, Training, and Operations. 

d. Monitoring and response to electronic security equipment 
when not within the tenant activity’s capability. 
Cybersecurity oversight to physical security (NIPRNET, 
SIPRNET). 

b. Director of Security, Training, and Operations (DSTO) will: 

i. Manage and Oversee Security Operations to include recommending 
budget and resource allocations to the IC for installation security projects. 
Recommend designation of restricted and mission essential vulnerability 
areas to the IC. Coordinate annual Antiterrorism and Physical security risk 
assessments and make risk management recommendations to the IC. 
Coordinate all installation security programs to ensure asset identification 
and protection against relevant threats to the operating environment. 
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ii. Co-chair the Force Protection and Physical Security Councils. Make 
recommendations to the IC regarding threats to the installation and 
appropriate security countermeasures. 

iii. Support the Director of Law Enforcement and Physical Security (DLEPS) 
to integrate physical security requirements into plans and orders where 
applicable. 

iv. In coordination with the DLEPS and the Director of Resource 
Management (DRM), provide appropriate resources to fund physical 
security projects for physical security equipment and maintenance of 
existing contracts. 

c. Director of Resource Management (DRM) will: 

i. Request and manage all Antiterrorism/Force Protection and Physical 
Security funds. 

ii. Ensure the DSTO is informed concerning the disposition of all security 
related budgeting funds and maintenance contracts. 

d. Director of Law Enforcement and Physical Security (DLEPS) will: 

i. Serve as Installation Physical Security Officer. 

ii. Establish, implement, and manage the installation Physical Security 
Program. 

iii. Develop and implement the installation Physical Security Plan. 

iv. Develop criteria for the request, purchasing, and implementation of 
physical security equipment and measures on the installation. 

v. Identify and manage physical security equipment requirements and 
programs. 

vi. Advise and assist commanders in planning and implementing agency and 
tenant physical security plans, programs, and measures. 

vii. Advise the DSTO and IC on all physical security matters impacting the 
mission of Ft. Bravo. Advise the DSTO and Installation Commander of 
the following physical security programs: Installation asset protective 
measures, facility security, training, circulation control-exit/entry of 
personnel and vehicles onto/off the installation and its security areas. 
Installation barrier plans and clear zones, security lighting, IDSs, Access 
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Control Systems (ACSs), Video Surveillance Systems (VSSs), and crime 
prevention programs.  

viii. Manage the DLEPS physical security office organized to evaluate, 
implement, and exercise installation physical security plans. 

ix. Oversee physical security inspections, oversight, and surveys on mission 
essential vulnerable areas and facilities. 

x. Oversee implementation of the installation physical security budget, to 
include market analysis, purchasing, implementing, and maintenance of 
contracts. 

xi. Provide guidance to agency and tenant unit commanders by conducting 
Staff Assist Visits (SAV) and risk management analysis. 

xii. Manage the equip contract guard force personnel.  

e. Installation Physical Security Manager will: 

i. Manage the Installation Physical Security program for the DLEPS. 

ii. Coordinate and facilitate the Physical Security Council and Force 
Protection Council. 

iii. Coordinate physical security plans with agency and tenant unit security 
managers.  

iv. Conduct annual physical security inspections and risk management 
analysis of all security programs and assets. Complete report and 
coordinate responses with the DLEPS and agency and tenant unit security 
managers. 

v. Author and maintain the physical security plan (PSP). 

vi. Represent the DLEPS on the Threat Working Group. Update physical 
security plan and coordinate changes with the DLEPS. 

vii. Coordinate physical security measures, to include barrier plans during 
increased FPCONs. 

viii. Coordinate with the Director of Public Works (DPW) and contractors to 
install and maintain physical security equipment such as: IDS, VSS, ACS, 
barrier systems and other equipment associated with physical security. 
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ix. Conduct agency and unit security manager training; maintain a list of 
current security managers. 

f. Director of Public Works (DPW, includes Installation Civil Engineering Office) 
will: 

i. Attend Force Protection and Physical Security Councils. 

ii. Establish guidance for the design, maintenance, and repair of all physical 
security equipment, specifically, IDS, ACS, and VSS. 

iii. Ensure operation and maintenance funds are programmed to support the 
IDS program, designed by the Physical Security Officer, in coordination 
with the DPW, Director of Resource Management (DRM), and Director of 
Information Management. 

iv. Review IDS contractor maintenance documentation for technical 
adequacy. 

v. Furnish the Physical Security Officer with an annual IDS maintenance 
schedule. 

vi. Provide for the formal training and certification of personnel participating 
in the maintenance and repair of the IDS. 

vii. Provide a technically qualified engineer on the IDS to conduct site surveys 
with the Physical Security Manager for all new IDS requests. 

viii. Ensure IDS projects are not approved or installed without the coordination 
and approval of the Physical Security Officer. 

ix. Provide technical assistance on IDS related issues. 

x. Provide resources in support of barrier plan implementation and 
movement of static barriers during increased FPCONs. 

xi. Coordinate all proposals for new construction projects with the DLEPS. 

xii. Support installation agency and tenant units in maintaining physical 
security measures, such as, clear zones, fencing, lighting, power, and 
barrier materials. 

xiii. Maintain personnel certified as GSA Approved Safe and Vault 
Technicians. 

g. Director of Cyber Security (DCS) will: 
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i. Provide and maintain dedicated telephone lines and equipment, protected 
lines for IDS data transmission, automated information systems, networks, 
and computer lines (secure and unsecure). 

ii. Design the transmission subsystem to provide the maximum possible 
physical security of the equipment. 

iii. Upon receipt of overall IDS, computer, phone, and network design, plan 
and program the supporting transmission system in coordination with 
DPW and the DLEPS. 

iv. Conduct IDS surveys with the DLEPS and DPW. 

v. Attend Force Protection and Physical Security Councils. 

h. Installation Agency and Tenant Unit Directors will: 

i. Appoint a Security Manager in writing to coordinate all security issues for 
the organization and communicate requirements to the DLEPS. Maintain 
current physical security plans unique to the agency or tenant unit. Plans 
must be approved by the DLEPS and support the overall installation PSP. 

ii. Attend Force Protection and Physical Security Council meetings. 

iii. Identify physical security requirements and initiate requests through the 
DLEPS to DPW for survey and approval. 

iv. Ensure qualified maintenance personnel listed on the access roster 
provided by DCS and DPW are authorized to access systems. 

v. Develop and maintain agency and tenant unit physical security plans in 
conjunction with the physical security plan. Conduct Random 
Antiterrorism Measures as directed, implement barrier and access control 
plans in accordance with (IAW) this PSP and local antiterrorism (AT) 
plans. 

vi. Identify Critical Information Lists, critical assets, restricted areas, and 
prepare written requests through the DLEPS to the IC for approval. 
Coordination of resources will be addressed at the Physical Security 
Council meetings. 

vii. Ensure restricted area (signage, clear zones, fencing) physical security 
equipment is maintained in working order and DPW is notified 
immediately when work orders are required.  
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i. Antiterrorism Officer (ATO) will: 

i. Manage the installation or facility AT program. 

ii. Forward a copy of defensive measures used to reduce the vulnerability of 
individuals and property to terrorist attacks to the DLEPS and the 
Installation Commander. 

iii. Coordinate physical security measure/security-in-depth plans with the 
DLEPS and Physical Security Manager. Ensure installation AT Plans and 
this PSP is cooperative and combines requirements for force protection 
and physical security. 

3. Policies 

a. Area Security. Ft. Bravo is a controlled access Installation. Security of the 
installation is accomplished through implementation of the PSP in concert with 
other installation security plans (AT Plan, OPSEC Plan, etc.). Security Forces 
(Government employee - Law Enforcement and Security personnel), contract 
guards, and organization/tenant security program managers will execute the 
security plans based on the security operating environment and FPCON based on 
the direction of the IC. Area security will be conducted based on the installation 
PSP through the categorized listing of installation MEVAs. Installation agency 
and tenant unit commanders will coordinate and obtain approval to establish other 
restricted or controlled areas through the DLEPS to the IC. All Restricted Areas 
and MEVAs will be designated in writing and approved by the IC. Once 
approved, these areas will be identified in this PSP by prioritized category of level 
of security. 

b. Category I. This security category is assigned to installation assets for which the 
loss, theft, destruction, misuse, or compromise would result in great harm to the 
strategic capability of the United States. The level of security for these assets must 
result in the greatest possible deterrence to hostile acts. Defensive measures will 
ensure a significant probability to detect and defeat a hostile force before it is able 
to seize, damage, or destroy resources. 

CATEGORY I Assets BLDG # PROTECTION 

Vault/Sensitive Compartmented 
Information Facility (SCIF) 

1 IDS/Access Control 

VSS (Exterior entry) 
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CATEGORY I Assets BLDG # PROTECTION 

Installation Headquarters and 
Emergency Operations Center 
(EOC) 

3 24-hour security 

VSS 

Giant Voice/Hotline  

Nuclear Storage Area X Int/Ext Light, 
Fencing, IDS, 
Response Force, 
VSS 

 

c. Category II. This security category is assigned to assets for which loss, theft, 
destruction, misuse, or compromise would cause significant harm to the 
warfighting capability of the United States. The level of security for these assets 
must result in significant deterrence against hostile acts. Defensive measures will 
ensure a significant probability to detect and defeat a hostile force before it is able 
to seize, damage, or destroy resources. 

CATEGORY II Assets BLDG # PROTECTION 

Installation Special Security Office 
(SSO) 

191 IDS/Access Control 

Communication Security 
(COMSEC) vault 

191 IDS/Access Control 

COMSEC Repair Vault 22 IDS/Access Control 

Director of Law Enforcement and 
Physical Security office and 
Primary Security Forces Control 
Center (SFCC) 

212 VSS and primary 
monitoring station 
(redundant 
connection to EOC 
and Alt SFCC) 

Enhanced 911 
(e911)/Hotline 
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CATEGORY II Assets BLDG # PROTECTION 

Alternate EOC and SFCC 

(The Alt. EOC and SFCC are 
considered Cat II Assets, unless 
activated to a primary role. When 
acting as the primary, these 
facilities become Cat I Assets)  

59 24-hour security 
(when activated) 

VSS (alternate 
monitoring station) 

e911/Giant 
Voice/Hotline 

 

d. Category III. This security category is assigned to installation assets for which 
the loss, theft, destruction, misuse, or compromise would cause harm to the 
warfighting capability of the United States. The level of security for these assets 
must result in a reasonable degree of deterrence against hostile acts. Defensive 
measures must be able to delay a hostile force and limit damage to resources.  

CATEGORY III Assets BLDG # PROTECTION 

Data Processing Center 23 IDS/Access Control 

Communications Center 22 IDS/Access Control 

Conventional Arms, 
Ammunition, and Explosives 
Storage Area 

(Above Ground Bunkers (AGB)) 

 

AGB 

 

A-I 

70 

IDS/Access Control 

Fencing/Gates/Lighting 

24-hour security 

 

e. Category IV. This security category is assigned to installation assets that are 
considered mission support and do not fall into the categories previously 
addressed. Their loss, theft, destruction, misuse, or compromise would adversely 
affect the operational capability of the installation. These assets are designated as 
Controlled Areas with owner/user personnel primarily responsible for security, 
unless otherwise documented in the PSP, or through written agreements. This 
level of security must reduce the opportunity for theft of, or damage to, assets. 



CUI 
“Classification Markings for Training Only” 

CUI 
“Classification Markings for Training Only” 

Page 12 of 48 

CATEGORY IV Assets 
BLDG 

# 
PROTECTION 

Installation Armory 

(Manned 24-7) 

24 IDS/VSS/Lighting 

Access Control 

Bulk Petroleum, Oil, and Lubricants 
(POL) Storage Area 

47 – 50  Fencing/Lighting 

Installation Motor Pool Operations 41 Lighting  

Community Hospital, e911 Dial 
Center, and Hospital Heli-pad 

7 VSS/Access Control 

24-hour security 

MWD Kennels/Veterinary Clinic 
Controlled substances storage 

601 IDS/Access Control 

DLEPS Criminal Investigations 
Branch 

2514 IDS/VSS (Internal) 

Warehouse Storage Area (under 
construction)  

 Fencing/Gate 

24-hour contract 
guards 

Perimeter Boundary (legal 
demarcation line) 

 Fencing, lighting, 
signage, and Access 
Control 

4. Base / Facility Security Characteristics: 

a. Visitor’s Center: The visitor’s center is located adjacent to Gate #1 and outside 
of the interior perimeter of the base. The facility is manned and open for customer 
service 24/7. The facility will prominently display Force Protection Condition 
(FPCON) signs for Fort Bravo. 

i. Base Entry/Access (Gate #1): Gate #1 is manned 24/7 with armed 
Government/contractor security force/guard. The entry/access avenue of 
approach (Bravo Road) shall utilize appropriate barrier(s), active/passive, 
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to maintain traffic control and mitigate vehicle threats. The entrance shall 
employ site security lighting to enhance and supplement physical security 
measures/countermeasures. Sufficient video surveillance systems (VSS) 
are present to view both entering and exiting directions on both sides of 
the gate. The gate entrance will prominently display base warning signs, 
Force Protection Condition (FPCON) signs, and entry/access control 
restrictions. Refer to ANNEX B. 

b. Administrative Area: The Fort Bravo administration building is a controlled area 
manned by armed Government/contractor security forces. It is open for customer 
service Monday-Friday between the hours of 0800-1700. Perimeter lighting is 
present and arranged in a manner that implements the site lighting technique, 
“continuous lighting.” All lights shall be operational and in good condition. 
Security-in-depth shall be employed using VSS cameras, physical barriers, such 
as decorative concrete planters and various lighting techniques at a minimum. The 
security forces enforce visitor and escort entry access control and key control 
measures, such as visitor check-in or tracking visitors using a sign-in log (i.e., AF 
Form 1109). Refer to ANNEX C. 

c. General Office: The area contains three GSA-approved security containers for 
the storage of information up to the SECRET classification level. All security 
containers must: 

i. Be secured by a lock that complies with FF-L-2740 

ii. Display a GSA-approved security container label 

iii. Track openings and closings using SF-702 (Security Container Check 
Sheet) 

iv. Be inspected at the end of each business day and recorded on the SF-701 
(Activity Security Checklist) 

v. Be secured at all times when not under the direct control of cleared 
personnel 

vi. Classified materials are protected according to their classification level. 
This is an open storage area. Badges must be prominently displayed at all 
times and visitors escorted in accordance with installation policy. 

d. Arms Room: Located in building 1 and authorized to store small quantities of 
Security Risk Category (SRC) III and IV arms. The arms room must either be 
under constant surveillance or protected by an intrusion detection system (IDS) 
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with a 24-hour security force that has a response time no longer than 15 minutes 
should the IDS become inoperable. Required security measures: 

i. Continuous lighting, monitoring, and response as required and protected 
by a tamper-proof cover. 

ii. The armory door must:  

iii. Be secured by a high security padlock with hasp (i.e., Sargent & Greenleaf 
(S&G) model 951) 

iv. Display Restricted Area and IDS warning signs 

v. Display an SRC sign affixed to the wall beside the door 

vi. Have an emergency egress mechanism 

vii. Remain in the same original manufactured condition without alterations 

viii. Acceptable doors include any of the following:  

1. GSA-approved Class 5 armory vault door 

2. Solid hardwood or laminated wood of at least 1 ¾-inch thickness 
with a 12-gauge steel plate on the outside face 

3. Standard 1 ¾-inch thick, hollow metal, industrial-type construction 
with a minimum 14-gauge skin plate, internally reinforced with 
continuous vertical steel stiffeners spaced 6 inches on center 

ix. An access control roster available, completed with initials and dates and 
protected from public view. 

x. Keys to structures housing SRC III or IV materials are stored in a 12-
gauge steel lockbox; keys to structures housing SRC I or II materials are 
stored in a GSA-approved Class 5 container. 

xi. Arms racks must: 

1. Be bolted to the floor or wall if under 500 pounds with weapons 

2. Be secured using either heavy-duty hardened steel or welded 
straight-link galvanized steel 5/16-inch thick chain with authorized 
locks 

3. Have locking bars that are attached with welded or opened hinges 
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e. Vault: Located in building 1 and is open storage-authorized to store classified 
materials up to the TOP SECRET classification level. The access control 
measures used at Fort Bravo include the security personnel escorting visitors and 
completing a sign-in log (i.e., AF Form 1109). 

i. The vault door must: 

1. Be secured by a lock that complies with FF-L-2740 

2. Display a GSA-approved door label 

3. Have an emergency egress mechanism 

4. Remain in the same original manufactured condition (i.e., 
battleship gray color) without alterations 

ii. The vault must be constructed out of reinforced concrete on all sides, from 
true floor to true ceiling. 

iii. Track openings and closings using SF-702. 

iv. The vault is inspected at the end of each business day and recorded on the 
SF-701. 

v. An authorized access list is available, up-to-date, and protected from 
public view. 

vi. Sufficient supplemental protection measures are implemented according to 
the requirements for the level of classified material housed in the vault. 
The supplemental protection measures used at Fort Bravo include: 

1. Guard personnel present during duty hours 

2. An IDS with a 5-minute response when unoccupied 

vii. A Protected Distribution System (PDS) runs from the Communication 
Closet through an unclassified area (break room) to the vault area. Refer to 
the Committee on National Security Systems Instruction (CNSSI) Number 
7003, Protected Distribution System (PDS) for additional information. 

f. Warehouse Area: Under construction. Local security measures will be 
implemented post construction.  

g. Petroleum, Oils, and Lubricants (POL) Area: The POL area is designated as a 
controlled area. The perimeter is secured with a standard DOD chain link fence 
with (6ft, 9-gauge steel wire, 2-inch diameter diamond mesh), and “Y” outriggers. 
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The vehicle gate is secured using padlocks compliant with DOD Lock Program 
guidance; and, if necessary, an equivalent chain of Type 1, Grade C, Class 4, NSN 
4010-00-149-5583. The pedestrian turnstile utilizes a personal identification 
number (PIN) assigned by the POL Non-Commissioned Officer in Charge 
(NCOIC). Personal Owned Vehicles (POVs) are not authorized inside the POL 
compound. 

h. Airfield: The airfield, runway, and surroundings are designated as controlled 
areas. Vehicle and pedestrian gates to the area, except emergency response access 
points, are secured using padlocks compliant with DOD Lock Program guidance 
and, if necessary, an equivalent chain of Type 1, Grade C, Class 4, NSN 4010-00-
149- 5583. POVs are not authorized in this area. Emergency response access 
points are closely monitored utilizing area VSS. 

i. AA&E Area: This area is designated a Restricted Area and is secured with a 
perimeter standard DOD chain link fencing in accordance with (IAW) DODM 
5100.76 (6ft, 9-gauge steel wire, 2-inch diameter diamond mesh) with an 
outrigger that faces outward from the asset. Welded crisscrossed bars will secure 
the entrance to any drainage pipe or other man-passable opening (opening 
exceeding 96 square inches or six inches in any dimension). An access control 
roster is available, up-to-date, and protected from public view. 

i. The perimeter shall display Restricted Area signs in the center of all entry 
point gates (both sides), every corner (both sides) in the fencing, and at 
intervals not exceeding 100ft. Signs shall be legible and in good condition. 
The perimeter shall have an interior clear zone of 30ft and an exterior 
clear zone of 12ft. A waiver has been granted to allow the shallow gully 
and its surrounding railing within the clear zone along the right-hand side 
of the perimeter fence. 

ii. Perimeter controlled continuous lighting and redundant systems shall 
comply with DODM 5100.76. All lights shall be operational and in good 
condition. 

iii. Bunkers shall be illuminated by continuous site lighting directly above the 
bunker door, protected by a tamper-proof cover. Bunker doors are secured 
by a high security padlock with hasp (i.e., S&G model 951). Bunker doors 
must display an IDS Warning sign on the exterior of the door and a SRC 
sign affixed to the wall of the bunker beside the door. 

iv. POVs are prohibited in the AA&E area. Refer to ANNEX D. 
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j. Nuclear Storage Area: This area is designated a restricted area. It is secured with 
double, inner and outer, perimeter-enhanced DOD chain link fencing. The fence is 
a minimum of 7 feet tall, 9-gauge steel wire with 2-inch diameter diamond mesh 
utilizing a 15 inch “Y” outrigger. The inner and outer fences can be no less than 
30 feet from the building or objects it protects. A clear zone of no less than 30 feet 
but no more than 150 feet shall be established between the inner and outer 
perimeter fence. Objects or vegetation that obstruct security force observations or 
facilitate concealment of intruders shall be removed. Fences shall be no more than 
2 inches from the ground and anchored in such a way the fence cannot be lifted to 
create an opening of greater than 5 inches. 

i. A waiver has been granted to allow the presence of the Site Security 
Control Center, which houses the response force and vehicles within the 
interior clear zone of the area. 

ii. Perimeter Restricted Area signs with the notice “Use of Deadly Force 
Authorized” are posted in the center of all entry point gates (and both 
sides), in every corner of the fencing (both sides), and at intervals not 
exceeding 100 feet. Signs shall be legible and in good condition. 

iii. Perimeter controlled continuous lighting with independent redundant 
systems are required. All lights shall be operational and in good condition. 
There shall be emergency back-up lighting elements with instant re-strike 
capability in place. 

iv. POVs are prohibited. Personnel entry/access is restricted to 
military/Government/contractor Common Access Card (CAC) holders 
assigned to the nuclear storage area and identified in writing by the IC. An 
access control roster is available, up-to-date, and protected from public 
view. The “continual barrier concept” shall be employed at all entry 
points, and a final denial system shall be in place. A strict badge exchange 
process shall be in place for all personnel entering and exiting the nuclear 
storage area. 

v. Base Perimeter: This perimeter is protected by a legal boundary utilizing a 
standard DOD chain link fence with (7ft, 9-gauge steel wire, 2-inch 
diameter diamond mesh) and outriggers facing the exterior of the 
installation. The perimeter shall display base warning signs at intervals not 
exceeding 100 feet. The signs shall be legible, in good condition, and 
reference the governing regulation. 

5. Access Control Measures 
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a. Control measures. The IC has established circulation controls for the installation 
based on the assets contained on the installation and the vicinity of those assets to 
populated areas. Agency and Tenant Unit Directors/Commanders will establish 
internal controls within the areas of control based on the installation PSP, AT 
Plans, and Standard Operating Procedure (SOP) guidance. Circulation control of 
personnel and vehicles in and around those areas will be monitored and controlled 
by random antiterrorism measures (RAMs) and periodic security checks directed 
by the DSTO and DLEPS through the installation Commander. 

i. All agency and tenant unit circulation control plans will be coordinated 
with the DLEPS through the ATO and Physical Security Manager. These 
plans will be exercised annually and adjustments made accordingly based 
on changing assets, threats, and vulnerabilities. 

b. Personnel access. 

i. Personnel access is manned by installation Security Forces, or Contract 
Security Guards, and control measures are imposed on movement of 
personnel and material entering or exiting the installation based on the 
current FPCON, RAMs, or directed security checks. Base access is limited 
to valid military/Government/contractor CAC holders and valid retired or 
family member identifications (IDs). All others must report to the Visitors 
Center for sponsorship, identification, verification with an approved photo 
identification card, and visitor badge production. 

1. Specific Badge and Identification: 

a. Nuclear Storage Area: This area is a Restricted Area and 
requires a valid military/Government/contractor ID and 
written authorization by the IC. 

b. Base/Facility Entrance: 

i. Security force/guards: Refer to ANNEX B 

ii. Visitor/escort badges: Refer to ANNEX B, C, and D 

iii. Key control: Refer to ANNEX D and E 

c. Vehicle control: 

i. Military/Government: The vehicle operator must 
have a valid military/Government/contractor CAC. 
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ii. Civilian: POVs are authorized access to the 
installation. The vehicle operator must have a valid 
driver’s license and a CAC or the occupant/sponsor 
must have a CAC. 

6. Physical Security Measures 

a. Protective Barriers 

i. Facilities on the installation are provided with perimeter barriers of 
various construction and materials. These barriers will be installed in 
accordance with the installation barrier plan. The barriers are used to 
define the legal demarcation of the installation perimeter and designated 
Restricted and Controlled areas. Barriers are also used to implement the 
Antiterrorism measures and during special security circumstances. 

b. Fencing 

i. Installation Perimeter. There is a six (6) foot high chain link fence with a 
2-inch diamond mesh pattern and a 3-strand barbed-wire outward-facing 
top guard that is located on the perimeter of the entire installation. The 
chain link material is composed of 9-gauge galvanized steel. The bottom 
of the fence material reaches within 1-1/2 inches of solid packed earth. A 
steel reinforcing cable runs along the bottom of the fence material and 
another similar cable runs along the top of the fencing material. 

ii. Warehouse Storage Area. There is a six (6) foot high chain link fence with 
a 2-inch diamond mesh pattern with no top guard surrounding the 
warehouse area. The chain link material is composed of 9-gauge 
galvanized steel. The bottom of the fence material reaches within 1-1/2 
inches of a concrete sill. A steel reinforcing cable runs along the bottom of 
the fence material and another similar cable runs along the top of the 
fencing material. 

iii. Conventional AA&E Storage Area. There is a six (6) foot high chain link 
fence with a 2-inch diamond mesh pattern and a 3-strand barbed-wire 
outward-facing top guard surrounding the conventional ammunition 
storage area. The chain link material is composed of 9-gauge galvanized 
steel. The bottom of the fence material reaches within 1-1/2 inches of a 
concrete sill. A steel reinforcing cable runs along the bottom of the fence 
material and another similar cable runs along the top of the fencing 
material. 
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iv. POL Storage Area. There is a six (6) foot high chain link fence with a 2-
inch diamond mesh pattern with no top guard surrounding the POL area. 
The chain link material is composed of 9-gauge galvanized steel. The 
bottom of the fence material reaches within 1-1/2 inches of solid packed 
earth. A steel reinforcing cable runs along the bottom of the fence material 
and another similar cable runs along the top of the fencing material. 

v. Nuclear Storage Area. There are two chain link fences 30 feet apart, each 
seven (7) feet high with a 2-inch diamond mesh pattern and a 3-strand 
barbed-wire “Y” outrigger surrounding the Nuclear Storage Area. The 
chain link material is composed of 9-gauge galvanized steel. The bottom 
of the fence material reaches within 1-1/2 inches of a concrete sill. A steel 
reinforcing cable runs along the bottom of the fence material and another 
similar cable runs along the top of the fencing material. 

c. Clear zones 

i. Clear zones of varying widths are maintained in conjunction with other 
physical security measures, such as fences, barriers, etc. Installation clear 
zones will be utilized to create an area of detection for specific restricted 
areas on the installation. 

ii. Clear zones are maintained on both sides of barrier systems to create a 
clear line of sight for Security Forces and employees in detecting the 
approach and attempted penetration of the barriers. Unless specific 
guidance is contained in other directives, the width of clear zones will 
conform to governing regulations when existing natural and man-made 
features permit. When feasible, clear zones are also maintained on the 
exterior of any building/structure used for storage of sensitive items, as 
well as other buildings considered particularly vulnerable to terrorist or 
criminal threats. When this is not feasible warning signs will be posted not 
less than 100 feet from the perimeter line based on terrain and visibility 
from approaches. 

iii. Clear zones will be kept clear of obstructions, such as bushes, weeds, 
debris, or other material capable of offering concealment or assistance to 
an intruder attempting to breach the barrier(s). DPW will respond to and 
maintain physical barriers on the installation. A standard work request will 
be submitted when requesting DPW support. 

d. Signs 
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i. Warning signs will be located and posted IAW this plan. 

ii. Installation signage (verbiage and placement): 

1. Perimeter: “WARNING DEPARTMENT OF DEFENSE 
INSTALLATION. IT IS UNLAWFUL TO ENTER THIS 
INSTALLATION WITHOUT THE WRITTEN PERMISSION OF 
THE INSTALLATION COMMANDER. AUTHORITY: Internal 
Security Act of 1950, 50 U.S.C. 797. PUNISHMENT: Up to one 
year imprisonment and a $10,000 fine.” Perimeter warning signs 
will be placed 100 feet apart beginning at 25 feet from any 
perimeter access point or breach and at each corner where the 
fence makes at least a 90-degree angle of turn. Perimeter signs will 
also be placed on each entry point gate and on each side of an entry 
point that breaches the perimeter, no further than 25 feet from the 
entrance point. Signs will be posted at least 5 feet above the 
bottom of the fence fabric or where it is most visible on approach. 

2. Restricted Areas: “WARNING RESTRICTED AREA IT IS 
UNLAWFUL TO ENTER THIS AREA WITHOUT PERMISSION 
FROM THE INSTALLATION COMMANDER”. Section 21, 
Internal Security Act of 1950, 50 U.S.C. 797. While on this 
Installation, all personnel and property under their control are 
subject to search. “USE OF DEADLY FORCE AUTHORIZED”. 
Restricted Area warning signs will be placed 50 feet apart 
beginning at 25 feet from any perimeter access point or breach and 
at each corner where the fence makes at least a 90-degree angle of 
turn. Warning signs will also be placed on each entry point gate 
and on each side of an entry point that breaches the perimeter, no 
further than 25 feet from the entrance point. Signs will be posted at 
least 5 feet above the bottom of the fence fabric or where it is most 
visible on approach. 

3. Controlled Areas: “WARNING CONTROLLED AREA IT IS 
UNLAWFUL TO ENTER THIS AREA WITHOUT PERMISSION 
FROM THE INSTALLATION COMMANDER. Section 21, 
Internal Security Act of 1950, 50 U.S.C. 797. While on this 
Installation, all personnel and property under their control are 
subject to search.” Controlled Area warning signs will be placed 50 
feet apart beginning at 25 feet from any perimeter access point or 
breach and at each corner where the fence makes at least a 90-
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degree angle of turn. Warning signs will also be placed on each 
entry point gate and on each side of an entry point that breaches 
the perimeter, no further than 25 feet from the entrance point. 
Signs will be posted at least 5 feet above the bottom of the fence 
fabric or where it is most visible on approach.  

4. SCIF warning: Signs will be posted on the exterior entry door 6 
feet from the door footing and will include the statement “NO 
ELECTRONIC DEVICES PERMITTED BEYOND THIS 
POINT.” 

e. Installation Gates 

i. Ordinarily gates at Ft. Bravo will be manned. Elevated FPCON Levels 
will dictate security requirements for installation access points.  

ii. All gates will meet standards established in UFC 4-022-01. 

iii. All gates (when closed) will be secured with appropriate locking devices 
IAW governing regulations. 

iv. Keys for boundary gates will be maintained by the Director of Law 
Enforcement and Physical Security.  

v. Gate post orders: 

1. Gate 1. Operational 24-hours a day. Manned by two (2) security 
forces members at all times. During the hours from 0600-0900 and 
1500-1800, Monday through Friday, excluding holidays, a third 
security forces member will assist the other two. All personnel 
entering the installation through Gate #1 in a vehicle or walking 
must show proper identification. This gate is used for commercial 
truck traffic. (Note: Currently, searches are done in a pull off area 
immediately inside the gate once bills of lading and driver 
identification are checked by two contract security guards from 
0600-1800, Monday through Friday and 0600-1600, Saturday.) 

2. The Director of Law Enforcement and Physical Security may 
amend this requirement at various times and will notify the 
security force. Section b of the Access Control Measures above 
lists and illustrates proper identification. Personnel who do not 
possess the proper identification will be directed to the Visitor's 
Gatehouse for proper registration and processing. 
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f. Security Lighting Standards 

i. General. Lighting surveys of all parts of the installation will be conducted 
on an annual basis by the DLEPS/Physical Security Manager; will submit 
a report and recommendations to the DSTO for requirements. 

ii. Perimeter. Presently, there are no security lights along the perimeter of 
the installation, except for those at the gates. Plans have been formulated 
to install metal halide lighting along the entire perimeter of the 
installation. Stand-by lighting is available through DPW for situational 
use. All installation perimeter entry control points have a security lighting 
package of continuous flood, point, and area lights in the immediate 
vicinity of the gate house. All gates have a security lighting package IAW 
UFC standards and have a generator facility at each gate for emergency 
backup power. 

iii. Nuclear Storage Area. The perimeter has ballpark lighting standards 
every 100 feet and each facility in the area has a security lighting package 
of flood, point, and area lights. All of the storage area’s perimeter lights 
are metal halide. There is a secure generator facility containing an 
uninterrupted power source for emergency outages that provides 
continuous back-up power, to include lighting (i.e., when the primary 
installation power source is interrupted). This emergency power source is 
directly wired to the area’s security lighting configuration and must 
provide an instant restrike capability. The entry control point has a security 
lighting package of continuous flood, point, and area lights in the 
immediate vicinity of the gate house. 

iv. Chemical Storage Area. The perimeter has ballpark lighting standards 
every 100 feet and each facility in the area has a security lighting package 
of flood, point, and area lights. All of the storage area’s perimeter lights 
are metal halide. There is a secure generator facility containing an 
uninterrupted power source for emergency outages that provides 
continuous back-up power, to include lighting (i.e., when the primary 
installation power source is interrupted). This emergency power source is 
directly wired to the area’s security lighting configuration. The entry 
control point has a security lighting package of continuous flood, point, 
and area lights in the immediate vicinity of the gate house. 

v. Conventional AA&E Storage Area. The perimeter has ballpark lighting 
standards every 100 feet, and each AGB containing Security Risk 
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Category II AA&E has a security lighting package of flood, point, and 
area lights. All of the storage area’s perimeter lights are metal halide. 
There is a secure generator facility containing an uninterrupted power 
source for emergency outages that provides continuous back-up power, to 
include lighting (i.e., when the primary power source is interrupted). This 
emergency power source is directly wired to the area’s security lighting 
configuration. The entry control point has a security lighting package of 
continuous flood, point, and area lights in the immediate vicinity of the 
gate house. 
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• Under Secretary of Defense, Acquisition, Technology and Logistics Memorandum, 
“Department of Defense Unified Facilities Criteria,” dated May 29, 2002 

• Military Standard-3007G, “Standard Practice for Unified Facilities Criteria and Unified 
Facilities Guide Specification,” November 1, 2019 

• Federal Information Processing Standards (FIPS) 201-3, “Personal Identity Verification 
(PIV) of Federal Employees and Contractors,” January 1, 2022. 

• Homeland Security Presidential Directive-12 (HSPD-12), “Policy for a Common 
Identification Standard for Federal Employees and Contractors,” August 27, 2004 

• DOD Instruction 1000.25, “DOD Personnel Identity Protection (PIP) Program,” March 2, 
2016. 

• DTR 4500.9R-Part II, “Defense Transportation Regulation, Cargo Movement” May, 
2014, Change, August 14, 2025. 

• DOD Instruction 3020.45, “Mission Assurance Construct,” August 14, 2018, Change 1, 
May 2, 2022. 

• Title 21, Code of Federal Regulation, Parts 1301.71 through 1301.76 
• Public Law 91-513, “Comprehensive Drug Abuse Prevention and Control Act of 1970” 
• DLA Joint Regulation 4145.11, “Storage and Handling of Hazardous Materials,” March 
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ANNEX B: INSTALLATION THREAT STATEMENT 
Map Reference: MSR35RXXXXXXXX 

Copy No.___________ 
Ft. Bravo 
Linthicum, Maryland   21090 
Date of Issue 31 Dec XX 

 

B-1. PURPOSE: The installation threat statement is to alert the IC, Antiterrorism Officer (ATO), 
Physical Security Manager, and Security Forces to the current climate. This is a living document 
and is updated as needed. 

B-2. EXECUTIVE SUMMARY: 

A. Terrorist: As of 1 October 20XX, the Defense Intelligence Agency (DIA) established 
the terrorist threat level in the U.S. as SIGNIFICANT. The Fedayeen United 
Followers Organization (FUFO) poses the greatest potential transnational threat to the 
U.S. alone and through its relationship with indigenous Islamic terrorist groups. 

As of 15 July 20XX, there is no available information indicating a terrorist threat 
against personnel or facilities at Fort Bravo; however, the threat level is 
SIGNIFICANT. 

B. Criminal Threat: As of 10 July 20XX, the Federal Bureau of Investigation (FBI) 
assessed crime rates in the Fort Bravo area to be LOW. Street crime is common and 
usually involves petty theft, fraud, and simple assaults. Violent crime is sporadic. 
Current off-limit areas include “The Dugout Bar and Grill,” a local establishment 
accused of mistreating DOD personnel. 

C. Civil Disturbance: As of 10 July 20XX, the FBI assessed the local civil disturbance 
threat to be LOW. There is no indication of planned demonstrations or civil 
disobedience. Demonstrations in the past have been small and have occurred in the 
general vicinity of the main gate (Gate #1). The majority of local protest groups are 
political in nature. Their demonstrations are generally peaceful and not necessarily 
anti-U.S. 
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ANNEX C: ADMINISTRATION BUILDING (BLDG 1): SECURITY FORCE 
SOP 

Map Reference: MSR35RXXXXXXXX 
Copy No.___________ 
Ft. Bravo 
Linthicum, Maryland   21090 
Date of Issue 31 Dec XX 

 

C-1. PURPOSE: The purpose of this SOP is to establish procedures for armed security forces at 
BLDG 1. 

C-2. GENERAL: 

A. This SOP will ensure efficient implementation of all policies set forth in this plan. 

C-3. RESPONSIBILITIES: 

A. Government or contractor security forces are appointed, at BLDG 1, VCC by the 
Security Force shift supervisor on a rotational basis to meet installation operational 
and contingency conditions. The security forces will ensure a safe and secure working 
environment. 

B. The security forces are concerned with the following: 

a. Entry/access procedures are complied with by all personnel. 

b. RAMs are quickly and efficiently employed when directed. 

c. ESS, to include IDS, VSS, active and passive barriers, emergency alarms, and 
other identified systems are operational. 

d. Crime and loss prevention policies are enforced. 

e. The use of deadly force is in compliance with applicable base policy and legal 
authority. 

C-4. DUTIES: 

A. BLDG 1 security forces will conduct the following duties and others as assigned: 

B. Entry/Access Control 

a. Check for valid military/Government/contractor CAC holders and valid retired or 
family member IDs. 
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b. Ensure all visitors report to the Visitors Control Center (VCC) for sponsorship 
and ID verification with a photo. A temporary visitor badge will be issued. All 
visitors will require a sponsor and both will sign in and out of the facility. 

C. Protective Measures 

a. Ensure protective barriers (active/passive) are utilized to control traffic and 
mitigate hostile actions IAW FPCON and RAM is established. 

D. ESS 

a. Emergency and duress alarms are armed. 

b. VSS systems, including monitors, are operational and unobstructed. VSS must 
view and record all personnel entering the facility from the front access point. 

c. VSSs are compliant with security lighting covering all entry/exit points and the 
exterior of the building. 

E. Security Lighting 

a. Continuous lighting is operational and covers all entry/exit points. The lighting 
shall provide overlapping cones of light surrounding the exterior of the building. 

b. Emergency lighting is accessible, operational, and tested. 

F. Signage 

a. The Controlled Area sign is in good condition and unobstructed. 

b. FPCON signs are current and unobstructed. 

c. Entry/access requirements are clearly visible. They are placed at the main 
entry/exit point and foyer adjacent to the security desk. 

G. Ensure security forces are in proper uniform and issued equipment in compliance 
with policy. They will present a professional appearance. 

H. Maintain control of the assigned post and all surrounding areas. 
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ANNEX D: ARMS, AMMUNITION, & EQUIPMENT SOP 
Map Reference: MSR35RXXXXXXXX 

Copy No.___________ 
Ft. Bravo 
Linthicum, Maryland   21090 
Date of Issue 31 Dec XX 

 

D-1. PURPOSE: The purpose of this SOP is to establish responsibilities and procedures for 
AA&E. 

D-2. RESPONSIBILITIES: 

A. Commander/Supervisor of AA&E 

a. Responsible for notifying the facility manager that the combination to the arms 
vault needs to be changed: 

i. Annually 

ii. Upon change of custodian 

iii. When compromised 

iv. First put into service 

b. Ensures all inventories of AA&E are conducted IAW DODM 5100.76. 

c. Ensures monthly IDS tests are conducted, documented, and maintained for one 
year. 

d. Ensures arms vault construction statement is posted in the arms room. 

e. Ensures current access rosters (unaccompanied/unescorted) are posted inside the 
arms room. 

f. Immediately reports all loss of AA&E to the Security Force Commander. 

B. Facility Manager 

a. Acts for the Commander in his/her absence. 

b. Ensures the arms room and other AA&E storage areas have RESTRICTED AREA 
and IDS signs IAW DODM 5100.76. 

c. Ensures armed security force is posted if the IDS fails. 
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d. Ensures IDS Personal Identification Numbers (PIN) are kept current by notifying 
the Security Force Central Security Control Center (CSCC) of updates. 

e. Ensures that only authorized Point of Contacts (POCs) have access to PINs. 

C. Unit Commander/Supervisor 

a. Appoint a person to be responsible for receipt, storage, issue, turn-in, 
transportation, guarding, utilization, and accounting for all AA&E and sensitive 
items. 

b. Immediately reports the loss of AA&E to the Installation Commander and the 
Security Force CSCC. 

c. Ensures only personnel designated by the Commander/Officer in Charge (OIC) 
are allowed access to the arms room. 

d. Notifies the higher-level Commander when inventories are conducted. 

D. Arms NCOIC/Supervisor 

a. Ensures visual inventories are conducted and recorded IAW installation policy 
when the arms room is accessed. 

b. Maintains an Entry Access/Authorization List (EAAL) that contains the full name 
and unit of the individual(s) who are authorized to receive and issue equipment. 
Military/Government/contractor ID is compared to the EAAL prior to the issue of 
AA&E to ensure it is an authorized issue. 

c. Maintains a copy of current access rosters (e.g., AA&E, Key Control) 

d. Maintains inventory of sensitive items. 

D-3. PROCEDURES: 

A. Access 

a. The arms vault is a RESTRICTED AREA. Signage is visible at all times. 

b. The Commander will authorize limited routine unaccompanied access. 

c. The Commander will authorize limited routine unaccompanied access to the 
AA&E and SRC I and II storage facility. 

d. Authorized personnel are designated in writing. This designation will include full 
names and duty position. The following personnel have access: arms room key 
custodians, those with knowledge of the combination to the arms room keys, 
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those with codes to activate or deactivate the IDS, and those with the arms vault 
combination. The Commander ensures all designated personnel are familiar with 
this SOP and applicable regulations and directives. 

e. Unaccompanied access and AA&E Key access rosters are separate documents, 
even if all personnel listed are identical. 

B. Arms room Key and Lock Control Procedures 

a. AA&E keys are maintained separately from other administrative keys. IDS and 
day gate keys may be stored in the same container, but on a separate key ring. 
These keys are only accessible to authorized personnel. 

b. Maintains a copy of current access rosters (e.g., AA&E, Key Control) 

c. The Commander, in writing, will appoint a key and lock custodian and alternate. 

d. Keys are signed out using the Fort Bravo Key Control Register/Log form. 

e. When not in use, store the Fort Bravo Key Control Register/Log form in a secure 
locked container. 

f. Alternate keys are stored in a separate secure locked container within the facility. 
If a secure locked container is not available, store them at the next high 
headquarters. 

g. If keys are lost, misplaced, or stolen, notify the Commander and replace the cores 
or locks immediately. 

h. The use of master keys for AA&E is strictly prohibited. 

C. Container/Combination Information 

a. Secure keys in containers of at least 12-gauge steel equipped with a GSA-
approved three-position changeable combination lock or GSA-approved key-
operated padlock. 

b. Containers weighing 500 pounds are fastened to the structure with bolts or chains 
equipped with secondary padlocks. 

c. The SF700, Security Container Information, is used to record the combinations of 
locks to vault doors and Class 5 security containers and store it IAW DODM 
5200.01 Volume 3. 
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d. Combinations are changed to locks on vault doors and Class 5 security containers 
annually, upon change of custodian, armorer, and person having knowledge or 
when it is compromised. 

D. Use of Arms Room Key Control Register 

a. Use the Fort Bravo Key Control Register/Log Form at the unit level for 
accountability. 

b. This form contains the printed name and signature of the individual receiving the 
key, date/time of issuance, serial number of the key, signature of person issuing 
the key, date/time the key was returned, and the signature of the person receiving 
the returned key. This form can be used to record key/lock inventory. 

c. The key and lock custodian maintains a record of all keys and locks. This includes 
combinations and replacement and duplicated keys locally numbered or lettered. 
This register/log will show the current location and custody of each key and lock. 

E. Key/Lock Inventory Procedures 

a. Conduct a key/lock inventory semi-annually and record the results on the Fort 
Bravo Key Control Register/Log Form. 

b. Maintain a record of the inventory in the key depository for one year. 

F. Inventories 

a. Inventories and other administrative control procedures will ensure the weapon 
serial number sequence is the same in the property books, hand receipts, quarterly 
inventory document, and the arms rack. Ensure serial numbers for each weapon 
are accurately annotated on all documents to match property book records. 

b. A monthly physical count inventory is conducted by an Officer, NCO, or 
equivalent grade civilian and recorded on a Memorandum for Record (MFR). The 
MFR is retained for 2 years, 4 years if any discrepancies are noted. The same 
person will not conduct consecutive physical count inventories. The arms room 
attendant will not conduct monthly physical count inventories; however, the arms 
room attendant may assist the individual conducting the inventory. 

c. An inventory by serial number is conducted quarterly by an Officer, NCO, or 
equivalent grade civilian and recorded on the DOD supply system automated 
listing of sensitive items. Weapons or ammunition signed out or in support 
maintenance/depot are supported by documentation and annotated on an 
inventory record. The person conducting the inventory will sign the inventory 
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accountability form. The completed inventory form is retained for 2 years, 4 years 
if any discrepancies are noted. The same individual will not conduct consecutive 
serial number inventories. The arms room attendant will not conduct serial 
number inventories; however, they may assist the individual conducting the serial 
number inventories. 

d. An inventory by visual count is conducted whenever the arms room keys change 
hands or when anyone accesses the arms room. This inventory is recorded on the 
hand receipt and is retained until the next serial number inventory is completed. 

G. Storage 

a. Only authorized weapons racks and/or containers are used to store and secure 
weapons and ammunition. Locally fabricated racks and/or cabinets, if approved, 
must provide security equal to or greater than the requirement. They must prevent 
removal of weapons or ammunition by disassembly of the weapon or 
rack/container. The installation engineers will certify locally fabricated arms 
racks. A copy of certification is available in the arms room. 

b. All padlocks used in the arms room shall be compliant with DOD Lock Program 
guidance, CID A-A-1927. 

c. Arms racks are secured to the wall or another rack utilizing a 3/8” welded link 
chain. An example of an equivalent chain is Type 1, Grade C, Class 4, NSN 4010-
00-149- 5583. 

d. Arms racks, containers, and cabinets are locked at all times except when issuing, 
receiving, maintaining, or during inventory. Padlocks are locked to the hasp, 
container, or door when opened to prevent loss, theft, or substitution. 

e. If essential firing components are removed from weapons, they are tagged with 
the weapon serial numbers and are stored in a secured, unmarked container of an 
approved type inside the arms vault. 
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ANNEX E: ADMINISTRATIVE KEY CONTROL SOP 
 
Map Reference: 
MSR35RXXXXXXXX 
Copy No.___________ 
Ft. Bravo 
Linthicum, Maryland   21090 
Date of Issue 31 Dec XX 

 

E-1. PURPOSE: The purpose of this SOP is to establish procedures for key control within the 
facility. 

E-2. RESPONSIBILITIES: 

A. A security force member assigned to the visitor desk will receive and issue keys to 
authorized individuals. 

B. The key custodian ensures that alternate key custodians are designated to issue, 
receive, and account for keys in their absence. They must understand Fort Bravo key 
control procedures. 

C. The key custodian’s duties and responsibilities are: 

a. Maintenance of key depository/overall supervision of key control program. 

b. Inventories, inspection/regulation of keys/locks. 

c. Custody of master/control keys. 

d. Conduct investigation of lost keys to include pecuniary reliability. 

e. Records maintenance. 

E-3. DUTIES: 

A. The key custodian/alternate will maintain a record of the following: 

a. Key by serial number or other identifiable marking. 

i. Location of keys. 

ii. Total number of keys on hand/issued. 

b. Prepare/maintain key control log/registers and retain on file for 1 year 
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c. Inventory all keys semi-annually; change any applicable combinations annually or 
more often if required 

d. Rotate and/or change lock combinations when persons having access is 
discharged, put under suspension, or reassigned 

e. Retain keys in a locked 20 or 26 steel gauge key control container when not in use 

f. Ensure all keys are turned in at the end of the day 

g. Maintain a key control register. 

E-4. KEY CONTROL REGISTER: 

A. Keys are signed out to authorize personnel as needed on a Fort Bravo Key 
Control/Register Log Form. The form will contain the identification number of the 
key, date/time issued, printed full name and signature of the recipient, and the printed 
full name and signature of the individual receiving the returned key. When not in use, 
the form is kept in a locked container with controlled access. When in use, the key 
control register/log is kept out of immediate sight of unauthorized individuals. All 
keys/locks in use by the facility are entered on the same register. Keys are numbered 
for identification. Key/tab numbers will correspond with the key control register/log. 

E-5. KEY ACCESS ROSTER: 

B. A roster of all personnel with authorized access to facility keys is maintained at all 
times. The key access roster identifies individuals by full name, duty position, and 
keys that the individual has access to. A copy of the key access roster is maintained 
with the key control register/log. 

E-6. KEY AND LOCK ACCOUNTABILITY: 

A. Keys to locks in use are spot checked and inventoried periodically to determine if 
keys are actually in the possession of the individual designated. Personally retained 
keys will be inventoried at least once every quarter (on a show basis). When a key to 
a padlock is found to be missing, the lock shall be replaced immediately. 

 

 

Christopher R. Cartwright 
CHRISTOPHER R. CARTWRIGHT 
Major, IN 
Commanding  
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APPENDIX 1: ARMS ROOM ACESS ROSTER 
 

DEPARTMENT OF DEFENSE 
HEADQUARTERS UTOPIA LOGISTICS CENTER (ULC) 

FORT BRAVO, MD 12345-0000 
 

HQULC          10 May 20XX 

 

MEMORANDUM FOR RECORD 

SUBJECT: Arms Room Access Roster 

 

1. (U) The following individuals are authorized UNESCORTED ACCESS to the Arms Room 
located at 1234 Blue Mountain Avenue, BLDG 1, Fort Bravo, MD 12345-0000. 

 

RANK LAST NAME FIRST NAME, MI SIGNATURE 

1LT Vega Hammer, A. Hammer Vega 

GG-15 Wild Kat, K. Kat Wild 

MSG Von Hula Erika, P. Erika Von Hula 

PVT Jennings Daniel, (NMN) Daniel Jennings 

 

2. Point of contact for this MFR is 1SG Duane Knott at DSN 123-4567 or Commercial 012-
923-4567. 

 

DW Washington 
D. WITE WASHINGTON CPT, MI 
Commanding 
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WAIVER REQUEST: AA&E 
DEPARTMENT OF DEFENSE 

HEADQUARTERS UTOPIA LOGISTICS CENTER (ULC) 
FORT BRAVO, MD 12345-0000 

 
 
HQULC          10 May 20XX 

 
MEMORANDUM FOR Headquarters Department of the Army (HQDA-AA&E/Mr. Jackson 
Funf), 1400 Defense Pentagon, Washington, DC 20301-0000 
 
SUBJECT: Request for Waiver, AA&E, HQ Utopia Logistics Center 
 
1. Request a waiver from the requirement specified in DODM 5100.76, Enclosure 6, Paragraph 3 
(Perimeters, Openings, and Fencing (SRC 1 and II A&E)). The requirement is, “Clear zones shall 
be established to extend a minimum of 12 feet on the outside and 30 feet on the inside (or to the 
maximum extent within available land space if minimum requirements cannot be met).” 
 
2. Fort Bravo’s AA&E clear zones are not free of all obstacles. A drainage ditch passes 
underneath the fence and a railing is located on either side of the ditch within the clear zones. 
 
3. The drainage ditch system is scheduled to be renovated and placed underground in FY20XX. 
The railing will be removed at that time. 
 
4. The current compensatory measure for the drainage ditch system and railing is to perform an 
inspection on a weekly basis in the clear zones. This inspection will consist of looking for 
erosion of the clear zones above the drainage ditch and checking the railing. 
 
5. The point of contact for this MEMO is undersigned at (123) 456-7890. 
 
 

Christopher Cartwright 
Christopher Cartwright 
CHRISTOPHER R. CARTWRIGHT 
Major, IN Commanding 
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WAIVER APPROVAL: AA&E 
 

HEADQUARTERS 
DEPARTMENT OF THE ARMY 

PENTAGON, DC 20301-0000 
 

HQDA-AA&E         17 May 20XX 
 
MEMORANDUM FOR HQ Utopia Logistics Center ((HQULC)/Major Christopher Cartwright), 
Fort Bravo, MD 12345-0000 
 
SUBJECT: Approval for Waiver, AA&E, HQ Utopia Logistics Center 
 
1. Reference your memo dated 10 May 20XX, SUBECT: Request for Waiver, AA&E, HQ 
Utopia Logistics Center. The request is approved, effective 17 May 20XX. 
 
2. Once the drainage ditch is renovated and the railing is removed, notify HQDA via email at 
hqda_aae_madeup@mail.mil. The subject line will read, Remove Waiver, AA&E, HQ Utopia 
Center, dated 17 May 20XX. 
 
3. If an extension to the waiver is anticipated, submit another request. The request is submitted 
NLT 30 days prior to 17 May 20XX. 
 
4. The point of contact for this MEMO is Mr. Jackson Funf, HQDA-AA&E coordinator, at (123) 
654-7890. 
 
 
 

Dena Smit 
DENA A. SMIT 
Colonel, MP 
HQDA, Chief, AA&E Branch 
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Instructors Note:  

 

The following deviation memorandums would not be included in a CUI PSP. They have been 
added for training purposes only.    
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(U) TEMPORARY DEVIATION REQUEST 1: NUCLEAR WEAPONS 
STORAGE AREA 

 
DEPARTMENT OF DEFENSE 

HEADQUARTERS UTOPIA LOGISTICS CENTER (ULC) 
FORT BRAVO, MD 12345-0000 

 
HQULC          01 June 20XX 
 
MEMORANDUM FOR Headquarters Department of the Army (HQDA-NW/Mr. LTG John 
Blast), 1400 Defense Pentagon, Washington, DC 20301-0000 
 
(S) SUBJECT: Request for Temporary Deviation, Nuclear Weapons Storage Area, HQ Utopia 
Logistics Center 
 
1. (U) Request temporary deviation from the requirement specified in DODM S-5210.41, 
Volume 2, dated 11 August 2016, Section 3 (General Nuclear Weapons Physical Security 
Requirements). The requirement is, “Clear zones shall be free of obstacles and topographical 
features.” The only exceptions are, “Perimeter light poles, fire hydrants, steam pipes, or other 
similar object, and entry control buildings that are within the clear zones and do not preclude 
assessment or facilitate unauthorized entry.” These exceptions do not violate the requirements of 
a clear zone. 
 
2. (S) Fort Bravo Nuclear Weapons Storage Area clear zones are not free of obstacles. Within 10 
feet of the inner zone fence are eight field distribution boxes (FDB). The FDB interfaces with the 
intrusion detection system (IDS). The IDS is acceptable and meets the requirements of DODM 
S-5210.41. However, the FDBs are vulnerable to stand-off weapons and shall be protected from 
small arms fire. The identified vulnerabilities are classified at the SECRET level per the ULC 
Security Classification Guide, dated 31 December 20XX. 
 
3. (S) The FDBs are scheduled for underground installation in FY20XX. The current 
compensatory measures for the FDBs are: an 8-inch ballistic wall erected to reduce the 
vulnerability from small arms fire, earth is compacted around the ballistic wall to reduce the 
likelihood of perpetrator concealment vulnerability, and weekly checks of the eight FDBs in the 
clear zone for erosion. The identified vulnerabilities and countermeasures are classified at the 
SECRET level per the ULC Security Classification Guide, dated 31 December 20XX. 
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4. (U) The point of contact for this MEMO is undersigned at (123) 456-7890. 
 
 

Christopher Cartwright 
CHRISTOPHER R. CARTWRIGHT 
Major, IN Commanding 

 

 

Classified By: Brian Phillips, Fort Bravo Security Manager  
Derived From: ULC SCG dtd 20XX1231  
Declassify On: 20XX1231  



SECRET 
“Classification Markings for Training Only” 

SECRET 
“Classification Markings for Training Only” 

Page 43 of 48 

(U) TEMPORARY DEVIATION APPROVAL 1: NUCLEAR WEAPONS 
STORAGE AREA 

 
HEADQUARTERS 

DEPARTMENT OF THE ARMY 
PENTAGON, DC 20301-0000 

 
HQDA-NW          07 June 20XX 
 
MEMORANDUM FOR HQ Utopia Logistics Center ((HQULC)/Major Christopher Cartwright), 
Fort Bravo, MD 12345-0000 
 
(S) SUBJECT: Approval for Temporary Deviation, Nuclear Weapons Storage Area, HQ Utopia 
Logistics Center 
 
1. (S) Reference your memo dated 01 June 20XX, SUBJECT: Request for Temporary Deviation, 
Nuclear Weapons Storage Area, HQ Utopia Logistics Center. The request is approved, effective 
07 June 20XX. 
 
2. (S) Once the field distribution boxes are installed underground, notify HQDA via email at 
hqda_nw_madeup@mail.smail.mil. The subject line will read, Remove Temporary Deviation, 
Nuclear Weapons Storage Area, HQ Utopia Logistics Center, dated 01 June 20XX. Per ULC 
Security Classification Guide, dated 31 December 20XX, the location of a Nuclear Weapons 
Storage Area is classified at the SECRET level. 
 
3. (U) The point of contact for this MEMO is undersigned at (123) 456-7890. 
 
 

John Blast 
John A. Blast LTG, MI 
HQDA, Chief, NW Branch 

 
 
Classified By: John Blast, Chief, NW Branch 
Derived From: ULC SCG dtd 20XX1231 
Declassify On: 20XX1231  
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(U) PERMANENT DEVIATION REQUEST 2: NUCLEAR WEAPONS 
STORAGE AREA 

 
DEPARTMENT OF DEFENSE 

HEADQUARTERS UTOPIA LOGISTICS CENTER (ULC) 
FORT BRAVO, MD 12345-0000 

 
HQULC          04 July 20XX 
 
MEMORANDUM FOR Headquarters Department of the Army (HQDA-NW/Mr. LTG John 
Blast), 1400 Defense Pentagon, Washington, DC 20301-0000 
 
(S) SUBJECT: Request for Permanent Deviation, Nuclear Weapons Storage Area, HQ Utopia 
Logistics Center 
 
1. (U) Request permanent deviation from requirement specified in DODM S-5210.41, Volume 2, 
dated 11 August 2016, Section 3 (General Nuclear Weapons Physical Security Requirements). 
The requirement is, “Clear zones shall be free of obstacles and topographical features.” The only 
exceptions are, “Perimeter light poles, fire hydrants, steam pipes, or other similar object, and 
entry control buildings that are within the clear zones and do not preclude assessment or 
facilitate unauthorized entry.” These exceptions do not violate the requirements of a clear zone. 
 
2. (S) Fort Bravo Nuclear Weapons Storage Area clear zones are not free of obstacles. In sector 
six (S-6), security reaction force facility (RFF) encroaches upon the inner clear zone area. The 
RFF was constructed and strategically situated to forward deploy reaction forces within the 
Nuclear Weapons Storage Area. The identified vulnerabilities are classified at the SECRET level 
per ULC Security Classification Guide, dated 31 December 20XX. 
 
3. (S) Compensatory measure, the RFF perimeter is under constant surveillance by Security 
Forces via forward looking infrared (FLIR) camera systems. The Security Forces’ monitoring 
station is within the RFF. Additionally, during inclement weather or reduced visibility, a sentry is 
posted in direct vicinity of the clear zone and the RFF perimeter. The identified vulnerabilities 
and countermeasures are classified at the SECRET level per ULC Security Classification Guide, 
dated 31 December 20XX. 
 
4. (U) The point of contact for this MEMO is undersigned at (123) 456-7890. 
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Christopher Cartwright 
CHRISTOPHER R. CARTWRIGHT 
Major, IN Commanding 

 

 

Classified By: Brian Phillips, Fort Bravo Security Manager  
Derived From: ULC SCG dtd 20XX1231  
Declassify On: 20XX1231   
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(U) PERMANENT DEVIATION APPROVAL 2: NUCLEAR WEAPONS 
STORAGE AREA 

 
HEADQUARTERS 

DEPARTMENT OF THE ARMY 
PENTAGON, DC 20301-0000 

 
HQDA-NW          11 July 20XX 
 
MEMORANDUM FOR HQ Utopia Logistics Center ((HQULC)/Major Christopher Cartwright), 
Fort Bravo, MD 12345-0000 
 
(S) SUBJECT: Approval for Permanent Deviation, Nuclear Weapons Storage Area, HQ Utopia 
Logistics Center 
 
1. (S) Reference your memo dated 04 July 20XX, SUBJECT: Request for Permanent Deviation, 
Nuclear Weapons Storage Area, HQ Utopia Logistics Center. The request is approved, effective 
11 July 20XX. 
 
2. (U) The point of contact for this MEMO is undersigned at (123) 456-7890. 
 
 
 

John Blast 
John A. Blast LTG,MI 
HQDA, Chief, NW Branch 

 
 
Classified By: John Blast, Chief, NW Branch  
Derived From: ULC SCG dtd 20XX1231  
Declassify On: 20XX1231 
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LIST OF ACRONYMS 
 

AA&E  Arms, Ammunition, and Explosives 
ACS  Access Control Systems 
ADP  Automated Data Processing 
AIS  Automated Information Systems 
AT  Antiterrorism 
ATO  Antiterrorism Officer 
BRF  Back Up Response Force 
CIB  Criminal Investigation Branch 
CI  Counterintelligence 
COMSEC Communication Security 
COOP  Continuity of Operations Plan 
DCS  Director of Cybersecurity 
DIA  Defense Intelligence Agency 
DLEPS Director of Law Enforcement and Physical Security 
DOL  Director of Logistics  
DOC  Director of Contracting 
DSTO  Director of Security, Training, and Operations 
DPW  Director of Public Works 
DRM  Director of Resource Management 
EOC  Emergency Operations Center 
FPCON Force Protection Condition 
G1  Gate (w/numerical post designator/matches installation Gate designators) 
GOV  Government Owned Vehicle 
Hotline  Connects directly to Director of Law Enforcement and Physical Security 

Office/Law Enforcement Desk by picking up the receiver 
HRP  High Risk Personnel 
IC  Installation Commander 
IDS  Intrusion Detection Systems 
JAG  Judge Advocate General 
MEVA  Mission Essential/Vulnerable Areas 
MWD  Military Working Dog team (Handler and Dog) 
NAC  National Agency Check 
OE  Operating Environment 
OPSEC Operation Security 
PIC  Personal Identification Cipher  
POC  Point of Contact 
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POL  Petroleum, Oil, and Lubricants 
POV  Privately Owned Vehicle 
PSP  Physical Security Plan 
RAM  Random Antiterrorism Measures 
R1-5  Roving Patrol (w/numerical patrol zone number) 
SCIF  Sensitive Compartmented Information Facility 
SAV  Staff Assistance Visit 
SFCC  Security Forces Control Center 
SF  Security Forces 
SG  Static Guard Post 
SOP  Standard Operating Procedures 
VSS  Video Surveillance System  
HERT  Hostile Event Reaction Team  
SSO  Special Security Office 
UFC  Unified Facility Criteria 
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