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Information that is incorrect or under-researched and articles that sensationalize, use
emotional manipulation, and play on people’s fears are prevalent in many of the online

spheres people engage with every day.

In collaboration with DoD’s Counter-Insider Threat Program and the National Insider
Threat Task Force, The Threat Lab created this graphic novel to raise awareness of the

tactics and features that make internet disinformation and misinformation so

compelling and to present some strategies for evaluating the content consumed online.
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WHAT'S GOING ON IN
THE WORLD TODAY?

Don’t get caught in
an internet squall!

Use StORM

(Stop the Online Reproduction
of Misinformation) — a new app
to offer you an umbrella of
protection from the rains of
misinformation. StORM
provides tailored tips to help

evaluate the content you're
seeing online.

IT'S FREEP
I'LL GIVE IT A TRY.




DOWNLOADING...
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What are we

teaching our youth?

A MODEST

PROPOSAL

For preventing the
CHILDREN
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By Dr. SWIEFT.
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Author’s call
to eat young,
defenseless
kids is still
being read in
schools.

T CAN'T BELIEVE STUDE
NTS
ARE {!\LLOWE:D TO READ THAT/
LET'S SEE WHAT EVERYONE
ELSE THINKS ABOUT THIS!




NOTE: A MODEST PROPOSAL IS A 1729 PIECE OF SATIRE 8Y IRISH AUTHOR JONATHAN SWIFT. THE ESSAY MAKES
OUTRAGEOUS, SATIRICAL SUGGESTIONS IN AN ATTEMPT TO ADDRESS THE PLIGHT OF THE IRISH LIVING IN POVERTY
AND THE WAY THE WEALTHIER 8RITISH PEOPLE VIEWED THEM.

~

( B Q,{K Whoa there! To avoid future embarrassment, before sharing an article
\\‘ or post, make sure you read it all the way through. Did you confirm what
A Modest Proposal is about, or take the post at its word? Do you know if the
,\QQV' poster even read A Modest Proposal? Even if A Modest Proposal does advocate
S eating babies, the idea seems extreme and unrealistic, right? How could anyone really

hold that position? Finally, if you didn’t ask any of these questions before posting, how do
you know that the person who posted this story first did??

Knowing what questions to ask and learning how things end up in your feed are your first
steps to being a savvy and discerning online citizen.

THAT'S A 600D THING TO
KEEP IN MIND. I GUESS THIS
APP REALLY WORKS!
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LATER..

OH, ALUNT SUSAN/
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WHAT'S UpP?

D YOu SEED
NEIGHBORHOOD

€

I DON'T THINK SO.
WHEN DID YOU TAG MEP

WATCH POST 1
TAGGED YOU IN?
JUST BEFORE I CALLED.
A I &OT THIS POST FROM BOB—

YOU KNOW 808. £

(" T OON'T THINK T @
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\ 808 IS JILL'S
\) BROTHER-IN-LAW.
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Shutting Dogs Out
of Our Community

Our anti-dog mayor is
closing the Bristol Dog Park
THIS Thursday. This is
the first step of her scheme
to close designated dog
parks and prohibit dogs from any and

all public spaces. We should have know

last month when she cut funding to

animal shelters. What's next? No dogs

allowed in city limits? We must act
NOW if we don’t want all the spaces for
our furry family members eliminated!!!




1S THIS FOR REAL?
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LATER...

THOSE ARE LOOKING GREAT!
WE CAN'T LET THE MAYOR GET
< AWAY WITH THIS, WE NEED
S THOSE DOG PARKS!
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WHAT ARE YOU &OING TO PO
WHEN DOGS ARE OUTLAWED?

WE'RE TRYING TO PROTECT
SPACES FOR OUR PETS.
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WHAT'S 6OING

WHY DOES MAYOR
ANDREWS HATE DOGS?

YOU ARE? ).

I OON'T HATE DOGS.
I'M MAYOR ANDREWS.

I'M ALSO
A MEMBER OF
THE ASPCA, \




OF COURSE NOT, WHAT WOULD
I DO WITH THESE THREE? I'M JUST
CLOSING THIS PARK FOR A WEEK TO ADD
NEW BENCHES AND INSTALL SPECIAL
WATER FOLUNTAINS.

AND YOU'RE NOT..CLOSING
ALL THE DOG PARKS?

IT WORKED! THE DO&
PARKS ARE SAVED!

WELL THANKS
EVERYBODY,
8UT I GUESS
THIS WASN'T
NECESSARY.
UH, ENOOY
THE TIME WITH
YOUR DOGS.

; {\ Every communication has a purpose, sometimes it’s obvious, other
\( » VS’J times it’s hidden. Take a closer look at this post: There’s lots of emotional
= \ language, there’s a narrative of threat with a slippery slope argument (i.e.,
@ a temporary ban will become a permanent ban), and the poster frames this as

e\ an attack against innocent friends. Who wouldn’t defend their innocent friends?!
You would, right? Right! The communication is clearly trying to use emotional
manipulation to override your brain from formulating any questions. Being an active
participant in whatever you read is key to avoiding falling for manipulation.




LOOKS LIKE YOU'LL
LIVE TO FROLIC
ANOTHER DAY, MUFFIN.
CAN'T BELIEVE T
FELL FOR THAT.

y TWO NEW POSTS FROM
PIPER IN ONE DAY!

Piper
Sullivan

| . A\ “I ‘
I'LL CHECK IN
v WITH YOU LATER,
STOQM l ne l

I'm just wondering why the bII'dS we see today
in the U.S. seem so different from the birds my
parents grew up with and the birds I've seen in
old movies. I've never once, ONCE seen a
baby chick hatching. Why is that? We already
know THEY’RE always listening to us. Maybe
these twenty-first century ‘birds’ are helping
them out. We're conditioned to ignore them,
and they can fly anywhere. What better way to
track our every move? It's the perfect drone.

LET ME JUST RUN A C'M MUFFL
QUICK SEARCH. LET'S SEE: n LET’CS)%O WATg[-'-[
“BIRDS NOT REAL... ' A MOVIE.,
POBOT..ORONES?”

g PiperS#1Fnnnnn
"N Are you serious? This is so
crazy. Telling everyone.

=%  BirdTruthers?
| Thx for being bold enough to ]
share the truth Lheig:': ‘:‘E:]t] eB:II;d
AnnaBanana45 fD\o'l'éﬂmTeltlers
entary

It has been a long time since |
saw a bird poop on everyone...

._(-(f’:)

RobotBirds

There’s tons of evidence for this.
American birds haven't seen
birds since the 70s.

NOTE: “8IRDS AREN'T REAL" IS ACTUALLY A SATIRICAL CONSPIRACY MOVEMENT USED TO PARODY AND CONTEND
WITH THE CURRENT PROLIFERATION OF MISINFORMATION. HERE, WE'RE USING THIS FAUX-CONSPIRACY THEORY TO
ILLUSTRATE THE WAYS THAT SOMEONE CAN FALL VICTIM TO MISINFORMATION CAMPAIGNS.




MAYBE FROM NOW ON YOU’L.L
THINK TWICE ABOUT THOSE
'‘DON'T FEED THE BIRDS' SIEGNS.

THIS IS THE UNTOLD STORY OF
THE SECRET MISSION OF A GROUP
OF WORLD LEADERS TO RID OUR
COLUINTRY OF OUR WINGED
FRIENDS AND WATCH ITS PEOPLE
FROM A BIRD’'S EYE VIEW.

Explore

I'VE 60T TO TELL MAYBE 1I'D BETTER
EVERYONE, I-- CHECK WHAT StORM HAS
TO SAY ABOUT THIS.

Fancy graphics and a serious soundtrack do not a factual
_ \Q} documentary make! When considering whether to trust a source, it
> \“ helps to ask questions about the author or content creator. What else have
& they produced? Are they an expert in a relevant field? Do they cite sources to
SN back up their claims? Are those sources relevant to the topic? Do the cited sources
actually back up the claims being made, or have they been misconstrued? Are there
other sources that are not being cited that are evidence against the claims the author or
content creator is making?

%

\ \

Questions are your friend! Be an active participant, not a passive consumer, of messages
you receive.
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NO, YOU MADE A FOOL OF

YOURSELF IN CABO. I HAVE

) THE EMOTIONAL INTELLIGENCE

AND POISE TO.. =
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. MISSING Alana Valdez Followers
Recent Posts
MISSING Alana Valdez, Favorites

14. Last seen Tuesday
afternoon leaving school
in a black hoodie and
jeans. If you have any
information, please
contact Alana’s family.
They are anxious to see
her safe and home.

THAT IS TERRIBLE! ©

Following

Lists

v v v v v

WHAT'S THIS?

[

UH-OH, STORM...AGAIN.

Don't forget to check
when something was
originally posted to confirm
that any information you're
sharing is relevant and timely.

1




I'M SURE THESE WOLILDN'T IT IS FOUR YEARS OLD.. 8UT

STILL 8E AROLIND IF THEY THAT DOESN'T MEAN IT'S NOT
WEREN'T RIGHT, BUT I'LL JUST STILL RELEVANT.

CLICK BACK TO MAKE SURE.

Sox

6LAD NOBODY
SAW THAT.

CAN'T BELIEVE I ALMOST
MADE THINGS WORSE.

& % O J-.-..-..-..—n.-..ma-—v—-.—-.k-u-l—.-—-_

.News
Alana Valdez Found

This child has been reunited with
their family. Please stop sharing
this post to allow space for other,
currently missing children.

N s e W X+

Once something is posted online, it is very difficult for it to ever truly disappear.
Old photos, stories, studies, and videos are often saved for a long time. Even if
something is posted on an authoritative website such as a government, scientific, or
academic website, it may no longer be relevant. Never assume that those who post content
have taken the time to vet the information they share for truth, relevancy, or recency.

Remember, questions are your best friend! Is this the most up-to-date source? Does this
represent a consensus among experts? Has other information come out since the posting of this

story or article.
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I'VE 6OT TO LET

F—

EVERYONE KNOW
ABOUT THIS.

Annie! Be careful!”
New rash of women being
grabbed from under their

cars spreads fear.

‘BE ON THE LOOKOUT/
NOWHERE IS SAFE!

MAYGE I
SHOULD
LOOK INTO |
THIS A LITTLE |
21T MORE.

"COME ON, MUFFIN.
T THINK WE NEED

THE END
[ 1
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Practicing Digital Discernment

To protect yourself against misinformation, it pays to be an active participant in the
media you consume. We all have busy lives, and it can be exhausting to investigate
everything you read with a fine-tooth comb to see what is true or not. Instead, you can
follow a simple checklist of questions to ask when you’re consuming any media:

P R C S

What is the aim of § Who made the Do the claims Is the claim being J Are there good
the author making § claim, and does being made apply J§ made with up-to- |} references and do
a claim? Are they J the person have to you? Are the date information, § well qualified
trying to influence J qualifications to claims matching or are there more J individuals agree
my emotions or make that claim? § with the sources recent updates? with the claims?
provide accurate If they do have cited? Has newer
information? qualifications, are information come

they the right out that

qualifications to contradicts earlier

make the claim? information?

Unless you’re a total star, you won’t have time to ask every single question, but it is
important to try! By simply asking a few questions, you might find that you're better able
to detect when a claim is trying to influence you. Awareness of emotional manipulation is
key to not falling for misinformation!

Zucker, A. (2019). Using critical thinking to counter misinformation. Science Scope, 42(8), 6-7, 9.
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to improving the effectiveness, efficiency, and fairness of
DoD personnel suitability, security, and reliability systems.
PERSEREC is part of the Office of People Analytics (OPA),
which is a component of the Defense Human Resources
Activity (DHRA) under the Office of the Under Secretary of
Defense (Personnel and Readiness).

Within the National Counterintelligence and Security
Center (NCSC), the primary mission of the National Insider
Threat Task Force (NITTF) is to develop a Government-
wide insider threat program for deterring, detecting, and
mitigating insider threats, including the safeguarding of
classified information from exploitation.
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The Office of the Secretary of Defense (OSD) is responsible
for policy development, planning, resource management
and program evaluation. OSD includes the offices of top
civilian defense decision-makers with regard to personnel,
weapons acquisition, research, intelligence and fiscal
policy, as well as offices the Secretary establishes to assist
in carrying out assigned responsibilities.

The Threat Lab: A Brief History

The Defense Personnel and Security Research Center (PERSEREC) founded The Threat Lab in
2018 to realize the DoD Counter-Insider Threat Program Director’s vision to incorporate the
social and behavioral sciences into the mission space. Our team is headquartered in Seaside,
California, and includes psychologists, sociologists, policy analysts, computer scientists, and
other subject matter experts committed to workforce protection.

Our business model is simple: We work with stakeholders to transform operational challenges
into actionable research questions. We then design and execute research projects that result
in accessible, concise findings and recommendations that we integrate into training and
awareness materials for organizations to use as is or to customize for their own purposes.

For more information or to request a briefing, please email us at dodhra.ThreatLab@mail.mil

“mm | hreatLab

' v Integrating Research Into Practice

15






Accessibility Report





		Filename: 

		Digital-Discernment-GraphicNovel_508_AL.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 1



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top



