Job Aid

Course: Transmission and Transportation for DOD
Lesson: Dissemination of Special Types of Information

Types of Information with Special Key Contact for

Controls on Dissemination Transmission / Key Guidance Documentation
Transportation
Communications Security (COMSEC) | COMSEC Custodian | « CNSSI No. 4001, Controlled
Cryptographic Items
« DOD Manual (DODM) 5200.01,
Volumes 1-3, DOD Information
Security Program
Sensitive Compartmented SSO, SSR, or other « DODM 5105.21, Volumes 1-3,
Information (SCl) designated Sensitive Compartmented
el Information Administrative
Security Manual

Special Access Program (SAP) PSO o Program Security Guide
DODM 5205.07, SAP Security
Manual

International Programs National Policy:

e Arms Export Control Act
(AECA)

o Executive Order 13526

« National Security Decision
Memorandum (NSDM) 119

Security Assistance Programs:

e Foreign Assistance Act (FAA) of
1961, as amended

e Executive Order 11958

e DOD Directive 5105.65,
Defense Security Cooperation
Agency (DSCA)

DOD Implementing Policy:

o International Programs
Security Handbook

o DODD 5230.20: Visits and
Assignments of Foreign
Nationals




Types of Information with Special Key Contact for

Controls on Dissemination Transmission / Key Guidance Documentation
Transportation
o U.S. Classified Information « DOD Manual 5200.01, Volumes
1-4, DOD Information
Designated Security Program
« U.S. Classified Military Authority « DoDD 5230.11, Disclosure of
Information Classified Military Information

to Foreign Governments and
International Organizations

o Foreign Government « Designated « DODM 5200.01, DOD
Information (FGI) Security Information Security Program
Authorities
o Cognizant
Security Office
« NATO Classified Information Designated o USSAN Instruction 1-07,
Authority Implementation of NATO

Security Requirements

« DODD 5100.55, United States
Security Authority for North
Atlantic Treaty Organization
Affairs




