CLASSIFICATION (When filled in}: Unclassified &

DEPARTMENT OF DEFENSE OME: No. 07040567
CONTRACT SECURITY CLASSIFICATION SPECIFICATION O approval expires:
{The requirements of the National indusinial Securty Program (MISP) apply i all sacurly aspects of this effod involing classied informafion. ) May 31, 2022

The publc reporing burden for fils colection of infomeation, 704-0S67, is estmated to sverage 70 minutes par respanse, Roudng the tme for neviesing Instructions, s=anthing existing data soutes, gatherng
and maimaining fhe cata nesded, and compieing and revewing the colection of Rformation. Send comments raganding his burden sstimate or any ofher aspect of this collscton of Imormation, Including
suggestions for peducing e burden, to the Department of Dafense, Washingion Headquarters Senvices, at wis.mc-akex esd mbe dd-gos-mfomaton-colechions@malmil. Responcents shoud be asare Fat
ot ratanding any offuer provision of aw, no person shal be susject i any penaity for faling o comphy with & collaction of information i does not dlsplay & curengty valld OME confrol number.

RETURM COMPLETED FORM AS DIRECTED IN THE INSTRUCTIONS.

1. CLEARANCE AND SAFEGUARDING

a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED b. LEVEL OF SAFEGUARDING FOR CLASSIFIED INEORMATION/
{See instrctions) MATERIAL REQUIRED AT CONTRACTOR FACILITY

2. THIS SPECIFICATION IS FOR: ¢ and compiete as appifcable ) 3. THIS SPECIFICATION IS: ¢ and compiete as appicabie )
a. PRIME CONTRACT NUMBER (See instructions.} — —_— DATE {¥Y¥YIiDD)
[ wooo12.19-c0001 X = iz i 20211010
b. SUBCONTRACT NUMBER b. REVISED [Supersedes a¥ previous specications.)
E] Z3456-19-001 |:| REVISION NO. DATE [Y¥YYMMDD)
c. SOLICITATION OR OTHER NUMBER DUE DATE (¥¥yyMUDD)
|:| |:| . FINAL [Complefe Item 5 in all cases.) DATE [¥¥¥¥YLDD)
4.15 THIS A FOLLOW-ON CONTRACT? [ No | | Yes  yes compiste fhe folowing:
Classified material received or generated under (Preceding Confract Number) is fransferred to this follow-on confract.
5.15 THIS A FINAL DD FORM 2547 B Mo []Yes  iyes, compiste e fllowing:
In response to the contractor's request dated . retention of the classified material is authorized for the period of:
6. CONTRACTOR [inciude Commersial and Govemment Enfity [CAGE) Code)
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | o COGNIZANT SECURITY OFFICE(S) [C50)
(Mame, Address, ZIF Code, Telephone requined; Emal Adivess optional)
S Defense Counterintellipance and Sacunty Agzency
123 Eoundtres Way T z
Virsinia B VA 23452 Virginia Beach Field Office
MH R e, 0ABCI 277 Bend Road
Virginia Beach, VA 23452
T. SUBCONTRACTOR(S) (Chck button ¥ you chaose fo 30d or Is! the subcontraciars T, =
— BUt W ST FRuire 3 Separate DD Form 254 [Ssuet by 3 Drime Contractor 1 each subcontractar) [ e I Remoue Last Row |
a. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE | o COGNIZANT SECURITY OFFICE(S) (C50)
Reflect INC (Mame, Aggress, ZIP Coge, Teisphane requied; Emal AJiress gotona)
Defense Comntenintellipance and Security Agency
333 A Street R 2
Norfolk. VA 23455 Virginia Beach Field Office
; 1ABC2 277 Bend Road
Virginia Beach, VA 23452
& ACTUAL PERFORMANCE (Ciick bution fo 3o mare locansns | Add Fowe | Remove Last Row | Delete AN Rows
a. LOCATION(S) (For actus! performance, sae insiuchions,) b. CAGE CODE | ¢ COGMIZANT SECURITY OFFICE(S) (CS0)
See Tiem Ga (¥ anpicable, {MName, Aodress, ZTP Code, Terephane required; Emal Address opdianal)
see instrooions. |

9. GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT
Perform testing services in support of the Sonar Interface for Naval Submarine USS Pennsylvania
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10. CONTRACTOR WILL REQUIRE ACCESS TO: ( af that appiy. Provide deialls in Biocks 73 or 14 a5 5ef forf & fhe Instruchions. )

E a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION |:| f. SPECIAL ACCESS PROGRAM (SAP) INFORMATION

e NORTH ATLANTIC TREATY ORGANIZATION
{(NATO) INFORMATION

|:| h. FOREIGN GOVERMENT INFORMATION

)| i. ALTERNATIVE COMPENSATORY CONTROL MEASURES
[ACCH) INFORMATION

[[] b RESTRICTED DATA

|:| c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI)
{if CHBAD appiles, RESTRICTED DATA must 250 be marked |

[[] 4. FORMERLY RESTRICTED DATA

i j. CONTROLLED UNCLASSIFIED INFORMATION {CUIj
. NATIONAL INTELLIGENCE INFORMATION: W e i
[] (1) Sensitive Compartmented Information (SCI) [[] k- OTHER (Specify} {See instructions.)
] i2) Non-5cC1
11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: [ aV that anedy. See instructions. Frovide detalls it Blocks 3 or 14 25 se forfh in the insrucions |
a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE
ANOTHER CONTRACTOR'S FACILITY OR A GOVERNMENT [[] TECHNICAL INFORMATION CENTER (DTIC) OR OTHER
] acmary SECONDARY DISTRIEUTION CENTER
pifcatie rmmﬁmmswmﬁge mqunaﬂatmmnm -
ﬁmmmﬂ.; [[] h. REQUIRE A COMSEC ACCOUNT
[[] b. RECEIVE AND STORE CLASSIFIED DOCUMENTS ONLY [[] i. HAVE A TEMPEST REQUIREMENT

[] © RECEIVE. STORE, AND GENERATE CLASSIFIED [] i HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS

INCDNMNTIEN OB MAYERLA. [[] k- BE AUTHORIZED TO USE DEFENSE COURIER SERVICE
I:‘ d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE I. RECEIVE, STORE, OR GENERATE CONTROLLED UNCLASSIFIED
|:| INFORMATION (CUI)
(] e. PFERFORM SERVICES ONLY FEqUiEmEnts. or-0oD {'g.rrmm: ﬁm%?" e

f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE [] m. OTHER (Specify) (See mstructons)
THE U.S.PUERTD RICO, U.S. POSSESSIONS AND TRUST
TERRITORIES

12. PUBLIC RELEASE

Any information {classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Mational
Industrial Security Program Operating Manual (NISPOM) or unless it has been approved for public release by appropriate U.S. Gowvemnment authority.
Proposed public releases shall be submitted for review and approval prior to release to the appropriate government approval authority identified here with at
least office and phone contact information and if available, an e-mail address. (See nsiuctions)

[ ] DIRECT [»] THROUGH Specry neiow) Fublic Release Authority:
Connor Gray, F50
Zoom, Inc_+1 (7537} 355-2330, comnor. grayidexamplezcom com
13. SECURITY GUIDANCE | Add Signature | Remove Last Signature | Delete All Signatures

The security classification guidance for classified information needed for this effort is idenfified below. If any difficully is encountered in applying this
guidance or if any other contributing factor indicates a need for changes in this guidance, the confractor is authorized and encouraged to provide
recommended changes; to challenge the gusdance or the classification assigned to any information or material furnished or generated under this contract;
and to submit any guestions for interpretation of this guidance to the official identified below. Pending final decision, the mformation inwolved shall be
handled and protected at the highest level of classification assigned or recommended.

(FW 0 &5 appropriale for the classiMed e, ANSCR, o fovwsnd Under Separale COesPANOEncs, any SoCUmEniSuitesexiacts referenced hersin. The feld Wil expand as fexr
Is agded. When removing any expanded fexf ares, Lsa defede key o backspace key, then ciick ouf of the fexf fekd far [T to sArink affer e fext has bean delated Ao aVows for
up o & Infemal reviewsrs to digially sign. See instructions for adoitonal guidance or Lse of the Mistle PDF)

Feferance Ttem 10z - Access to elassified COMSEC information requires a fimal U S, Government security clearance at the appropriate
lavel. Further disclosure of classified COMSEC mformation by a contractor, to include subecontracting, requires prier approval from the
GCA Mon-accountable COMSEC mformation, though not tracked in the COMSEC material control system, may still requure a lewel of
control within a document control system Refer to NSA/CSS Manwal 3-16, "Condrol of Commumications Secunty Matenal " and the
Committes on National Security Systems Instruetion (CHNSS) 4001, "Controlled Cryptographic Items " for puidance. If access to classified
COMSEC mformation 15 required at government facilities, contractor personnel will follow the secunty requirements of the host
zovernment activity. All contractor employees who require aceess to elassified COMSEC mformation in the performance of their duties
zhall recerve a COMSEC briafng before accass 13 granted.

Feference 1le - Performance on this contract shall be limited to the location(s) specified per thus DD Form 254 and GCA approved ULS.
Government sites. Classified mformation will not be penerated, only testing services will be performed.

Contractors shall follow secunty reqmrements per the WISPOM and other U.S. Government contractual security regulations as mandated.
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List of Attachments (All Files Must be attached Prior to Signing. i.e.. for any digital signature on the form) | Show Attachment Bar

NAME & TITLE OF REVIEWING OFFICIAL SIGNATURE
—

14. ADDNTIOMAL SECURITY REGUIREMENTS
Reguirements, in addition to NISPOM requirements for classified mformation, are established for this contract.
Mo ¥ I Yes, idenfify the perinant contraciual ciauses In the contrac! document Fsel, or provide an appropniate sfalement which idenifes the adotana!
E D =5 requirements. Provide 3 copy of e rEquirements o the C:S0. Tha Maid WA EXpaNnd as fext [5 30060 oF you can a0 use fem 13. When mmaving any
expanded texf ared, Use delete key or bacKIpace key, then cick o of Me et Mevd fov i b0 Shrink aiter e text has been deleied.
{See (nstractions for adoitionsd guitance or se of fhe Mlate POF)

13. INSPECTIONS
Elements of this contract are outside the inspection responsibdty of the CS0.

Mo ¥, ¥ Yes, explain and ldenfily spectlic areas and gowernment aciivlly respansitie for inspections. The Meld will expand a5 texf /s added or you ¢an ais0 use Bem
@ D =5 13. When removing any expanded text ares, USE CSIEfe Key oF DSCASACE kay, then cOck ouf of (e taxd fiedd for i o Shnnk SMEr e faxf has been deistag,

(See Insrchions for 200onal guidance o wse of e Miakie POF.)

16. GOVERNMENT CONTRACTING ACTIVITY (GCA) AND POINT OF CONTACT (POC)

a. GCA NAME c. ADDRESS (Include ZIF Code) | 4. POC NAME
Norfolk Naval Base Evan Sharpton
D of the M -
ST vy Gilbert Streat e. POC TELEPHONE (incluge Area Cage)
b. ACTIVITY ADDRESS CODE |AAC) OF THE Flockol N 23 +1 (757) 555-2330
CONTRACTING OFFICE (S2e insfructions) f. EMAIL ADDRESS [See Instruchions)
NO00XX sharpton_evan/@examplenany mil

17. CERTIFICATION AND SIGMATURES

Security requirements stated herein are complete and adequate for safeguarding the classified imformation to be released or generated under this classified
effort. All guestions shall be referred to the official named below. Upon digitally signing e 17h, no changes can be made as the form will be locked.

a. TYPED NAME OF CERTIFYING OFFICIAL (Lasf, First, Middle Inifial} d. AAC OF THE CONTRACTING QFFICE h. SIGNATURE
{See MsmGTions) {See Instuctions)
Conner Gray WO00H
b. TITLE e. CAGE CODE OF THE PRIME CONTRACTOR
{Sae Instructians.)
Facility Secunity Officer (F50) DABC1
c. ADDRESS (Include ZIF Code) f. TELEPHOMNE (Tnciude Area Coge)
Zoom Inc. +1 (757) 555-2440
123 Roundtree Way o EMAIL ADDRESS (See istuctions)
Virginia Beach, VA 23462

connor. grayidexamplezoom com

18 REQUIRED ISTRIBUTION BY THE CERTIFYING OFFICIAL

f. OTHER AS NECESSARY (i mare roam /s neeged, condnue in kem 13 or on
[%] a CONTRACTOR B f s 7

[<] b. SUBCONTRACTOR

E c. COGNIZANT SECURITY OFFICE FOR PRIME AND
SUBCONTRACTOR

d. U.S. ACTIVITY RESPONSIELE FOR OVERSEAS SECURITY
ADMINISTRATION

[[] e- ADMINISTRATIVE CONTRACTING OFFICER
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