CLASSIFICATION (When filled in): Unclassified

DEPARTMENT OF DEFENSE
CONTRACT SECURITY CLASSIFICATION SPECIFICATION
{The requiremants of the Nationa{ ndusiral Secunty Program (NISP) apply o al secuvily aspects of this effor! invelving ciassied informarion j

DME Mo, OF0-0587
WS approval explres:
May 31, 2022

The public reporiing burden for fhis collecion of inflorrsadion, O704-0567, is estmaled fo svermge 70 minubes per resporse, iciuding the fme for reviewing inslrucions, seanching exisiing data sources, gathering
and mainsining the data needed, and compleling and reviewing the colecton of ieformation. Send commenis regarding this borden estmale or amy offer sspect of his collecion of Informabon, Inchuding
supgesiions for reducing fhe burden, io the Depariment of Cefense, Washinglon Headguarters Sendces, at wies.mc-aiex =sd mby dd-dod-informaion-collechionsf$mallmil  Respondents should be aware Sat
rotadhstanding 2y oiher provision of law, no person shad be subject fo any penaity for Taling So comply wilh & colleciion of information ¥ R does not dlsplay & cunmenily valld O&B confrol number,

RETURN COMPLETED FORM AS DIRECTED IN THE INSTRUCTIONS.

1. CLEARANCE AND SAFEGUARDING

a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED b. LEVEL OF SAFEGUARDING FOR CLASSIFIED INFORMATION/
{58 Instctions) MATERIAL REQUIRED AT CONTRACTOR FACILITY
Top Secret _-j Secret —'iJ

2. THIS SPECIFICATION IS FOR: (¥ and compiete as appicatie.)
a. PRIME CONTRACT NUMBER (See nsiructions.
E NOD012-19-C-0001
n b. SUBCONTRACT NUMBER
i)

¢. SOLICITATION OR OTHER NUMBER DUE DATE (YYYYMUDD)

3. THIS SPECIFICATION 15: (¢ and compiete as sppicatve )
DATE [Y¥YYLMDED)

3. DRIGINAL [Compiefe date in &if cases.) 20210730

X
b. REVISED [Supersedes a¥ previous specications,)

REVISION NO. DATE [¥yyyauDo)

[]
]

¢. FINAL [Compiate Item 5 in all cases.) DATE [¥Y¥YMLDD)

4,15 THIS A FOLLOW-ON CONTRACT? [ No [ ] Yes
Classified material received or generated under

If yes, campiste fhe fiowing:

(Freceding Confract Number) is transferred to this follow-on contract.

5.15 THIS A FINAL DD FORM 2547 (€ Ne []Yes
In response to the contractor's request dated

I yes5, campiste e folowing:
. retention of the classified material is authorized for the period of:

6 CONTRACTOR jncluce Commential and Gavernment Enfity (CAGE) Code)

a. NAME, ADDRESS, AND ZIF CODE b. CAGE CODE | c. COGNIZANT SECURITY OFFICE(S) (C5O)
(Name, Adarass, ZIP Cote, Teiephone fequiret, Emal ATaress sotanal)
e Defense Comnterintellipence and Security Agency
123 Eoundtree Way e :
Virzinia B VA 23453 Virginia Beach Field Office
aripace. howels; 0ABCI 277 Bend Road
Virginia Beach, VA 23452
T. SUBCONTRACTOR[S) Cck hution ¥ you choose o 30d o A the SubCcontaciors ‘Add Row I R T o I Delete Al Rows

— but will St requive 2 separate DD Form 254 Issued By & prime contracior o £ach subcontracior)

a. MAME, ADDRESS, AND ZIF CODE b. CAGE CODE | © COGNIZANT SECURITY OFFICE(S) (CS0)
Soa Ttem Ga (Mame, Agdress, ZIF Cooe, Teiephane regquired, Emal Adodress codional]
8. ACTUAL PERFORMANCE (Cick button fo a0 more iocafions.) | AddRow Remove Last Row | Delete Al Rows
a. LOCATION(S) (For sctusi perfrmance, see insrucions ) b. CAGE CODE | o COGNIZANT SECURITY OFFICE(S) (C50)
(I apoNcanks, (MName, Address, ZIF Coge, Telephone equied; Emal Adoress opdional)
5o instrections |

9. GENERAL UNCLASSIFIED DESCRIFTION OF THIS PROCUREMENT

Perform fabmication, testing and other services in support of the Sonar Interface for Naval Submarme USS Pemnsylvania
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10. CONTRACTOR WILL REQUIRE ACCESS TO: [ ar that sppiy. Frovide detalls &1 Blocks 13 or 14 &5 5ef for i fhe mstuchons. |

E a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION |:| f. SPECIAL ACCESS PROGRAM (SAF) INFORMATION
[] b. RESTRICTED DATA il g- MORTH ATLANTIC TREATY ORGANIZATION

{NATO) INFORMATION
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI)
[7] d. FORMERLY RESTRICTED DATA mt m:‘lﬂgﬁfﬁgﬁu‘“ﬂ“ ol Bt B

. j. CONTROLLED UNCLASSIFIED INFORMATION (CUI)
_ NATIONAL INTELLIGENCE INFORMATION: i

e L1 see mstnuctions.

[] 1) Sensitive Compartmented Information (SCI) [[] k- OTHER {Specify) (See instructians.)

[] i2) Non-5CI

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: (X a0 that apmy. See nstructions. Provide delals it Blocks 13 or 1425 sef forth & the instruchions )

a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT g- BE AUTHORIZED TO USE THE SERVICES OF DEFENSE
ANOTHER CONTRACTOR’S FACILITY OR A GOVERNMENT |:| TECHNICAL INFORMATION CENTER (DTIC) OR OTHER
D ACTIITY SECONDARY DISTRIBUTION CENTER
{Appiicable only INhere i NG 3CCESS OF SOMEgE requined Jt cantractor TaciTy.
See Instructions.) E h. REQUIRE A COMSEC ACCOUNT
|:| b. RECEIVE AND STORE CLASSIFIED DOCUMENTS ONLY |:| i. HAVE A TEMPEST REGQUIREMENT

[ © RECEIVE. STORE, AND GENERATE CLASSIFIED [] i- HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS

THEDHMRTICM CR MATERL: [[] k- BE AUTHORIZED TO USE DEFENSE COURIER SERVICE

D d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE I. RECEIVE, STORE, OR GENERATE CONTROLLED UNCLASSIFIED
|:| INFORMATION (CUIL

[] e PERFORM SERVICES ONLY mwr; refer to Dol! m&m mrapec;ﬂc CLA protecton

f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE [[] m- OTHER (Specify) (See instructions)
THE U.S_PUERTD RICO, LS. PDSSESSIONS AND TRUST
TERRITORIES

12. PUBLIC RELEASE

Any information (classified or unclassified) periaining to this contract shall not be released for public dissemination except as provided by the National
Industrial Security Program Operating Manual (MISPOM) or unless it has been approved for public refease by appropriate U.5. Government authority.
Proposed public releases shall be submitied for review and approval prior to release to the appropriate government approval authority identified here with at
least office and phone contact information and if available, an e-mail address. (See nsructions)

[<] DIRECT [] THROUGH (specty beiow) Public Release Authority:
Evan Sharpton, Contractmg Officer Representative (COR)
Department of the Mavy, +1 (737) 355-2330

13. SECURITY GUIDANCE Add Signature | Remove Last Signature || Delete All Signatures

The security classification guidance for classified information needed for this effort is identifed below. f any difficulty is encountered in applying this
guidance or if any cther contributing factor indicates a need for changes in this guidance, the confractor is authorized and encouraged to provide
recommended changes; to challenge the gusdance or the classification assigned to any information or material furnished or generated under this contract;
and to submit any guestions for interpretation of this guidance fo the official identified below. Pending final decision, the mformation inwolved shall be
handled and protected at the highest level of classificafion assigned or recommended.

{FI¥ in 25 appropriate for the classiied effort. Atlach, or forwand under separafe comespandence, any focumentsipuidesiexfracts referenced herein. The feid will expand as texf
is agded. When remowing any expanded fexf arma, use defete key o backspace key, then ciick ouf of the fexf feld for [T to shrink affer the fex! has bean defeled AJS0 alows fov
g fo O intemal reviewers o digéally sign. Ses nstruchons for 30otona guwdance or use of the Miable POF.)

Eeference Item 10z - Access to classified COMSEC information requires a fimal ULS. Government security clearance at the appropnate
lewel Further disclosure of classified COMSEC mnformation by a contractor, to include subcontracting, requires prier approval from the
GCA Non-accountable COMSEC mformation, though not tracked m the COMSEC material control system, may still requure a level of
control within 2 document control system Refer to N3AMCSS Mamual 3-16, "Control of Commumications Secunty Material = and the
Committee on National Securnity Systems Instruetion (CHNSS) 4001, "Controlled Cryptographic Items." for guidance. If acesss to classified
COMSEC mformation 15 required at government facilities, contractor personnel will follow the secunty requirements of the host
government actvity. All contractor employees who require access to classified COMSEC mformation in the performance of therr duties
shall receive a COMSEC briefing before access is granted.

Eeference Item 11h - The contractor 15 required to store accountable COMSEC mformation at their cleared facility in performance of this
contract. Addional COMSEC gmdance will be provided wia separate cover.

Beference Item 11c - Contractor will reference the appropriate Secunty Classification Guide {(SCG) when generating or derrving classified
material or hardware. All classified information recerved or generated will be properly stored and handled according to the markmes on the
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CLASSIFICATION (When filed in): Unclassified -

material. All classified information tecerved o generated is the property of the U.5. Government At the termmation or expiration of tis |
contract, the U5, Government will be contacted for proper disposition instructions. The contractor will abide by the following secunty
classification puidance:

-1I. 5. Waval Operations Guided Sonar 3.126, dated 4 March 2017 (provided via separate cover)

Parformance on this comtract shall be hmuted to the location(s) specified per this DD Form 254 and GCA approved US. Government sites.

Contractors shall follow security reqmrements per the NISPOM and other IS, Government contractual security regnlatmnsas n}'zn.dabed_

List of Aftachments (&1l Files Must be attached Prior to Signing, Le.. for any digital signature on the form) | Show Attachment Bar

NAME & TITLE OF REVIEWING OFFICIAL SIGNATURE
-

14. ADDITIOMAL SECURITY REQUIREMENTS
Reguirements, in addifion to NISPOM requirements for classified mformation, are established for this contract.
I Y, ifenflly the pertinent conraciual ciauses in the contract document Tsel, or provide an appmpriate staiement which identifes the asitiana)

EM‘:’ DYE requirements. Provide & copy of ie requirements io the C50. The feld will expand as fext [s sdoed or yaw can also use fem 73 When removing any
expansed texf ares, wse delete key or bacKSpace key, then cick owl of Me et Medd for it bo shrink aiter the text has been deleted.

{See Instrucions for S00onal guitance of LUse of Me fiabie POF )

15. INSPECTIONS
Elements of this contract are outside the inspecton responsibilty of the CS0.

Mo Yes I Yes, explaln and Jenfify Speciic areas and governmeant Jcivlly respansiie for nspectians. The Meld wil expand 35 texf 15 added of o £30 3150 USe fem
E I:l 13. When removing any expanded text ares, use delefe key or backspace key, then ciick oo of fhe fexf fekd for & fo shiink afer e texl has been deleted!
(See nstructions for 20oional guidance or Luse of e filatie POF.)

16. GOVERNMENT CONTRACTING ACTIVITY (GCA) AND POINT OF CONTACT (POC)

a. GCA NAME c. ADDRESS (include ZIP Code) d. POC NAME
Morfolk Naval Base Evan Sharpton
eI AL NG‘“"E'* 5:5:‘2351 : = POC TELEPHONE fincluge Area Coos)
b. ACTIVITY ADDRESS CODE (AAC) OF THE e, +1 (757) 555-2330
CONTRACTING OFFICE jSee insfructions) f. EMAIL ADDRESS [See Instuctions)
NO00HX sharpton evani@examplenavy ml

17. CERTIFICATION AMND SIGMATURES
Security requirements stated hersin are complete and adequate for safeguarding the classified mformation to be released or generated under this classified
effort. All guestions shall be referred to the official named below. Upon digitally signing e 17h, no changes can be made as the form will be locked.

a. TYPED NAME OF CERTIFYING OFFICIAL (Lasf, First, Midole Initia) d. AAC OF THE CONTRACTING OFFICE | h. SIGNATURE
(Ses insTuchions) [See Instructions) —
Mary Louise Bland NOQOEE
b. TITLE e. CAGE CODE OF THE PRIME CONTRACTOR
{See Instructians.)
Contracting Officer NiA
. ADDRESS (Include ZIP Code) F. TELEPHOME (Inciude Area Code) i. DATE SIGNED
Norfolk Naval Base +1 (757) 555-2330 {See Instrucians)
E‘“’ﬂ* 5;’;;‘ ik g EMAIL ADDRESS [See harucions)
Z bland marylomse@examplenavy mil

18. REGUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL

f. OTHER AS NECESSARY (i more roam 5 neeged, continue in kem 1.3 or on
[¥] a CONTRACTOR L] rada'munarmge Fnacessany.)
[] b. SUBCONTRACTOR

= c. COGNIZANT SECURITY OFFICE FOR PRIME AND
SUBCONTRACTOR

D d. IS ACTIITY RESPONSIBLE FOR OVERSEAS SECURITY
ADMINISTRATION

|:| e ADMINISTRATIVE CONTRACTING OFFICER
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