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INTRODUCTION 
What are enhanced security requirements? 

NIST 800-172’s enhanced security requirements 
are extra layers of robust security measures for 
organizations handling highly sensitive unclassifed 
information, especially when facing advanced cyber 
threats. 

What systems require enhanced security controls? 

The enhanced requirements apply to components 
of nonfederal systems that process, store, or transmit 
Controlled Unclassifed Information (CUI) or that 
provide security protection for such components 
when the designated CUI is associated with a critical 
program or high value asset when: 

1. the information resides in nonfederal systems 
and organizations; 

2. the nonfederal organization is not collecting or 
maintaining information on behalf of a federal 
agency or using or operating a system on behalf 
of an agency; and 

3. where there are no specifc safeguarding 
requirements for protecting the confdentiality 
of CUI prescribed by the authorizing law, 
regulation, or government-wide policy for the 
CUI category listed in the CUI Registry. 

The enhanced requirements supplement the basic 
and derived security requirements in NIST Special 
Publication 800-171 and are intended for use by 
federal agencies in contractual vehicles or other 
agreements established between those agencies and 
nonfederal organizations. 

Systems requiring enhanced controls 

Below are some examples of systems that require 
enhanced controls when your facility’s information 
systems connect to them. 

(Note: This is not a comprehensive list of all systems 
types requiring enhanced controls.) 

• Critical Infrastructure Systems 
• Systems that process, store, or transmit 

Personally Identifable Information (PII) 
• Cloud-based systems used by government 

agencies 
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 Why are enhanced security requirements necessary? 

Due to the evolving and increasingly sophisticated nature of cyber threats, additional security controls must be 
implemented to protect sensitive information systems. Safeguarding sensitive federal information that resides in 
nonfederal systems and organizations is of paramount importance to federal agencies and can directly impact 
the ability of the Federal Government to carry out its designated missions and business operations. 

Enhanced Security Requirements Families? 

The enhanced security requirements are organized into 14 families consistent with the families for basic and 
derived requirements. Each family contains the requirements related to the general security topic of the family. 
The families are closely aligned with the minimum security requirements for federal information and information 
systems in FIPS 200. 

SECURITY REQUIREMENT FAMILIES 

Access Control Media Protection 

Awareness and Training Personnel Security 

Audit and Accountability Physical Protection 

Confguration Management Risk Assessment 

Identifcation and Authentication Security Assessment 

Incident Response System and Communications Protection 

What are examples of enhanced security requirements? 

Below are some family control requirements: 

(Note: This is not a comprehensive list of all enhanced security requirements.) 

FAMILY REQUIREMENT 

Access Control Employ dual authorization to execute critical or sensitive system and 
organizational operations. 

Awareness and Training 
Provide awareness training focused on recognizing and responding to threats 
from social engineering, advanced persistent threat actors, breaches, and 
suspicious behaviors

Incident Response Establish and maintain a security operations center capability that operates. 

Personnel Security Ensure that organizational systems are protected if adverse information develops 
or is obtained about individuals with access to CUI. 

Security Assessment Conduct penetration testing leveraging automated scanning tools and ad hoc 
tests using subject matter experts. 
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What is are some examples of enhanced controls for particular systems? 

Below are some examples of both technical and procedural enhanced controls that could apply to your system 
connections. 

(Note: This is not a comprehensive list of all enhanced controls.) 

TECHNICAL CONTROLS PROCEDURAL CONTROLS 

Automated Password Management:  Use automated 
tools to manage passwords for systems that lack strong 
authentication features. 

Awareness Training: Educate personnel to recognize and 
respond to security threats.  

Approved Resources Only: Allow access only to systems 
and devices the organization owns.   

Practical Training Exercises: Conduct drills to simulate 
security threats and provide feedback. 

System Identifcation and Authentication: Verify the 
identity of systems and components before network 
connection.  

Authoritative Source and Repository: Maintain a trusted 
source for approved system components.  

Anomalous Behavior Monitoring: Continuously 
monitor systems for unusual activity. 

Security Operations Center: Operate a central point for 
security monitoring and response. 

Threat Indicator Utilization: Use external threat 
information to improve intrusion detection and threat 
hunting.   

Cyber Incident Response Team: Have a team ready to 
respond to and manage security incidents. 

Here is a real-world example of 
enhanced security requirements: 

A research lab stores and processes 
highly sensitive CUI related to materials 
used in defense systems. They face 
a signifcant risk from Advanced 
Persistent Threats (APTs) targeting 
this data. The baseline security control 
requirements according to NIST 
800-171 require audit logs of system 
activity. However, because this is a 
system that stores and processes 
CUI the research lab decides to 
implement security information and 
event management (SIEM) systems 
with advanced analytics and threat 
intelligence feeds to detect anomalous 
behavior. This meets their enhanced 
security control requirement for system 
and information integrity under NIST 
800-172. 
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RESOURCES 
NIST 800-171: Protecting Controlled Unclassifed 
Information in Nonfederal Systems and 
Organizations 

Serves as the foundational security standard for 
organizations outside the federal government 
that process, store, or transmit CUI. It establishes a 
baseline set of security requirements, encompassing 
14 families of security controls, aimed at safeguarding 
the confdentiality, integrity and availability of 
sensitive unclassifed information. 

NIST 800-172: Enhanced Security Requirements 
for Protecting Controlled Unclassifed Information: 
A Supplement to NIST Special Publication 800-171 

Builds upon the baseline established by NIST 800-
171. Introduces more stringent security measures 
for scenarios involving high value assets, critical 
programs, or situations where the potential impact of 
a CUI compromise is particularly severe. Functions as 
a supplemental standard, providing additional layers 

of security for organizations facing elevated risks and 
requiring a more robust defense posture. 

DISA Security Technical Implementation 
Guides (STIGs) 

These guides provide detailed, step-by-step 
instructions on how to confgure settings, apply 
security patches, and implement security controls to 
harden systems against potential cyber vulnerabilities. 
By adhering to STIGs, organization within the DoD 
can ensure a consistent and robust security posture, 
minimizing the risk of exploitation by malicious actors. 

FIPS 200: Minimum Security Requirements for 
Federal Information and Information Systems 

Establishes the minimum mandatory security 
requirements for federal information systems, 
promoting a risk-based approach to safeguard 
sensitive data. 

Cybersecurity Toolkit - Enhanced 
Controls: Click here to access the 
toolkit and learn more. 

http://cdse.edu/catalog/insider-threat.html
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