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2019 Counterintelligence Vigilance Campaign Implementation Plan

A Vigilance campaign is an ongoing, continual communication program, using a variety of
communication platforms such as posters, videos, briefings, and internet sites to keep
Counterintelligence Awareness and reporting requirements in the forefront for personnel
Successful Counterintelligence Awareness training instills in all personnel, both those with

clearance and without, a “Vigilance” mindset.

Month
January

All materials available here

Event |
You are the First Line of Defense

Video: Cl Awareness
Poster: Hero
Webinar: Counter-proliferations

February

Foreign Recruitment

Poster: Online Elicitation and Recruitment

Job Aid: Foreign Intelligence Entity Targeting Recruitment
Methodoloqgy

Learning Short: Social Networking

March

Foreign Collection Methods

Poster: Foreign Collection Methods

Job Aid: Foreign Collection Methods: Indicators and
Countermeasures

Job Aid: Counterintelligence Trivia Twirl

April

Supply Chain Risk Management

Video: Know the Risk - Raise Your Shield: Supply Chain Risk
Management

Brochure: Exploitation of Global Supply Chain
Toolkit Tab: Cl Awareness — Supply Chain Risk Management

May

Protecting Defense Technology

Job Aid: Industrial Base Technology List
Publication: DSS Technology Trends
Short: Critical Program Information

June

Reporting Requirements



https://www.cdse.edu/toolkits/ci/index.php
https://www.cdse.edu/micro/ci-awareness/ci-awareness.html
https://www.cdse.edu/resources/posters-counterintelligence.html
https://www.cdse.edu/catalog/webinars/counterintelligence/counter-proliferations.html
https://www.cdse.edu/resources/posters-cybersecurity.html
https://www.cdse.edu/documents/cdse/foreign-intelligence-entity-targeting-recruitment-methodology.pdf
https://www.cdse.edu/documents/cdse/foreign-intelligence-entity-targeting-recruitment-methodology.pdf
https://www.cdse.edu/shorts/cybersecurity.html
https://www.cdse.edu/resources/posters-counterintelligence.html
https://www.cdse.edu/documents/cdse/foreign-collection-methods.pdf
https://www.cdse.edu/documents/cdse/foreign-collection-methods.pdf
https://www.cdse.edu/multimedia/games/citrivia/index.html
https://www.cdse.edu/micro/supply-chain-risk/supply-chain-risk.html
https://www.cdse.edu/micro/supply-chain-risk/supply-chain-risk.html
http://www.dss.mil/documents/ci/Exploitation_of_Global_Supply_Chain.pdf
https://www.cdse.edu/toolkits/ci/supply.html
https://www.cdse.edu/documents/cdse/CI-JobAidSeries-IBTL.pdf
http://www.dss.mil/ci/ci_reports.html
https://www.cdse.edu/shorts/counterintelligence.html
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Poster: Report All Suspicious Activity

Pamphlet: Reporting the Threat brochure
Webinar: Critical Elements of a Suspicious Contact Report

July Foreign Travel and Foreign Visitors
Short: Cl Foreign Travel Briefing
Brochure: Preparing for Foreign Visits
Brochure: Foreign Travel Vulnerability
August . . , o
Reporting Questionable Intelligence Activities
DoD Whistleblower FAQ
No FEAR Act Reporting
Guide to Reporting Questionable Intelligence Activity
September Counterterrorism
Learning Short: Antiterrorism Force Protection
Job Aid: Suspicious Activity Reporting
Poster: If You See Something, Say Something
October Cl and Cybersecurity
Webinar: Cyber Enabled Threats to Cleared Industry
Job Aid: Cyber Threat Case Examples
Poster: Phishing Awareness
November Economic Espionage
Job Aid: Understanding Espionage and National Security
Crimes
Poster: Espionage Doesn’t Pay
Insider Threat Case Studies
December Cl Awareness

Poster: Keep Calm and Call Your CISA
eLearning Game: Cl Magic 8-Ball
Video: Request for Information



https://www.cdse.edu/resources/posters-counterintelligence.html
http://www.dss.mil/documents/ci/reporting_the_threat.pdf
https://www.cdse.edu/catalog/webinars/counterintelligence/critical-elements.html
https://www.cdse.edu/shorts/counterintelligence.html
http://www.dss.mil/documents/ci/Foreign-Visitors.pdf
http://www.dss.mil/documents/ci/Foreign-Travel-Vulnerability.pdf
http://www.dodig.mil/Portals/48/Documents/Programs/Whistleblower/What-Military-Members-Need-To-Know.pdf?ver=2017-04-27-095957-547
http://www.dodhotline.dodig.mil/Programs/Whistleblower/nofearact.html
http://dodsioo.defense.gov/Portals/46/(U)%20Guide%20to%20Reporting%20QIA%20and%20S-HSM%2020180208.pdf?ver=2018-02-09-084243-223
https://www.cdse.edu/toolkits/ci/counterterrorism.html
https://www.cdse.edu/documents/toolkits-ci/SAR_Indicators.pdf
https://www.dhs.gov/see-something-say-something/campaign-materials
https://www.cdse.edu/catalog/webinars/cyber-security/cyber-enabled-threats.html
https://www.cdse.edu/documents/toolkits-fsos/cyber-threat-case-examples.pdf
https://www.cdse.edu/resources/posters-cybersecurity.html
https://www.cdse.edu/documents/cdse/ci-jobaidseries-understandingespionage.pdf
https://www.cdse.edu/documents/cdse/ci-jobaidseries-understandingespionage.pdf
https://www.cdse.edu/resources/posters-counterintelligence.html
https://www.cdse.edu/resources/case-studies.html
https://www.cdse.edu/resources/posters-counterintelligence.html
https://www.cdse.edu/multimedia/games/magic_8_ball.ppsx
https://www.cdse.edu/resources/videos/ci.html

