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A

Activity Security Checklist

Adjudication

Adversary

Adverse Information

Atomic Energy Act Information

Standard Form (SF)-701 — Completed when it has
been verified that all areas have been secured.

The evaluation of pertinent data in a background
investigation, as well as any other available
information that is relevant and reliable, to determine
whether a covered individual is suitable for
Government employment.

Any individual, group, organization, or government
that conducts activities, or has the intention and
capability to conduct activities detrimental to assets.

Any information that adversely reflects on the
integrity or character of a cleared employee.

Unique categories of classified information
concerning nuclear material; defined by section 2014
of Title 42, U.S.C. (also known as “The Atomic
Energy Act of 1954”), as amended.

Back to Top

Banner Lines

Specify the highest level of classification
(Confidential, Secret, or Top Secret) of information
contained within the document and the most
restrictive control markings applicable to the overall
document.

Back to Top
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Classification Authority Block (CAB)

Classification by Compilation

On classified, originally classified, or derivatively
classified U.S. documents, indicates the authority for
the classification determination and the duration of
classification (i.e., declassification and downgrading
instructions).

Occurs when unclassified elements of information
are combined to reveal classified information, or
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Classified Information

Classified Information Non-Disclosure
Agreement (SF-312)

Classified National Security Information (CNSI)

Cleared Contractor

Cleared Employees

32 CFR Part 2002 Controlled Unclassified
Information

when classified elements are combined and the
combination reveals information at a higher
classification level than the individual elements.

Information that has been determined pursuant to
Executive Order (E.O.) 13526, or any successor
order, E.O. 12958, or any successor order, or the
Atomic Energy Act of 1954 (42 U.S.C. 2011) to
require protection against unauthorized disclosure
and that is marked to indicate its classified status
when in documentary form.

A contractual agreement between the U.S.
Government and a cleared employee that must be
executed as a condition of access to classified
information. Required to access classified
information.

Information that has been determined pursuant to
E.O. 13526 to require protection against
unauthorized disclosure and that is marked to
indicate its classified status when in documentary
form.

All contractors who safeguard classified information
disclosed during all phases of the contracting,
licensing, and grant process, including bidding,
negotiation, award, performance, and termination.
Any industrial, educational, commercial, or other
entity that has been granted a Facility Clearance
(FCL) by a Cognizant Security Agency (CSA) and
participating in the National Industrial Security
Program (NISP).

All industrial or commercial contractors, licensees,
certificate holders, or grantees of an agency,
including all subcontractors; a personal services
contractor; or any other category of person who acts
for or on behalf of an agency as determined by the
appropriate agency head who is granted Personnel
Security Clearances (PCL) and

are being processed for PCLs.

Implementing directive for E.O. 13556 that describes
the executive branch’s Controlled Unclassified
Information (CUI) Program and establishes policy
for designating, handling, and decontrolling
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Common Access Card (CAC)

Confidential

Continuous Vetting (CV)

Control Markings

Controlled Unclassified Information (CUI)

Countermeasure

Counterintelligence (CI) Awareness Training

information that qualifies as CUI.

Standard identification for active-duty uniformed
Service personnel, Selected Reserve, DOW civilian
employees, and eligible contractor personnel. Also,
the principal card used to enable physical access to
buildings and controlled spaces and provides access to
DOW computer network and systems.

Classified National Security Information (CNSI)

of which the unauthorized disclosure could
reasonably be expected to cause damage to

national security.

A personnel vetting scenario that occurs on an
ongoing basis to maintain trust with established
insiders. Based on required coverage, periodicity, or
event driven. CV relies on automated record checks
that pull data from criminal, terrorist, and financial
databases, as well as public records. It replaced
periodic reinvestigations.

Markings that identify any special access,
safeguarding, or dissemination control requirements.

Unclassified information requiring safeguarding or
dissemination controls consistent with applicable
law, regulation, or Government-wide policy that
does not meet the requirements for classification in
accordance with Executive Order, or E.O., 13526,
“Classified National Security Information.”

The employment of devices or techniques that impair
the operational effectiveness of enemy activity.
Countermeasures may include anything that
effectively negates an adversary’s ability to exploit
vulnerabilities.

In accordance with DOD Directive (DODD) 5240.06
“Counterintelligence Awareness and Reporting
(CIAR),” all DOW components must ensure their
personnel complete annual counterintelligence (CI)
awareness training. Training should summarize the
potential threats and collection methods used by
Foreign Intelligence Entities (FIE), Potential
Espionage Indicators (PIE), warning signs of
terrorism, and reporting responsibilities.
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Credentialing

Critical Information

Critical Information List

Critical-Sensitive

CUI Designation Indicator Block

CUI Registry

Homeland Security Presidential Directive 12 (HSPD-
12) adjudication determines who may

receive Personal Identify Verification (PIV)
credentials for physical access to Federal controlled
facilities and/or logical access to Federal-controlled
information systems. The

primary purpose of HSPD-12 credentialing is to
ensure that individuals are not known or

suspected terrorists, do not provide an avenue for
terrorism, and do not pose an

unacceptable risk to employees or assets.

The adjudicative process culminates in a
credentialing trust determination.

Information that DOW has determined is
valuable to an adversary. This information will
vary based on the organization’s

role.

A list of critical information that has been fully
coordinated within an organization and
approved by the senior decision maker, and is
used by all personnel in the organization to
identify unclassified information requiring
application of operations security (OPSEC)
measures.

A position sensitivity designation indicating the
potential for exceptionally grave impact on the
integrity or efficiency of the service or on the
national security.

Required on first page or cover of any
document or material containing CUI,
identifies name of the DOW Component
determining that the information is CUI, the
office making the determination, the categories
of CUI contained in the document, and the
distribution statement or the dissemination
controls if applicable.

The National CUI Registry provides an official
list of the Indexes and Categories used to
identify the various types of CUI.

Back to Top
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Declassification

Defense Federal Acquisition Regulation

Supplement (DFARS)

Defense Office of Prepublication and Security

Review (DOPSR)

Department of Defense (DD) Form 1587
Department of Defense (DD) Form 1790

Department of Defense (DD) Form 1910

Dissemination Controls

DOD Information Security Program

The authorized change in the status of information
from classified to unclassified.

The DFARS implements and supplements the
Federal Acquisition Regulation (FAR) and is
administered by the Department of Defense (DOD).
The DFARS should be read in conjunction with the
primary set of rules in the FAR.

Manages the Department of Defense Security
Review Program, reviewing written materials both
for public and controlled release.

Record of Congressional Review.
Congressional Review.

This form, the Clearance Request for Public Release
of Department of Defense Information, is to be used
when requesting review and clearance of DOW
information proposed for public release in accordance
with Department of Defense Instruction (DODI)
5230.09 “Clearance of DOD Information for Public
Release.”

Control markings that identify the expansion
or limitation on the distribution of information.

Implements References DOD Instruction 5200.01,
“DoD Information Security Program and Protection of
Sensitive Compartmented Information (SCI),” E.O.
13526, “Classified National Security Information,”
and parts 2001 and 2002 of Title 32, Code of Federal
Regulations, with regard to the classification,
declassification, and protection of classified
information, including information categorized as
collateral, sensitive compartmented information (SCI),
and Special Access Program (SAP), and provides
guidance to users to identify, mark, and protect certain
types of unclassified information, referred to as CUI,
in accordance with E.O. 13556, “Controlled
Unclassified Information,” parts 2001 and 2002 of
Title 32, Code of Federal Regulations, and other
national-level directives. This combined guidance is
known as the DOD Information Security Program and
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DODD
DODI
DODM

Department of Defense Contract Security
Classification Specification (DD Form 254)

Department of Defense Instruction (DODI)
5200.48 Controlled Unclassified Information

Department of Defense Instruction (DODI)
5230.09 Clearance of DOD Information for
Public Release

Department of Defense Instruction (DODI)
5230.29 Security and Policy Review of DOD
Information for Public Release

Department of Defense Instruction (DODI)
8510.01 Risk Management Framework for DOD
Systems

Department of Defense Manual (DODM)
5200.01 DOD Information Security Program

CDSE

is applicable to all DOW Components.

Department of Defense Directive
Department of Defense Instruction
Department of Defense Manual

This document provides security guidance to both the
contractor and the Government. It is a legal document
that directs the contractor about the proper protection
of classified material released under the contract.

Establishes policy, assigns responsibilities, and
prescribes procedures for CUI throughout DOW in
accordance with Executive Order (E.O.) 13556; Part
2002 of Title 32, Code of Federal Regulations (CFR);
and Defense Federal Acquisition Regulation
Supplement (DFARS) Sections 252.204-7008 and
252.204-7012.

Establishes policy and assigns responsibilities for the
security and policy review process for the clearance of
official DOW information proposed for official public
release by DOW and its employee.

Implements policy established in DoDI 5230.09
“Clearance of DOD Information for Public Release,”
assigns responsibilities, and prescribes procedures

to carry out security and policy review of DOW
information for public release.

Establishes the risk management framework (RMF)
for DOW systems, outlines policy, assigns
responsibilities, and prescribes procedures for
executing and maintaining the RMF. Applies to all
DOW Information Technology (IT) that receives,
processes, stores, displays, or transmits DOW
information.

Manual composed of three volumes (Volume 1:
Overview, Classification, and Declassification;
Volume 2: Marking of Information; and Volume 3:
Protection of Classification Information) to implement
policy, assign responsibilities, and provide procedures
for the designation marking, protection, and
dissemination of CUI and classified information,
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Department of Defense Manual (DODM)
5200.45 Original Classification Authority and
Writing a Security Classification Guide

Departments and Agencies

Derivative Classification

Director of National Intelligence (DNI)

Dissemination Control Markings

DOD CUI Registry

CDSE

including information classified as collateral, sensitive
compartmented information (SCI), and Special Access
Program (SAP). Provides overarching program
guidance and direction for the DOD Information
Security Program.

Outlines original classification authority (OCA)
responsibilities and provides original classification
Processes and prescribes procedures to develop
security classification guides (SCG) pursuant to E.O.
13526 or successor order, and Part 2001.15 of Title
32, Code of Federal Regulations (CFR).

Refers to any “Executive agency,” as defined in 5
U.S.C. 105; any “Military department,” as defined in
5 U.S.C. 102; any “independent establishment,” as
defined in 5 U.S.C. 104; and any other entity within
the executive branch that comes into the possession
of classified information.

Incorporating, paraphrasing, restating, or generating
in new form information that is already classified and
marking the newly developed material consistent
with the classification markings that apply to the
source information. Includes the classification of
information based on classification guidance. The
duplication or reproduction of existing classified
information is not derivative classification.

The Security Executive Agent (SecEA) is
responsiblefor ensuring reciprocal recognition of
national security eligibility among the agencies.

Markings that identify the expansion or limitation
on the distribution of information.

Provides an official list of the Indexes,
Categories, and approved Limited
Dissemination Controls used to identify the
various types of DOW CUI. The DOD CUI
Registry overall mirrors the national CUI
Registry; however, the category pages
specifically align to DOW.
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Downgrade

E

A determination by a declassification authority that
information classified and safeguarded at a specified
level shall be classified and safeguarded at a lower
level.

Back to Top

eAPP (Electronic Application)

e-QIP (Electronic
Questionnaires for
Investigations Process)

Espionage

Executive Order 13526

Executive Order 13556 Controlled
Unclassified Information

Replaces the functionality provided by the Electronic
Questionnaires for Investigations Process (e-QIP). e-
QIP processed the standard forms questionnaire that
Federal applicants used to provide information for
their initial background investigations. eApp has
accelerated the background investigation process
through improved application features that help
applicants complete the detailed background
investigation form more accurately.

Formerly used to process the standard forms
questionnaire that Federal applicants used to provide
information for their initial background
investigations.

Espionage is a national security crime; specifically, it
violates Title 18 USC, §§ 792-798 and Article 106a,
Uniform Code of Military Justice (UCMJ).
Espionage convictions require the transmittal of
national defense information with the intent to aid a
foreign power or harm the U.S. However, even
gathering, collecting, or losing national defense
information can be prosecuted under Title 18.

Order prescribes a uniform system for classifying,
safeguarding, and declassifying national security
information.

Establishes guidelines and requirements for the
national-level CUI program and designates the

National Archives and Records Administration
(NARA) to oversee executive agency actions to
ensure their compliance with the order.

Back to Top
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Facility Clearance (FCL)

Facility Security Officer (FSO)

FED-STD 832

Federal Investigative Standards (FIS)

FF-L-2740

An administrative determination that, from a security
viewpoint, a company is eligible for access to
classified information of a certain category (and all
lower categories). FCL is also referred to as an entity
eligibility determination.

A U.S. citizen employee appointed by a contractor
who will supervise and direct security measures
necessary for implementing the National Industrial
Security Program Operating Manual (NISPOM) and
other Federal requirements for classified
information.

Establishes the minimum construction
requirements for high-security vaults used for
storing classified information and weapons,
specifying the methods and materials used in their
construction to meet General Services
Administration (GSA) and Cognizant Security
Agency (CSA) standards. An “approved vault” is
one that has been built and approved in accordance
with FED-STD-832.

A five-tiered investigative model developed in
accordance with E.O. 13467. The FIS sets standard
requirements used to conduct background
investigations that determine eligibilityto access
classified information or hold a national security
sensitive position. Trusted Workforce (TW) 2.0
will transition from five federal investigative
standards to three: Low Tier, Moderate Tier, and
High Tier. Each investigative tier appropriately
aligns investigations to the personnel vetting
domains: suitability, fitness, national security, and
credentialing.

Federal specification for electromechanical
combination locks designed and manufactured to
protect unattended national security information
(NSI) when used on GSA-approved security
containers, vault doors, and pedestrian door
deadbolts. Specification requires locks to
incorporate modern electronic security techniques,
software protection during manufacturing, and to
meet stringent resistance standards for brute-force
attacks.
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Fitness

For Official Use Only (FOUO)

Foreign Contacts

Foreign Government Information

Foreign National

Fitness adjudication determines whether an
individual has the character or conduct
determined necessary to perform work for, or on
behalf of an agency working in excepted

service positions, non-appropriated fund (NAF)
positions, or as defense contractors. The
adjudicative process culminates in a fitness trust
determination.

One of the legacy markings that could be applied
to sensitive but unclassified information that
needed safeguarding but did not meet the criteria
for classification under E.O. 13526.

Contact with individuals of any foreign nationality,
either within or outside the scope of your official
duties.

Information provided to the U.S. Government by
a foreign government or governments, an
international organization of governments, or any
element thereof with the expectation that the
information, the source of the information, or
both are to be held in confidence.

Any person who is not a citizen or national of the
United States.

Back to Top

General Services Administration (GSA)

Independent agency of the U.S. Government
established in 1949 to help manage and support the
basic functioning of Federal agencies. GSA supplies
products and communications for U.S. Government
offices, provides transportation and office space to
Federal employees, and develops Government-wide,
cost-minimizing policies, among other management
tasks. Its stated mission is to “help Federal agencies
better serve the public by offering, at best value,
superior workplaces, expert solutions, acquisition
services and management policies.” Federal agency
that establishes and publishes uniform standards,
specifications, and supply schedules for units and
key-operated and combination padlocks suitable for
the storage and protection of classified information.

10
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GSA-Approved Security Container

Security file container, originally procured from a
Federal Supply Schedule supplier, conforming to
Federal specifications and bears a “Test Certification
Label” on the locking drawer attesting to the security
capabilities of the container and lock. Such containers
must be labeled “General Services Administration
Approved Security Container” on the face of the top
drawer. Acceptable tests of the containers can only be
performed by a testing facility specifically approved
by GSA.

Back to Top

High Tier (HT)

Homeland Security Presidential
Directive 12 (HSPD-12)

Investigative tier under TW 2.0 that includes
positions designated as non-sensitive high-risk public
trust and/or critical-sensitive high-risk public trust or
special-sensitive high-risk public trust.

Established a mandatory, Government-wide standard
for secure and reliable forms of identification issued
by the Federal Government to its employees and
contractors (including contractor employees).

Back to Top

Information Security Oversight Office (ISOO)

Information Systems

Initial Vetting

Responsible to the President for policy and
oversight of the Government-wide security
classification system and the NISP.

An assembly of computer hardware, software, and
firmware configured for the purpose of automating
the functions of calculating, computing, sequencing,
storing, retrieving, displaying, communicating, or
otherwise manipulating data, information, and textual
material.

A personnel vetting scenario that assesses whether a
subject can be trusted when first assigned. The level of]
investigation is based on the investigative tier for the
position designation.
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Insider

Insider Threat

Insider Threat Program Senior Official (ITPSO)

Intrusion Detection Equipment (IDE)

Intrusion Detection System (IDS)

Investigative Service Provider (ISP)

CDSE

Any person who has, or once had, authorized access to
information, a facility, network, a person, or a
resource of DOW.

A threat presented by a person who has, or once had,
authorized access to information, a facility, network, a
person, or a resource of DOW and wittingly or
unwittingly commits an act in contravention of law or
policy that resulted in or might result in harm

through the loss or degradation of Government or
company information, resources, or capabilities, or a
destructive act, which may include physical harm to
oneself or another.

A senior DOW component head official with the
authority to provide management, accountability, and
oversight of their component’s insider threat program
and make resource recommendations to the
appropriate agency official.

Deter, detect, document, deny, or delay intrusion by
detecting a change in the environment.

Shall detect unauthorized penetration into the secured
area. Complements other physical security measures
and consists of intrusion detection equipment (IDE),
security forces, and operating procedures.

An agency authorized by law, regulation, or
designated by the Director of National Intelligence
(DNI) or the Director of the Office of Personnel
Management (OPM), in their role as Security or
Suitability Executive Agent, respectively, to conduct
personnel security investigations of persons to
ascertain whether such persons satisfy the criteria for
obtaining or retaining: (1) eligibility for access to
classified information; (2) eligibility to hold a
sensitive position; (3) suitability or fitness for
Government employment; (4) eligibility for logical
and physical access; or (5) fitness to perform work for
or on behalf of the Government as a contractor
employee.

12
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Level 1 Antiterrorism
Training

Low Tier (LT)

In accordance with DOD Instruction (DODI) O -
2000.16, “DOD Antiterrorism Program
Implementation: DOD Antiterrorism (AT)
Standards,” DOW Components must provide
annual Level 1 Antiterrorism (AT) Awareness
training to ensure all DOW civilian personnel
have an awareness of terrorist threats as well as
an understanding of personal protection.

Investigative tier under TW 2.0 that includes
positions designated as non-sensitive and low
risk. The minimum investigative tier for
eligibility for physical and/or logical access or
credentialing determinations.

Back to Top

]

Moderate Tier (MT)

Investigative tier under TW 2.0 that includes

positions designated as non-sensitive moderate-
risk public trust and/or non-critical sensitive
moderate-risk public trust.

Back to Top
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National Archives and Records Administration
(NARA)

National Background Investigation Services
(NBIS)

National Industrial Security Program (NISP)

Preserves U.S. Government records, manages the
Presidential Libraries system, and publishes laws,
regulations, Presidential, and other public documents.

Information technology platform to replace Defense
Information Security System (DISS) as the
enterprise-wide solution for personnel security,
suitability, and credentialing management for DOW
military, civilian, and contractors.

Established by E.O. 12829 for the protection of
classified information released or disclosed to
industry in connection with classified contracts. The
NISP applies to standards for the protection of
classified information released or disclosed to
contractors of all Federal executive

branch departments and agencies. Requirements of
the NISP are stated in 32 CFR Part 117, also referred

14
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National Industrial Security Program Operating
Manual (NISPOM) - 32 CFR Part 117

National Security

National Security Act of 1947

National Security Adjudication

National Security Agency (NSA)

CDSE

to as the National Industrial Security Program
Operating Manual (NISPOM).

Implements policy, assigns responsibilities,
establishes requirements, and provides procedures
consistent with E.O. 12829, “National Industrial
Security Program;” E.O. 10865, “Safeguarding
Classified Information within Industry;” and 32 Code
of Federal Regulation Part 2004, “National Industrial
Security Program.” That guidance outlines the
protection of classified information that is disclosed
to, or developed by

contractors, licensees, grantees, or certificate holders
to prevent unauthorized disclosure.

A collective term encompassing both national
defense and foreign relations of the United States.

Act to promote national security by providing for a
Secretary of Defense; for a National Military
Establishment; for a Department of the Army, a
Department of the Navy, and a Department of the
Air Force; and for the coordination of the activities
of the National Military Establishment with other
departments and agencies of the Government
concerned with national security.

National security adjudication seeks reasonable
assurance that persons granted access to

classified information, or who hold sensitive
positions, are loyal, trustworthy, and reliable.
National security adjudications consider a person’s
stability, discretion, character,

honesty, and judgment. The adjudicative process
culminates in a national security trust
determination.

Agency of the Federal Government that maintains
listings of evaluated destruction products that have
been tested, meets performance requirements, and
provides information assurance services and
information and signals intelligence.

15
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National Security Information

NATO

NATO Information

NATO Instruction 1-07

Negligent Discharge of Classified Information
(NDCI)

Non-Critical Sensitive

Non-Sensitive

Information that has been determined, pursuant to
E.O. 13526, to require protection against
unauthorized disclosure and is so marked when in
documentary form.

North Atlantic Treaty Organization.

Bears unique classification markings (NATO
Classification Markings) which signify that the
information is protected in the NATO security
system.

NATO classified information shall be
controlled and safeguarded according to United
States Security Authority for NATO
Instruction 1-07.

A negligent spillage or unauthorized disclosure
of classified information.

Position requires eligibility for access to Secret or
Confidential level information and has the potential
for significant or serious damage to National
Security (Tier 3).

Position requires no clearance or other sensitive
National Security duties (Tier 1).

Back to Top

Original Classification

Original Classification Authority (OCA)

Office of Personnel Management (OPM)

An initial determination that information requires,
in the interests of national security, protection
against unauthorized disclosure.

An individual authorized in writing, either by the
President, the Vice President, or by agency heads or
other officials designated by the President, to
originally classify information.

Manages the civil service of the Federal
Governmentand coordinates recruiting new
Government employees.

16
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Open Storage Area (aka Secure Room)

Operations Security (OPSEC)

OPSEC Cycle

Original Classification

An area constructed in accordance with the
requirements of the Appendix to Enclosure 3 of
DoDM 5200.01 V3 “DOD Information Security
Program: Protection of Classified Information” and
authorized by the senior agency official for open
storage of classified information.

OPSEC process is a systematic method used
to identify, control, and protect critical
information.

Five elements of the OPSEC process: Identify
critical information, conduct a threat analysis,
conduct a vulnerability analysis, conduct a
risk assessment, and apply OPSEC
countermeasures.

An initial determination that information requires, in
the interest of national security, protection against
unauthorized disclosure.

Back to Top
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Periodic Reinvestigation

Personnel Security Program (PSP)

Personnel Vetting Program (PVP)

Policy Review

Portion Marking

Prepublication Review

Presidential Policy Directive-19, Protecting
Whistleblowers with Access to Classified
Information

A national security investigation conducted to update
a previously completed investigation on persons
holding a national security position or performing
national security duties to determine whether that
individual continues to meet national security
requirements. With the implementation of the CV
model in TW 2.0, the need for periodic
reinvestigations, or PRs, has been or will be
eliminated.

Program aimed to protect national security by
ensuring only loyal, trustworthy, and reliable
individuals may access classified information and/or
be assigned to national security sensitive positions.
In TW 2.0, the PSP will transition to the Personnel
Vetting Program (PVP).

Protects people, property, information, and
mission (PPIM) by ensuring a trusted
workforce based on an evaluation of conduct,
integrity, judgement, loyalty, and reliability. In
TW 2.0, the PSP will transition to the PVP.

In prepublication review, ensures no conflict exists
with established policies or programs of DOW or the
U.S. Government.

Markings before every portion (e.g., subject, title,
paragraphs, sections, tabs, attachments, classified
signature blocks, bullets, tables, and pictures) in
every classified document to show the highest level
of classification that portion contains.

The process by which information that is proposed
for public release is examined by the Defense Office
of Prepublication and Security Review (DOPSR) for
compliance with established national and
DOWpolicies and to determine whether it contains
any classified, export-controlled, or other protected
information.

Establishes requirements to ensure that members of
the Intelligence Community (IC), or those who are
eligible for access to classified information, can
effectively report waste, fraud, and abuse while
protecting classified national security information.

18
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Privacy Act of 1974

Public Release

The Privacy Act of 1974 (5 USC §552a) establishes a
code of fair information practices that governs the
collection, maintenance, use, and dissemination of
personally identifiable information (PII) about
individualsthat is maintained in systems of records by
Federal agencies.

Act of making information available to the public
without restrictions on access or use.

Back to Top
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Re-establishment of Trust

Restating

Restricted Data (RD)

Risk (Personnel Security)

N

Secret

Secure Room

Security Classification Guide (SCG)

Security Container Information

A personnel vetting scenario that applies when a
former trusted insider returns to U.S. Government
affiliation. Additional vetting occurs to address the
new position designation, time away, and
individual record.

To state again or in another way.

A unique category of classified information
defined by the Atomic Energy Act of 1954, as
amended; all data concerning the design,
manufacture, or utilization of nuclear weapons; the
production of special nuclear material (SNM); or
the use of SNM for production of energy.

Determines the position’s potential for adverse
impact to the integrity and efficiency of the service.

Back to Top

Classified National Security Information (CNSI) of
which the unauthorized disclosure of could
reasonably be expected to cause serious damage to
national security.

An open storage area.

A documentary form of classification guidance
issued by an original classification authority that
identifies the elements of information regarding a
specific subject that must be classified and
establishes the level and duration of classification

for each such element.

SF-700 — Used to record the combinations to security
containers, secure rooms, and controlled area doors
and to identify personnel to be contacted if
containers are found open and unattended.
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Security Executive Agent Directive
(SEAD) 3, Reporting

Security Executive Agent Directive
(SEAD) 9, Whistleblower Protection

Security Forces

Establishes reporting requirements for all covered
individuals who have access to classified information
or hold a sensitive position.

Establishes policy for the Director of National
Intelligence’s appellate review process for
employees who are victims of retaliation regarding
security clearance and access determinations. It
prohibits an agency from retaliating against an
employee as a result of protected disclosures.

Made up of DOW, military, contract personnel,
and trained dogs—specially identified groups of
personnel who serve as the enforcement medium
for the physical security program.

Security-In-Depth

Security Incident

Security Infraction

A determination by the senior agency official that a
facility's security program consists of layered and
complementary security controls sufficient to deter
and detect unauthorized entry and movement
within the facility. Examples include, but are not
limited to, use of perimeter fences, employee and
visitor access controls, use of an IDS, random
guard patrols throughout the facility during non-
working hours, closed circuit video monitoring or
other safeguards that mitigate the vulnerability of
open storage areas without alarms and security
containers during non-working hours.

Any incident that has resulted in, or could result in,
the loss of compromise or classified information,
or indicates that classified information may have
been lost or compromised.

Security incident involving failure to comply with
requirements (i.e., the provisions of E.O. 13526,
“Classified National Security Information,” Part 2001
of Title 32, Code of Federal Regulations, DODM
5200.01), or other applicable security policy, which
cannot reasonably be expected to, and does not, result
in the loss, suspected compromise, or compromise of
classified information. An infraction may be
unintentional or inadvertent. While it does not
constitute a security violation, if left uncorrected, it
can lead to security violations or compromises.
Requires an inquiry to facilitate immediate corrective
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Security Review

Security Violation

Self-Reporting

Sensitive Compartmented Information (SCI)

Sensitivity [Personnel Security]

Standard Form (SF) 312
Standard Form (SF) 700
Standard Form (SF) 701
Standard Form (SF) 702
Standard Form (SF) 703
Standard Form (SF) 704
Standard Form (SF) 705

Standard Form (SF) 901

action but does not require an in-depth investigation.

In prepublication review, protects against the
compromise of classified information, CUI, or DOW
unclassified information that individually, or when
combined, may lead to the compromise of classified
information.

Security incidents that indicate knowing and willful
negligence of security regulations, and results in, or
could be expected to result in, the loss or compromise
of classified information. Requires an inquiry and/or
investigation.

As part of the security eligibility process, one must
immediately self-report any changes in status, adverse
information, foreign contacts, and foreign travel to the
security office. Everyone granted eligibility to access
classified information is subject to the reporting
requirements in Security Executive Agent Directive
(SEAD) 3.

Classified information concerning or derived from
intelligence sources, methods, or analytical processes
that are required to be handled within formal access

control systems established by the Director of
National Intelligence.

Determines the material adverse effect the individual
could have on national security.

Classified Information Non-Disclosure Agreement
Security Container Information

Activity Security Checklist

Security Container Check Sheet

Cover sheet for Top Secret information

Cover sheet for Secret information

Cover sheet for Confidential information

Controlled Unclassified Information (CUI) label

22



DOW Initial Orientation and Awareness Training ( : DSE

Glossary of Terms

Spillage

Suitability

Supplementary Controls

Occurs whenever classified information or CUI is
transferred into an information system not authorized
for the appropriate security level or not having the
required CUI protection or access controls.

Suitability adjudication determines whether
individuals are suitable for employment within

the Federal Government. Suitability refers to
identifiable character traits and conduct that

indicate an individual’s ability to carry out the duties
of a federal job with integrity, efficiency, and
effectiveness. The adjudicative process culminates in
a suitability trust

determination.

Additional physical, technical, or procedural
protective measures required when standard storage
or safeguarding measures alone are insufficient to
provide adequate protection for classified
information.

Back to Top

Tetragraph

Top Secret (TS)

Transfer of Trust

Trigraph

Trusted Workforce (TW) 2.0

A sequence of four letters used to represent an
international organization, alliance, or other
grouping of countries and international
organizations.

Classified National Security Information (CNSI) of
which the unauthorized disclosure of could
reasonably be expected to cause exceptionally
grave damage to national security.

A personnel vetting scenario that applies when an
individual moves from one agency to another.
Agencies must accept determinations for the same
type and level. Previously referred to as reciprocity.
A sequence of three letters used to represent a
country. Also called a country code.

A whole-of-government approach to reforming the
personnel security process. Establishes a single
vetting system for the U.S. Government.
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Unauthorized Disclosure

Back to Top

e

A communication or physical transfer of classified
information to an unauthorized recipient.

Unauthorized Person

A person not authorized to have access to specific
classified information in accordance with policy
requirements.

Upgrade

A personnel vetting scenario that applies when
there is an initial favorable trust determination,
the subject has been enrolled in compliant CV,
and the subject has a new position requiring a
higher-level investigation.

Additional vetting is conducted for the difference
between the current and new tiers.

Back to Top

Violation Any knowing, willful, or negligent action that could
reasonably be expected to result in an unauthorized
disclosure of classified information.

Back to Top
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