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FIRST/ LAST
AME

Bryan 
Martin 

• Petty Officer 2nd Class 
U.S Navy 

• Age at conviction: 22 

• Intelligence specialist 
stationed at Fort Bragg 
in North Carolina 

CASE STUDY 
Crime 

WHAT  HAPPENED  

Bryan Martin was an Information Specialist Second Class, stationed at 
Ft. Bragg, NC. He worked at the base's Joint Special Operations 
Command where he was preparing to deploy to Afghanistan. Martin 
downloaded and printed classified documents while at work, sometimes 
walking out with them folded up in his pants pocket. 

Martin attempted to contact a representative of the Chinese 
government. Instead he contacted an undercover FBI agent posing as a 
Chinese intelligence operative. Martin spoke with the undercover agent 
by telephone, but had never seen him until their f irst meeting in a hotel 
lobby, saying he identif ied "Mr. Lee" because he was reading a Chinese 
newspaper. The undercover agent never showed any identif ication to 
prove he worked for the Chinese government and Martin said he was 
initially cautious that he might not be legitimate. Martin offered to travel 
to Beijing, but was told that wouldn't be a good idea. 

Martin was paid $500 at the first meeting for verbally sharing classified 
information he gleaned while training at the Defense Intell igence 
Agency and at Fort Bragg. Martin said he had access to a special 
operations information system terminal at work in North Carolina. 

Martin had three other meetings with the undercover agent at various 
hotels in Spring Lake, N.C. The undercover agent paid Martin $11,500 
in exchange for three packets of documents containing Secret and Top 
Secret information about current naval operations and intelligence 
assessments. 

Martin pleaded guilty to four specifications of espionage and seven 
specifications of gathering defense information. He was sentenced to 
confinement for 48 years with 14 years suspended, reduction to pay 
grade E-1, total forfeiture of pay and allowances, and a dishonorable 
discharge. 

INDICATORS  

• Access Attributes: Martin held a Top-Secret clearance and his 
position as Intelligence Specialist gave him access to classified 
information. 

• Personal Conduct: Martin was a known gambler and had run up a 
large debt. Martin was also known to frequent prostitutes. 

• Financial Considerations: Martin’s gambling debts and a 
perceived need to impress his soon-to-be Father in Law, left him 
with a strong desire to obtain quick money. 

• Security Incidents: Martin printed classified documents and 
removed them from secure facilities. 



 
              

      

         
  

               
          

 

              
              

     

             
        

               
               

           

               
             

              
           

         

   

                 

          

    

      
 

 
     

 

        

 

   
 

            
 

        

            
 

IMPACT  

• The classified information Martin sold to the undercover agent included photos, satellite images and 
details about U.S. operations in Afghanistan and Iraq. 

• Martin revealed his access to military computer systems and named classified network systems he 
could access. 

• Disclosure of this classified information could have resulted in grave damage to U.S. National Security if 
the undercover agent was in fact a Chinese foreign intelligence agent. 

ADDITIONAL  INFO  

• Martin claimed that he was “blinded by greed” when he sold the classified documents. He was 
overextended due to gambling and prostitution debts. He was attempting to shore up his personal 
finances and impress his father-in-law to be. 

• At each of his meetings with the undercover agent, Martin willingly signed receipts for the payments he 
received in exchange for the classified documents. 

• Espionage is a capital offense under the Uniform Code of Military Justice, but it is exceedingly rare. The 
penalty can be imposed if the crime affects the defense or retaliation against a large -scale attack, war 
plans, communications intelligence or major defense systems and strategy, according to the UCMJ. 

• The only service member to receive the death sentence in nearly 50 years is Pvt. Ronald Gray, whose 
execution was approved by President George W. Bush in 2008 after Gray was convicted of rape and 
murder in 1988. The Court Martial determined that damage caused by Martin’s actions did not merit the 
ultimate sentence. In fact, Martin never successfully delivered classified information to anyone 
unauthorized to see it, Naval Criminal Investigative Service officials said. 

Questions to consider: 

• Why would an agent for a foreign entity want someone to sign a receipt for the cash they receive? 

• Why is it important not to discuss your access to protected systems and networks? 

Resources for further exploration: 

• GAO Report: Insider Threats 
(https://www.cdse.edu/Portals/124/Documents/jobaids/insider/insider -threat-gao-jun-2015.pdf) 

• Reporting the Threat brochure 
(https://www.dcsa.mil/Portals/91/Documents/CI/reporting_the_threat.pdf ) 

• Webinar: Insider Threat for DOD Professionals 
(https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Insider-Threat-for-
DOD-Professionals/) 

Supporting Through Reporting! 

Contact the appropriate POC to report any observed potential risk indicators: 

Name: __________________________ Agency/Department: ___________________________ 

Title: Supervisor/Security Officer/ITP Senior Official/ITP Manager 
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