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DOW Information Security Role Based Certification 

Activity Security Manager (InfoSec) IF203.10 Course Schedule 
The following table outlines the 4-week course agenda. All graded discussion forums and 
assignments are noted in italics. 

Week Module/Lesson Topic/Activity 

Week 1 M0 – M1 Week 1 instructor-led weekly overview video lesson 
• Asynchronous  

M0 Course Introduction 
M0/L1 Course Overview and Introductions 

• Synchronous instructor presentation 

M1 Overview, General ASM Oversight, Risk Management, and Threats 
M1/L1 Overview of the ISP, DOD Policy, and ASM Responsibilities 

• Asynchronous narrated PowerPoint presentation 

• Graded assignment 

M1/L2 Risk Management 
• Asynchronous narrated PowerPoint presentation 

• Graded assignment 

M1/L3 Assessing and Managing Threats and Emergencies 
• Asynchronous narrated PowerPoint presentation 

• Graded discussion forum 

• Graded assignment 

Week 2 M2 – M3 Week 2 instructor-led weekly overview lesson 
• Asynchronous  

M2 Classification-Related Responsibilities 
M2/L1 

(Parts 1 and 2) 
Classification 
• Asynchronous narrated PowerPoint presentation Part 1 

• Part 1 Graded assignment 

• Asynchronous narrated PowerPoint presentation Part 2 

• Part 2 Graded assignment   

M2/L2 Determining Classification Duration 
• Asynchronous narrated PowerPoint presentation 

• Graded discussion forum 
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Week Module/Lesson Topic/Activity 

M2/L3 Classification Conflicts and Evaluations 
• Asynchronous narrated PowerPoint presentation 

• Graded assignment 
M2/L4 Department of Energy (DOE): Classification of Nuclear Weapon-

Related Information 
• Asynchronous narrated PowerPoint presentation 

• Graded discussion forum 

M3 Controlled Unclassified Information (CUI) Considerations 
M3/L1 CUI Overview 

• Reading assignment 

M3/L2 CUI Life Cycle and ASM Oversight Responsibilities 
• Asynchronous narrated PowerPoint presentation 

• Graded quiz 

• Graded assignment 

 Cumulative activity 
assessing TLOs from 

Modules 1-3 

Interactive eLearning activity #1 

Week 3 M4 Week 3 instructor-led weekly overview lesson 
• Asynchronous  

M4 Handling and Protecting Classified Information 
M4/L1 Dissemination and Safeguarding 

• Asynchronous narrated PowerPoint presentation 

• Graded assignment 
M4/L2 Security Incidents 

• Asynchronous narrated PowerPoint presentation 

• Graded discussion forum 
M4/L3 Cybersecurity and IT-Related Responsibilities 

• Asynchronous narrated PowerPoint presentation 

• Graded discussion forum 
M4/L4 Controlling Access to Classified Meeting, Events, and Visitors 

• Asynchronous narrated PowerPoint presentation 

• Graded assignment 
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Week Module/Lesson Topic/Activity 

M4/L5 International Programs and Technology Transfer 
• Asynchronous narrated PowerPoint presentation 

• Graded discussion forum 
 Cumulative activity 

assessing TLOs from 
Module 4 

Interactive eLearning activity #2 

Week 4 M5 – M7 Week 4 instructor-led weekly overview lesson 
• Asynchronous  

M5 Security Education and Training Awareness (SETA) 
M5/L1 Developing a SETA Program  

• Review Activity 

• Graded discussion forum 

M5/L2 Developing, Implementing, and Maintaining a SETA Program 
• Reading assignment 

• Graded quiz 
M6 Program Oversight and Inspections 

M6/L1 Oversight Tools and Self-Inspections 
• Asynchronous narrated PowerPoint presentation 

• Graded assignment 

Cumulative activity 
assessing TLOs from 

Modules 5-6 

Interactive eLearning activity #3 

M7 Course Summary 
M7/L1 Course Conclusion 

• Asynchronous presentation 

• Graded capstone final project 

 

 Certification 
Assessment 

• Final Exam 
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