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Industrial Security Program Annual Planner

In addition to required annual Industrial Security training, this annual planner serves as a
supplemental tool to help support and grow industrial security training and awareness within your
organization. Below is a combination of performance support tools selected from various security
content areas that comprise the industrial security discipline that will help you promote security
awareness throughout the year. Utilize this 12-month schedule as is or customize it to fit your

organization’s needs.

Month

January
R

Event
Operations Security (OPSEC) Awareness

eLearning: OPSEC Awareness for Military Members, DOD

Employees and Contractors

Job Aid: DOD Unauthorized Disclosure Desk Reference
Toolkit: Unauthorized Disclosure

Short: Critical Program Information Security

Website: NCSC OPSEC Resources

Posters: Protecting Critical Information

Set Up for Success

Annual/Mandatory Security Training: Security Awareness Hub
eLearning: FSO Orientation for Possessing and Non Possessing
Facilities, Insider Threat and NISP Self Inspection

Job Aids: How to Conduct an Inspection — Helpful Tips and Self
Inspection Handbook

Short: You're a New FSO: Now What?

Webinar: Conducting an Effective Self-Inspection

Poster: Change Your Security Mindset

Understanding Personnel Security

elearning: Introduction to Personnel Security

Job Aids: Receive and Maintain your National Security
Eligibility, Industry Continuous Vetting Guidance and Trusted
Workforce 2.0 and Continuous Vetting

Short: The Federal Investigative Standards

Webinar: Personnel Vetting Timely Topics — Continuous Vetting
Toolkit: Personnel Security (Continuous Evaluation Tab)

Supply Chain Fundamentals

Job Aid: Supply Chain Risk Management
Toolkits: Deliver Uncompromised and Counterintelligence
Awareness (Supply Chain Risk Management Tab)

| Webinar: Supply Chain Past, Present, and Future

Video: Know the Risk - Raise Your
Shield: Supply Chain Risk Management

: Poster: Insider Risk Software Supply Chain



https://www.cdse.edu/Training/eLearning/GS130/
https://www.cdse.edu/Training/eLearning/GS130/
https://www.cdse.edu/Portals/124/Documents/jobaids/information/DOD%20Unauthorized%20Disclosure%20Desk%20Reference.pdf
https://www.cdse.edu/Training/Toolkits/Unauthorized-Disclosure-Toolkit/
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/cpi/Block10/Introduction/page_0010.html
https://www.dni.gov/index.php/ncsc-what-we-do/operations-security
https://www.cdse.edu/Training/Security-Posters/Industrial-Security/Article/3545730/protecting-critical-information/
https://securityawareness.usalearning.gov/index.html
https://www.cdse.edu/Training/Curricula/IS030/
https://www.cdse.edu/Training/Curricula/IS020/
https://www.cdse.edu/Training/Curricula/IS020/
https://www.cdse.edu/Training/eLearning/INT122/
https://www.cdse.edu/Training/eLearning/IS130/
https://www.cdse.edu/Portals/124/Documents/jobaids/physical/PYS0099-JobAid.pdf
https://www.dcsa.mil/Portals/91/Documents/CTP/tools/Self-Inspection_Handbook_NISP.pdf
https://www.dcsa.mil/Portals/91/Documents/CTP/tools/Self-Inspection_Handbook_NISP.pdf
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/fso/Block10/Introduction/page_B1_0030.html
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Conducting-an-Effective-Self-Inspection/
https://www.cdse.edu/Training/Security-Posters/Industrial-Security/Article/3545736/change-your-security-mindset/
https://www.cdse.edu/Training/eLearning/PS113/
https://www.cdse.edu/Portals/124/Documents/jobaids/personnel/Receive_and_Maint_Sct_Clnc.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/personnel/Receive_and_Maint_Sct_Clnc.pdf
https://www.dcsa.mil/Portals/91/Documents/news/Industry-CV-Enrollment-Guidance-011322.pdf
https://www.dcsa.mil/Portals/91/Documents/CTP/NISP/Industry_Continuous_Vetting_Guidance.pdf
https://www.dcsa.mil/Portals/91/Documents/CTP/NISP/Industry_Continuous_Vetting_Guidance.pdf
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/investigative/Block10/Introduction/page_0010.html
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Overview-of-Continuous-Vetting-CV-Methodology/
https://www.cdse.edu/Training/Toolkits/Personnel-Security-Toolkit/
https://www.cdse.edu/Portals/124/Documents/jobaids/ci/deliver-uncom-supply-chain-risk-management-job-aid.pdf
https://www.cdse.edu/Training/Toolkits/Deliver-Uncompromised-Toolkit/
https://www.cdse.edu/Training/Toolkits/Counterintelligence-Awareness-Toolkit/
https://www.cdse.edu/Training/Toolkits/Counterintelligence-Awareness-Toolkit/
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Supply-Chain-Past-Present-and-Future-2022/
https://www.cdse.edu/Training/Security-Training-Videos/Counterintelligence/Know-the-Risk-Raise-Your-Shield-Supply-Chain-Risk-Management/
https://www.cdse.edu/Training/Security-Training-Videos/Counterintelligence/Know-the-Risk-Raise-Your-Shield-Supply-Chain-Risk-Management/
https://www.cdse.edu/Portals/124/Documents/posters/small/INTSupplyChain.pdf
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Protecting Classified and Sensitive Information

elLearning: Transmission and Transportation for Industry and
Safeguarding Classified Information in the NISP

Job Aid: Derivative Classification Training

Short: Classified Storage Requirements

P4 Videos: Mishandling Classified Information and

Packaging Classified Documents

Poster: Make Sure it’s Secure

Maintain Physical Security Posture

elearning: Introduction to Physical Security

and Physical Security Measures

Job Aid: Implementing Effective Physical Security
Countermeasures

Y Video: Physical Security Lock Training

Webinar: Physical Security Posture: Security in Depth
Posters: Piggy-backing and Escorting

Understanding Government Contracts

elLearning: Contracting for the Rest of Us

and Preparing the DD Form 254

Website: NISP Contracts Classification System

Job Aid: Common Security-Related Contract Clauses
Toolkit: FSO (FSO Tab, Guidance for Classified Contracts)

Counterintelligence Awareness

elLearning: Counterintelligence Awareness

and Reporting for DOD

Job Aid: Homeland Threat Assessment

2024

Toolkit: Physical Security (Physical Security Planning Tab,
Antiterrorism Considerations & Design/Construction Standards)
Short: Cl Foreign Travel Brief

Game: Targeted Violence

Poster: Foreign Collection Methods



https://www.cdse.edu/Training/eLearning/IS107/
https://www.cdse.edu/Training/eLearning/IS109/
https://www.cdse.edu/Portals/124/Documents/jobaids/information/DerivativeClassification.pdf
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/csr/story_html5.html
https://www.cdse.edu/Training/Security-Training-Videos/Insider-Threat/Mishandling-Classified-Information/
https://www.cdse.edu/Training/Security-Training-Videos/Information/Packaging-Classified-Documents/
https://www.cdse.edu/Training/Security-Posters/Industrial-Security/Article/3545738/make-sure-its-secure/
https://www.cdse.edu/Training/eLearning/PY011/
https://www.cdse.edu/Training/eLearning/PY103/
https://www.cdse.edu/Portals/124/Documents/jobaids/physical/Implementing-Effective-Physical-Security-Countermeasures-Job-Aid.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/physical/Implementing-Effective-Physical-Security-Countermeasures-Job-Aid.pdf
https://www.cdse.edu/Training/Security-Training-Videos/Physical/
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Physical-Security-Posture-Security-In-Depth-SID/
https://www.cdse.edu/Training/Security-Posters/Physical-Security/Article/2964077/piggy-backing/
https://www.cdse.edu/Training/Security-Posters/Physical-Security/Article/2964049/escorting/
https://www.cdse.edu/Training/eLearning/CLC011/
https://www.cdse.edu/Training/eLearning/IS128/
https://www.dcsa.mil/Systems-Applications/National-Industrial-Security-Program-NISP-Contract-Classification-System-NCCS/
https://www.cdse.edu/Portals/124/Documents/jobaids/industrial/dd254relatedcontractclauses.pdf?ver=YfxDXImBy5ujeybXGr3Y9Q==
https://www.cdse.edu/Training/Toolkits/FSO-Toolkit/
https://www.cdse.edu/Training/eLearning/CI116/
https://www.cdse.edu/Training/eLearning/CI116/
https://www.dhs.gov/sites/default/files/2023-09/23_0913_ia_23-333-ia_u_homeland-threat-assessment-2024_508C_V6_13Sep23.pdf
https://www.dhs.gov/sites/default/files/2023-09/23_0913_ia_23-333-ia_u_homeland-threat-assessment-2024_508C_V6_13Sep23.pdf
https://www.cdse.edu/Training/Toolkits/Physical-Security-Toolkit/
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/ci-foreign-travel/story.html
https://securityawareness.usalearning.gov/cdse/multimedia/games/kinetic/index.html
https://www.cdse.edu/Training/Security-Posters/Counterintelligence/Article/2753549/foreign-collection/
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Insider Threat

elearning: Insider Threat Mitigation Responses

Short: DOD Insider Threat Management Analysis Center
(DITMAC)

Job Aids: Insider Threat Vigilance Campaign and Insider
Threat Reporting Procedures

Videos: Bystander Engagement and Insider Risk and Insider
Threat Overview for FSOs

Webinars: 2023 DCSA Conference for Insider Threat
Poster: Supporting through Reporting

Cyber Threat Awareness

elearning: Cyber Awareness Challenge and
Cybersecurity Awareness

Toolkit: Cybersecurity (Social Media Tab)
Video: Beware Social Media: Protect Yourself
Posters: Don’t be Quick to Click ,Think Before You

Sync

Short: Data Spills
Game: #BeCyberSmart Crossword

Reporting Requirements

elLearning: NISP Reporting Requirements

Shorts: Adverse Information Reporting and Reporting
Regquirements At A Glance

Job Aid: NISPOM Reporting Requirements

: Video: SEAD 3 Reporting Requirements for Industry and

Written Standard Practice Procedures for Industry

- - Poster: See Something Wrong, Do Something Right!

| Game: Reporting Requirements Crossword

Collaborate, Evaluate, Prepare!

L

Virtual Instructor-led: Getting Started Seminar for New FSOs
Job Aids: Standard Practice Procedures and FSO Brochure
Webinars: Metrics for a More Secure Security Program and

| Understanding the DCSA Security Review and Rating Process

Video: Maintaining an Effective Industrial Security Program
CDSE News: Subscribe to CDSE news and updates



https://www.cdse.edu/Training/eLearning/INT210/
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/ditmac/story_html5.html
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/ditmac/story_html5.html
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/INTVigilanceCampaign.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/insider-threat-reporting-procedures.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/insider-threat-reporting-procedures.pdf
https://youtu.be/mpJ-eru0etg?si=iD5BsG5fXnTcNj5p
https://www.cdse.edu/Training/Security-Training-Videos/Industrial-Security/Insider-Threat-Overview-for-FSOs/
https://www.cdse.edu/Training/Security-Training-Videos/Industrial-Security/Insider-Threat-Overview-for-FSOs/
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/2023-DCSA-Conference-for-Insider-Threat-NITAM/
https://www.cdse.edu/Training/Security-Posters/Insider-Threat/Article/3377552/insider-threat-supporting-through-reporting/
https://www.cdse.edu/Training/eLearning/DS-IA106/
https://www.cdse.edu/Training/eLearning/CS130/
https://www.cdse.edu/Training/Toolkits/Cybersecurity-Toolkit/
https://www.cdse.edu/Training/Security-Training-Videos/Cybersecurity/Social-Media/
https://www.cdse.edu/Training/Security-Posters/Industrial-Security/Article/3545734/dont-be-quick-to-click/
https://www.cdse.edu/Training/Security-Posters/Industrial-Security/Article/3545741/think-before-you-sync/
https://www.cdse.edu/Training/Security-Posters/Industrial-Security/Article/3545741/think-before-you-sync/
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/spills/Block10/Introduction/page_0005.html
https://securityawareness.usalearning.gov/cdse/multimedia/games/cybersecurity-crossword/index.html
https://www.cdse.edu/Training/eLearning/IS150/
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/adverse/story.html
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/reporting-reqs/story_html5.html
https://securityawareness.usalearning.gov/cdse/multimedia/shorts/reporting-reqs/story_html5.html
https://www.cdse.edu/Portals/124/Documents/jobaids/industrial/CDSE_RR_JobAid.pdf
https://www.cdse.edu/Training/Security-Training-Videos/Industrial-Security/SEAD-3-Reporting-Requirements-for-Industry/
https://www.cdse.edu/Training/Security-Training-Videos/Industrial-Security/Written-Standard-Practice-Procedures-for-Industry/
https://www.cdse.edu/Training/Security-Posters/Industrial-Security/Article/2753924/see-something-wrong/
https://securityawareness.usalearning.gov/cdse/multimedia/games/psrr-crossword/index.html
https://www.cdse.edu/Training/Virtual-Instructor-led-Courses/IS121/
https://www.cdse.edu/Portals/124/Documents/jobaids/industrial/Standard-Practice-Procedures.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/industrial/FSO_brochure.pdf
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Metrics-for-a-More-Secure-Industrial-Security-Program/
https://www.cdse.edu/Training/Webinars-and-Conferences/Webinar-Archive/Understanding-the-DCSA-Security-Review-and-Rating-Process/
https://www.cdse.edu/Training/Security-Training-Videos/Industrial-Security/Maintaining-an-Effective-Industrial-Security-Program/
https://www.cdse.edu/CDSE-News/

