
If you SEE something, SAY something. 

Awareness in Action:  Case Study 
Who could become an insider threat?  Anyone with authorized access to U.S. Government resources who uses that 
access, either wittingly or unwittingly, to harm national security.  
 

 

Hannah Robert 
 Former Cleared Defense Contractor 
 Age:  50 
 Charges:  Violation of  Arms Export 

Control Act  
 Pled Guilty as Charged  
 Sentenced April 14, 2016 to 57 Months 

in Prison  

Espionage Indicators 
 Foreign Contacts 
 Foreign Preference 
 Mishandling of Classified/Sensitive 

Information 
 Questionable Ethical and Personal 

Conduct  
 Falsification of Documents 
 
 

What Happened 
 From 2010 to 2012 Robert owned and operated two companies that contracted with the 

DoD to provide hardware items and spare parts.  She co-owned a third company, located 
in India, and was employed by a fourth company – a cleared defense contractor – that 
gave her access to additional sensitive US military data. 

 During this period, Robert provided export-controlled data to an individual in India. 
 The data included drawings of parts used in the torpedo systems for nuclear submarines, 

military attack helicopters, and F-15 fighter aircraft. 
 Robert transmitted the military drawings for these parts to India by posting the technical 

data to the password-protected website of a church where she was a volunteer web 
administrator. 

 Robert also conspired to provide numerous other foreign countries with export protected 
defense hardware items and sensitive military data and delivered substandard products 
on her DoD contracts for the F-15. 

 

Impacts 
 Robert violated our nation’s trust by exploiting her access to sensitive defense information 

to circumvent the Export Control Act and placed critical programs at risk by delivering 
inferior products.  Enforcement of the Arms Export Control Act and maintaining the 
integrity of the supply chain are critical to the defense of our country.   

 



If you SEE something, SAY something. 

Learn More 
This case study examined a real-life insider threat.  Your awareness is key to protecting our national security from 
insider threats like this one.  Visit the Center for Development of Security Excellence’s website (http://www.cdse.edu) 
for additional case studies, information, materials, and training or go directly to the Insider Threat Tool Kit at 
http://www.cdse.edu/toolkits/insider/index.php 


