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Use Full Screen (upper right corner) 

to maximize view of the presentation. 

 

Click Full Screen again to switch back. 

You will need to be out of Full Screen 

view to respond to poll questions.  

Notes box for 

audio information 

and other 

announcements 

 Meeting Room Navigation 



Example of a Poll Question 



Q&A box for 

entering 

questions/feedback  

File share box to 

download material for 

today’s presentation 

  DCO Meeting Room Navigation 



Navigation in the Meeting Room 

 Left-hand corner of your 

screen 

 Open the drop-down box 

next to the stick figure 

 Select “raise hand,” 

“agree,” “applause,” or any 

other message as 

appropriate 

 After responding, lower 

your hand or clear your 

status  
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As a Component 

Security Professional, 

you’ll provide annual 

training to the Original 

Classification Authority 

(OCA). 

A Three-Star Admiral is 

the OCA. 

 

Scenario 

http://www.google.com/url?url=http://en.wikipedia.org/wiki/Vice_admiral_(United_States)&rct=j&frm=1&q=&esrc=s&sa=U&ei=FE2oU8_pLc_QsQTGpICIAw&ved=0CBoQ9QEwAg&usg=AFQjCNFabbo3Uchi5hPoFaBsf3Zv9I5egg


OCAs must receive training 

in the following: 

Fundamentals of security 

classification and 

declassification 

 Limitations of their 

authority 

Sanctions that may be 

imposed 

Duties and responsibilities 

 

Required OCA Training 



Chat Question 1 

 

What should the Admiral 

consider when he’s 

developing a Security 

Classification Guide (SCG)? 

 

Enter your response in the 

chat box. 

 



 

Poll Question #1 



        DoD Manual 5200.01, Vol. 1 

“The responsible OCA 

shall issue a security 

classification guide for 

each system, plan, 

program, or project 

involving classified 

information and shall 

ensure it is reviewed and 

updated.” 



Overview 

Procedures for 

developing an SCG 

Classification of elements 

within an SCG 

Declassification of 

elements within an SCG 



Purpose of an SCG 

Timely 

Issuance 

Precise 

Classification 

Guidance 

Effective 

and Efficient 

Information 

Security 



For issuance standards: 

 EO 13526 

 32 CFR Part 2001 

For development, distribution, 

maintenance, and cancellation of 

SCGs: 

 DoD Manual 5200.01, Volume 1, 

Enclosure 6 (in File Share box) 

Instructions for developing an SCG: 

 DoD Manual 5200.45 (in File Share box) 

SCG Resources 



Identify 

Specific items of information 

 Levels of protection required 

How long the information needs 

protection 
 

Issue early and maintain 

accordingly 

Developing an SCG 



 

Poll Question #2 



        Developing an SCG, continued 

“Any official DoD 

information intended for 

public release that 

pertains to military 

matters, national security 

issues, or subjects of 

significant concern to the 

DoD shall be reviewed for 

clearance prior to 

release.” DoD Directive 

5230.09 



Restricted data (RD) and formerly 

restricted data (FRD) are never 

automatically declassified 

Do NOT include declassification 

instructions for this data 

Mark with appropriate distribution 

statement in accordance with DoD 

Instruction 5230.24 

Developing an SCG, continued 

 



Classification and Declassification 

 Classification 

Decisions 

 When to Declassify 

 Downgrading 

 Exemptions 



Classification Decisions 

Original classification should NOT be 

reasonably derived from a previous 

classification decision still in force that 

involves the same or closely related 

information.  

Derivative classification occurs when the 

information already known to be classified is 

paraphrased, restated, or incorporated into a new 

document or form and the newly developed material 

is marked consistent with the source information.  



 Classification only applies to U.S. Government 

information. 

 Must meet criteria in EO 13526. 

 Coordinate with the Department of Energy for RD and 

FRD. 

 Fundamental research not related to national security 

must remain unrestricted. 

 Classification may apply to independent research and 

development. 

 Original classification process is outlined in DoDM 

5200.45. 

 

 

 

 

Classification Decisions,  

continued 



Classification Decisions 
Six-Step Process 



 

Poll Question #3 



When to Declassify 

Scheduled Declassification 

 



Automatic Declassification 
 

 

 

 

 

Downgrading and 

Exemptions 



 

 

 

 

 

Seven Step Plan of Action 

Seven Step Plan of Action for 

Writing an SCG 

 

DoD Manual 5200.45  

Enclosure 2 

Section 3  

 



Questions 



Webinar Feedback 



 

 

 

 

 

 

Handouts and frequently asked questions from this 
webinar will be posted at  

http://www.cdse.edu/catalog/webinars/information-
security/security-classification-guides.html 

 

You may also email Information Security training related 
questions to DSS at 
InformationSecurity.Training@dss.mil 

 

Thank you for attending the CDSE Security 
Classification Guides Webinar. 
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