Webinar Questions and Answers
Recognizing U.S. Front Companies
Webinar guests submitted several questions before and during the May 8 Recognizing U.S.
Front Companies — The He Case Study session. The following responses are provided by the
Center for Development of Security Excellence (CDSE).

1. Is there any way I can take what I have learned today and apply them to
get a DSS CI Enhancement?

Answer: Great question - Yes, currently to get the CI enhancement on your
next Security Vulnerability Assessment (SVA), you must develop an effective
CI program. So if you can develop a program within your organization that
will result in these indicators being reported to you and you can show
results (ie. more awareness and reporting coming to you) from this new
program, you are sure to get the CI enhancement.

2. Can you explain the difference between ITAR and Commerce Controlled and
how it relates to US Front Companies?

Answer: The best answer I can give you is Commerce Controlled items are
very difficult to prosecute against - since the majority of them are dual
use (ie. they can be used for commercial and military applications). Since
it has a commercial use, the perpetrator can always say it is being used for
example hospital equipment and not a military sensor. Therefore, the Law
Enforcement and CI Community normally do not go after commerce Controlled
items. The only exception is if they are bound for "Axis of evil" type of
countries in which there are embargoes in place.
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3. What if we do not manufacture an item, how can this apply to me?

Answer: Good questions. I think the take always would be this: you
obviously are providing a good or service on behalf of the US government or
you would not be in the NISP. Knowing that there are foreign penetrators to
the Defense Industrial base (DIB), and that they are working out of the
United States, can provide you information for CI Awareness, and to be a
little smarter in terms of trying to possible look at your Supply Chain,
suppliers, vendors, internally, cyber, etc. to see if there are any
suspicious anomalies that may point to a foreign penetrator involved in your
company.

4. What if we do manufacture an ITAR controlled product but for whatever
reason there is not a active HSI or other investigative agency that will
take action.

Answer: Interesting, I have had a similar question before and I have been
assured by the Counter-proliferation Investigative Center (CPIC) here in
Colorado Springs that they will absolutely work that lead for you. If that
is the case I would recommend you send the referral to your local DSS office
(ISR/CISA) and recommend that they get in touch with me first makes sure
your local office knows what is going on, and secondly, make sure that
indeed the OGA's in your area are not working and last, make sure we pass
the lead off to the local CPIC.
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