Industrial Security Webinar Series D

Processing a Security
Violation

Learn @ [ Lunch

Sr. Industrial Security Specialist
Defense Security Service (DSS)

e Over 30 years security
experience

e Presently manages over 85
cleared facilities in the NISP

e Substitutes as an acting Field
Office Chief, participates in
special projects, goes TDY for
Team Reviews, and mentors new
Industrial Security
Representatives

e Processed over 200 security
violations as an Industrial
Security Representative for DSS

Defense Security Service
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@ Defense Security Service

e Can this happen in your facility?
e Has this happened in your facility?
e When will this happen in your facility?

“It is a requirement of the NISPOM and your
duty as FSO to report Security Violations.”

NISPOM paragraph 1-303
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Obijectives

Target Objective: Provide Facility Security Officers the key steps in
conducting an Administrative Inquiry caused by a Security Violation to
ensure that risks to classified information are mitigated.

@ Defense Security Service

Security Violation

e Definition:

— A failure to comply with the policy and
procedures established by the NISPOM that
reasonably could result in the loss or
compromise of classified information.

e DoD 5220.22-M (NISPOM)

e Purpose of the Administrative Inquiry (Al):

— To determine if classified information was at risk
of compromise.

— To determine the individual(s) that are
responsible for the violation.

— To determine if appropriate corrective actions
have been taken to preclude a reoccurrence.
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* What are some possible consequences of
security violations?

Enter your response in the Chat Box

Defense Security Service
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Has the FSO taken

What is the extent action to protect the

of the violation? classified material? Was classified

information subject to
loss or compromise?

Who was responsible
for the violation?

What are the
threats? Did the FSO take the
proper corrective
actions?

@ Defense Security Service

What vulnerabilities
caused the violation?

What are some examples of security violations?

Enter your response in the Chat Box

Defense Security Service
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Obtain the tools to conduct the Al.

— FSO Toolkit: www.cdse.edu
e Administrative Inquiry (Al) Job Aid For Industry

— Information Systems
e ODAA Process Manual
— Section 4.5.1

Defense Security Service
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Poll 3 & 4

Defense Security Service

The Security Violation Process

| Goal to process: 30 days >
IS Rep: IS Rep: FOC:
FSO: 1 -2 days FSO: 15 days
‘ v ‘ ‘ 3 days ‘ U ‘ ‘ 5 days 5 days ‘
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. Inquiry Field Office

\?;‘:::;;Yn Preliminary Initial and Final Chief Violation

Inquiry Report Determination Report Approval Closure

Conduct .

inquiry and Review reports
develop and provide
reports support

IS Rep
FSO
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Security

Violation Preliminary

Inquiry Closure

No Compromise

e Secure classified
information

¢  Gather facts

¢ Determine if loss,
compromise or suspected
compromise

¢ Identify vulnerabilities or
continuing risk

¢ Identify those involved

Finalize and retain
report

Submit culpability
report

Compromise

Continue the
process

Defense Security Service

Security
Violation

ISRep h
process

* Description of Violation

* Counterintelligence Concerns

¢ Classification

¢ Continuing risks or
vulnerabilities

¢ Other facilities

¢ GCAPOC

¢ Confirmation that classified
material is protected

* Special category, if applicable

IS Rep
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e
Initial Report

e [fitinvolves Secret and Confidential:
— Report to DSS within 72 hours (3 days)

e [fitinvolves Top Secret:
— Within 24 hours (1 day)

Sample of an initial report
(send to IS Rep, FOC, CISA &
ISSP if applicable)

Defense Security Service

Security Inquiry
Violation and
Determination|

* Facts

¢ Possible causes

¢ Persons responsible

e Corrective actions

¢ Unauthorized access to
the classified
information

FSO
Defense Security Service




Final Report

* Conducting an Al for Final Report
— Inform senior management of the active administrative
inquiry.
— Interview all personnel/witnesses involved in the violation:
¢ Employees
¢ Vendors
¢ Sub-contractors
* Visitors
¢ Consultants
— When appropriate, search workspaces, computer systems,
emails, cell communications, etc.
— Gather and analyze all facts

— Prepare final report for DSS

Defense Security Service

Security , Inquiry
Violation and
Determination

* Loss

e Compromise

e Suspected
Compromise

* No Compromise

Comp
Be RuledO
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Defense Security Service

iling a Culpability Report NISPOM 1-304

- i  Inaquiry.
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Culpability Report

¢ Factual details

¢ Risk of culpable
person’s
continued access
to classified
information

Defense Security Service
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Security
Violation

Chie! on

Preliminary
Approval Closure

Inquiry

Final Report
e Essential Facts
e Summary of Inquiry

* Rationale for
determination

e Complete description of
all circumstances leading
to the violation

¢ Corrective actions

¢ Resolution

e Culpability

IS Rep

¢ Interviewing managers, peers, co-workers, etc. is very intimidating. Just
remember, as the FSO, you are simply doing your job! Build rapport with
the workforce and these security violations will be easier to handle!

¢ Getting management support is crucial, so always communicate and
educate Sr. Management on the reporting requirements of the NISPOM!

* You are the Facility Security Officer (FSO) of this cleared facility, and have
total control, management, and input of the administrative inquiry being
sent to DSS caused by a security violation. When in doubt or have
concerns, communicate with your DSS Representative!

Defense Security Service
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e Spillages are considered a “Loss.”

¢ Cleared facilities shall establish and apply a graduated scale of
disciplinary actions on culpable employee(s).

e If the facility's security staff, FSO, or the facility Key Management

the administrative inquiry (Al).

@ Defense Security Service

Personnel (KMP) are involved in the violation, the DSS Rep will conduct

gary.layne@dss.mil
(757) 355-6605

GCA &
INDUSTRY
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