Supply Chain Risk Management
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Presentation Notes
Good Morning/Afternoon 

Welcome to the CDSE Learn at Lunch Webinar.  Today’s topic is “Supply Chain Risk Management”

Before we get started, please be aware that the video portion of this
webinar is being recorded. Once the red recording light appears, we will begin.

I am Rebecca Morgan, sitting in for Peter DeCesare, the counterintelligence curriculum manager at CDSE.  My production manager today is Rachel Mongeau. Rachel, Before we get started, please take a moment to explain how the webinar works for our participants.
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Thank you, Becky/Pete.

Before we get started, let’s take a tour of our meeting room.

In the bottom left-hand corner, as marked with the green arrow here, you’ll find a notes box. This lists the call-in number and other announcements. If you are disconnected from the audio, this number will remain on screen for your reference. Be aware that audio for this meeting is available both by telephone and through your computer speakers.

Also on the screen you’ll see our notes regarding using full screen. If you look at the gray banner on the top of your screen, you’ll find the full screen option there. You can select this button to have a larger view of the presentation. However, when questions appear, select “Full Screen” again to return to normal view and to respond. 
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You’ll also find a Q&A box for entering questions to the presenters. This is marked here with a blue arrow, and it’s on the right side of the screen. 

You’ll find a file share box in the location indicated with the yellow arrow. Files associated with today’s presentation are listed in this box. You may download them at any time. Slides for today’s presentation are here. You can download them, print them, and take notes as we go. 
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During this webinar we will be asking some chat questions.  The presenter will ask a question and request you type in a response. The response boxes will appear on top of the existing Q&A box on your screen. As responses come in, we’ll provide feedback. Don’t forget to click full screen again if you have been viewing in that mode, or you will not be able to respond.

That completes our tour of the Meeting Room.   Over to you Becky/Pete.



Supply Chain Risk Management
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Presentation Notes
Thank you, Rachel.  

Many of our CI webinars have focused on threats to DoD technology.  Today we will discuss supply chain risk management to gain an understanding of the threats to our supply chain and the implementation of strategies to manage risks.

Our guest speaker today is Chris Fraser from the DSS Counterintelligence Directorate.

Welcome Chris.
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= Introduction

= Supply Chains

= How is risk evaluated?

= Threat as an Element of Risk
= U.S. Government Requirements
= DoD Elements Involved with SCRM

=Summary
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Thank you Becky/Pete.  

Today we’re going to talk about supply chains.  I will discuss what DoD is currently doing to manage supply chain risk, the value of CI to making informed risk-based decisions, and finish with implications and recommendations.
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Supply Chain Threats

“Our adversaries are very active in trying to introduce material
into the supply chain...to collect [intelligence] and disrupt U.S.
military operations”

Mr. Shedd, Deputy Director, Defense Intelligence Agency
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Unfortunately, our adversaries are actively working to introduce material into supply chains to collect intelligence. 


Adversary Activity

" The Air Force reported an unknown number of
counterfeit aircraft parts had been fastened into U.S.
military weapons systems after infiltrating supply
depots.

= |n 2010, the FBI seized $143 million of counterfeit
Cisco network hardware.

* While probing DoD’s vulnerability to counterfeit parts,
the GAO identified problems with microprocessors
used in F-15 flight control computers, oscillators used
for Global Positioning Systems navigation on more
than 4,000 Air Force and Navy systems.
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These are three examples of adversary activities’ 

In March 2009, the Air Force reported an unknown number of counterfeit aircraft parts had been fastened into U.S. military weapons systems after infiltrating supply depots, posing new safety risks and potentially driving up maintenance bills by hundreds of millions of dollars annually. 

In 2010, the FBI seized $143 million of counterfeit Cisco network hardware, some of which could have been headed for use in military systems.

In April 2010, while probing DoD’s vulnerability to counterfeit parts, the GAO identified problems with microprocessors used in F-15 flight control computers, oscillators used for Global Positioning Systems navigation, on more than 4,000 Air Force and Navy systems, and substandard titanium used in F-15 engine mounts and F-22A and C-17 parts. 
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Introduction

= Globalization creates opportunity for foreign intelligence
entities (FIE) to operate in a new battle space.

= The Department of Defense (DoD) is reliant on companies with
global supply chains.

= The U.S. Government and DoD are focused on mitigating risks
to supply chains.

 U.S. Law
e Defense Federal Acquisition Regulation

* Intelligence Community Directives
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Globalization creates the opportunity for foreign intelligence entities to operate in a new battle space: global supply chains.

As U.S. trade barriers continue to break down and global labor arbitrage increases, technology companies, striving to maintain competitive advantage, establish manufacturing or seek lower cost supplies outside of the Unites States.

The Department of Defense, responsible for the research, development, and acquisition of military weapon systems to support the warfighters and national security, are reliant on these technology companies and are therefore reliant on the supply chains they build.  This has increased the exposure to the Department of Defense to foreign intelligence entities (FIE) operating in supply chains.

However, the DoD is moving forward to identify these supply chain risks and mitigate the threat before an adversary can create an negative impact on DoD and the warfighter
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Chat Question 1

What i1s Supply Chain Risk?

Enter your response in the Chat box.
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So what exactly is supply chain risk?

Enter your response in the chat box to the right.

Wow – some great answers.  Looks like many of you have a good understanding of the term. Let’s compare your responses with some policy definitions.


What Is Supply Chain Risk?

Supply Chain Risk: The risk that adversaries will
Insert malicious code into or otherwise subvert the
design, manufacturing, production, distribution,
Installation, or maintenance of information and
communications technology (ICT) components that
may be used in DoD systems to gain unauthorized
access to data, to alter data, to disrupt operations,
or to interrupt communications.

Directive Type Memorandum (DTM) 09-016


Presenter
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According to Directive Type Memorandum 09-016, supply chain risk is the risk that adversaries will insert  malicious code into or otherwise subvert the design,  manufacturing, production, distribution, installation, or maintenance of information and communications technology or (ICT) components that may be used in DoD systems to gain unauthorized access to data, to alter data, to disrupt operations, or to interrupt communications.  
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What is Supply Chain Risk Management?

Supply Chain Risk Management: The
management of supply chain risk whether
presented by the supplier, the supplied product and
Its subcomponents, or the supply chain (e.g.,
packaging, handling, storage, and transport).

DTM 09-016
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What do we need to know to manage supply chain risk?

According to Directive Type Memorandum (DTM) 09-016, supply chain risk management is the management of supply chain risk whether presented by the supplier, the supplied product and its subcomponents, or the supply chain (e.g., packaging, handling, storage, and transport).

More recently, The office of the director of national intelligence spells it out a little different
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Intelligence Community Directive 731

Supply chain risk management is the management of
risk to the integrity, trustworthiness, and, authenticity of
products and services within the supply chain. It
addresses the activities of foreign intelligence entities
and any other adversarial attempts aimed at
compromising the supply chain, which may include the
iIntroduction of counterfeit or malicious items into the
supply chain.

Intelligence Community Directive 731


Presenter
Presentation Notes
The Intelligence Community Directive 731 spells it out a little differently.  

Supply chain risk management is the management of risk to the integrity, trustworthiness, and, and authenticity of products and services within the supply chain.  It addresses the activities of foreign intelligence entities and any other adversarial attempts aimed at compromising the intelligence community supply chain, which may include the introduction of counterfeit or malicious items into the intelligence community supply chain. 
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From Beginning to End
:

Supplier
Raw Materials
Manufacturing
Distribution

Consumer

Credit: Weber State University, Student Association of Supply Chain Management


Presenter
Presentation Notes
Supply chains efficiently and effectively link raw material to the demands of customers

-  In this conceptual representation of a supply chain the raw materials are linked to the consumer in a series of business processes.

The chain can consist of a varying number of independent organizations, companies, or firms that are involved with extracting of raw materials from natural resources, component manufacturing, assembling, wholesaling, and sales 

The number of individual organizations in a supply chain can be determined by the complexity of the product, the availability of suppliers for the product being offered, and the demand from customers or consumers 

An example of this was described…
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Dell Headquarters
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By Thomas Friedman in his book the Work is Flat.  Thomas Friedman is an American journalist, columnist and author. He writes a twice-weekly column for The New York Times and has written extensively on foreign affairs including global trade, the Middle East, globalization, and environmental issues, and has won the Pulitzer Prize three times

In 2005, Thomas Friedman took his Dell laptop computer to Dell Headquarters in Texas to find out what it was made of.  Friedman discovered that his Dell was assembled at one of six overseas locations.  At each of these location, components suppliers have co-located logistic centers to feed components to the assembly factory based on the customer’s order.  The microprocessor in the Dell laptop originates from one of four locations: either the Philipines, Costa Rica, Malaysia or China. The memory could have come from any one of four companies– Samsung, Nania, Infineon, or Elpida, each with its own supply chain. 

Therefore, a laptop supply chain begins to look something like….
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This.

This graph representing nodes and edges of a laptop supply chain.

As you can see, this is more complex than conceptual representation. 

Customer demand can influences the size of the supply chain.  For example, the customer demand for the brand name Intel required multiple  Intel brand manufactures.  Memory however, is sold by size driving dell to find multiple suppliers for various sizes.  If laptop demand slows, then multiple inputs decrease
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Information Flow in Supply Chains

Upstream: From raw materials to consumer

" Production statuses, production outputs,
inventory levels, delivery schedules

Downstream: From consumer to raw materials

= Contracts, orders, return requests, personal
information, payments

17
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An important characteristic of supply chains is information flow.  And foreign intelligence entities value this information.  Information flow is bidirectional in supply chains, and it is referred to as upstream and downstream information. 

Some examples of information that flows upstream—from raw materials to consumer—are production statuses, production outputs, inventory levels, and delivery schedules 
Some examples of information that flows downstream—from consumer to raw materials—are contracts, orders, return request, personal information, and payments. 

The quality of the information available in the supply chain and the ability for each individual organization to share information in a supply chain increases the transparency of the supply chain and reduces uncertainty. 
Therefore, the more knowledge a supply chain risk manager has about the design and make-up of a supply chain, the more accurate the evaluations of risk become.
In addition, the more knowledge our adversaries have of supply chains, the more effective their targeting efforts can be. 
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Chat Question 2

How do we evaluate
risks associated with the ?
global supply chain?

d!

Enter your response in the Chat box.
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So, considering the complexity of a global supply chain, how do we evaluate the associated risks?

I see some great ideas out there.  

Let’s take a look at some possible solutions.
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How do we evaluate the risks?

" |ncorporation of all-source analysis into
assessments

" Processes to assess threats from potential
suppliers

" Processes to control the quality, configuration,
and security

= Processes to detect the occurrence, reduce
likelihood, and mitigate the consequences
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How do we evaluate risks associated with the global supply chain?

Again, the DoD Directive Type Memorandum requires:
   - Incorporation of all-source analysis into assessments of the supply chain for covered systems.
   - Processes to assess threats from potential suppliers providing critical information and communications technology components to     
     covered systems.
   - Processes to control the quality, configuration, and security of software, hardware, and systems throughout their lifecycles,   
     including components or subcomponents from secondary suppliers.
   - Processes to detect the occurrence, reduce the likelihood of occurrence, and mitigate the consequences of products containing    
     counterfeit components or malicious functions.
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Threat as an Element of Risk

Foreign Intelligence Entity (FIE)

Known or suspected person or group
that conduct intelligence activities to

= Collect U.S. information

= Block or impair U.S. intelligence
collection

= Influence U.S. policy

= Disrupt U.S. systems or programs


Presenter
Presentation Notes
One element of risk remains consistent no matter which equation is used to quantify it: Threat 

When asked to categorize supply chain threats, senior industry leaders responded with consistent categories of threat.  Among the categories identified, the industry leaders identified foreign intelligence as under studied, under reported, and an under assessed threat to U.S. supply chains. 

Foreign intelligence entities are defined by the DoD as known or suspected foreign organization, persons or groups (public or private) that conduct intelligence activities to collect U.S. information, block or impair U.S. intelligence collection, influence U.S. policy, or disrupt U.S. systems or programs.
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Government SCRM actions

Chinese telecom companies Huawei
and ZTE

= U.S. blocks acquisitions, mergers, or
take overs of U.S. firms and
eliminates the technology from U.S.
systems and programs

= UK recommends close monitoring

= Australia bans bids on government
contracts

" India mandates testing of
commercial products
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In 2012, the House Permanent Select Committee on Intelligence concluded an investigation on threat posed by Chinese Telecom Companies Huawei and ZTE.

They concluded:
China has the means, opportunity, and motive to use the telecom companies for malicious purposes 
China would likely accomplish this mission by implanting malicious hardware and software implants in U.S. national security systems or closed American corporate networks that contain sensitive trade secrets, advanced research and development data, and negotiations or litigation positions 
In addition, founder and chief executive, Ren Zhengfei, is a former People’s Liberation Army officer and is an elected member of the 12th National Congress of the Communist Party of China 

The House Permanent Select Committee recommended that Chinese telecommunications firms with continued penetration into U.S. markets should be viewed with suspicion.  The recommendations included blocking Huawei and ZTE’s acquisitions, mergers, or take overs of U.S. firms, and eliminating the Chinese company’s technology from critical U.S. systems and programs 

The commonwealth countries had similar findings and took actions against Huawei
In the UK, Government Communication Headquarters, the UK’s equivalent to the NSA, recommended the over one decade relationship between Huawei and UK critical infrastructure companies be closely monitored
In Australia, the Prime Minister banned Huawei from bidding on all government contracts.
And, in India, the government established a law to test all of Huawei's commercial products before using them on government systems.

Huawei argues that concerns by the U.S., Commonwealth nations, and India are unfounded and anticipated a decade before Huawei can fully enter U.S. markets

Each of these actions against Huawei and ZTE are the governments’ ways of mitigating risk.   The U.S. Governments policies have evolved over the last five years to keep pace with some supply chains expanding outside the U.S.
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U.S. Government Requirements

= 2009 Comprehensive National Cyber Security Strategy

= 2011 National Defense Authorization Act (NDAA), Section
863

= 2012 NDAA, Section 818 (c) (3)

= Intelligence Community Directive 731, Supply Chain Risk
Management

questiony
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In 2009 the White House issued the Comprehensive national Cyber security strategy.
One of the 12 initiatives directs a multipronged approach to supply chain risk management.
The role of counterintelligence was highlighted in the initiative

In the 2011 National Defense Authorization Act (NDAA), Congress directs the Department of Defense to establish supply chain risk management
DoD has incorporated supply chain risk management into a point in the acquisition process 

In the 2012 National Defense Authorization Act, Congress, recognizing that counterfeit electronic parts pose a critical threat to National Security, directs both contractors and government organizations to establish policies to define this supply chain threat and procedures for the detection of this supply chain threat

In the latest U.S. government policy to address supply chain threat and risk, the Office of the Director of National Intelligence published Intelligence Community Directive 731 that defines the elements of a supply chain risk assessment.  Counterintelligence, focusing on the threat, plays a predominate role in this guidance.

Let’s take a look at where the acquisition program managers receive threat information to make risk based decisions..
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DoD Acquisition Programs SCRM

A A A

Technology
Development

Operations and

Production and Development
Support

Analysis

\ Pre-Systems Acquisition “ Systems Acquisition ” Sustainment l



Presenter
Presentation Notes
The Department of Defense, specifically, the acquisition offices that manage the covered programs defined by the 2011 NDAA, are moving towards managing risks on a continuous basis at the point of purchase.

At millstones A, B, and C, when pentagon official review the program,  and when purchasing new information communication technology, program managers are required to request threat products.  These include
System Threat Acquisition Report – 
Multidisciplined Counterintelligence Threat Assessment

Before department supply chain risk was centrally analyzed and assessed, threat analysis occurred at particular times in the acquisition process and focused on operational threat to a program and FIE threat to critical program information

These analyses still occur, but in order to achieve trusted systems and networks, that is agile, robust, and secure supply chains, the department is moving towards the ability of continuous assessments and managements of supply chain risk.
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DoD Elements Involved with SCRM

= DIA Supply Chain Risk
Management, Threat Analysis
Center

= Defense Security Service —in
partnership with Service and
Defense Agencies
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There is a government-wide push to reduce supply chain risk.

First and foremost, the services and defense agencies responsible for the development of U.S. weapons systems are involved with Supply Chain Risk Management. This is centrally managed by the DIA Supply Chain Risk Management, threat Analysis Center.  It is a one-stop-shop for program executive and managers to request assessments of supply chain risk.

DSS assists these elements and will assess supply chain risk at the request of a Service or Defense Agency or if expertise is needed in evaluating threat to cleared industry that comprises a programs supply chain.

Supply chain threat identification and risk management is becoming more and more a part of the daily acquisition and counterintelligence processes…
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Summary

" SCRM is a proactive approach to identifying risk
before it can impact a defense acquisition
program

" Good SCRM reduces uncertainty

" The DoD is focused on mitigating supply chain risk
for national security systems and major weapon
systems

" Numerous DoD organizations play a role in
informing decision makers on supply chain risk
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These proactive processes identify risk before it can impact a Defense acquisition program
This reduces uncertainty in decision making processes for program managers and program executives
In DoD these practices are focused on identifying the threat and reducing supply chain risk for National Security Systems and Major weapon systems
Finally, numerous DoD organizations and government contractors play a role in informing decision makers on supply chain risk
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Let’s discuss a few of the questions that came in during the webinar.
Is SCRM only for automated systems?
- SCRM is not only for automated systems.  For example, the Food and Drug Administration has had an efficient SCRM proactive for decades.  However, the DoD is reliant on electronics and microelectronics manufactured overseas and they are ubiquitous in U.S. weapon systems unlike domestically produced vegetation.  Whereas the FDA has some oversight over domestically produced consumer items the DoD has little oversight over foreign manufactured items until they enter the U.S.
Is SCRM required for the National Industrial Program?
- Some NISP requirements are a foundation for a robust supply chain risk management program.  For example, reporting acts of sabotage of DoD weapon systems or components permits the appropriate investigation or analysis to determine the nature of the threat and recommend further risk mitigation.
Is the SCRM threat only from foreign entities?
- No.  A supply chain threat can originate from inside the organization.  It can begin from a purchaser buying parts that are being sold way below market value, but look like a good deal.

Keep in mind that the answers to these questions and any others we did not have a chance to address today will be posted on our Webinar Archives page in the very near future. 

Question from registered participant:
Would like to learn more about FOCI-related Supply Chain considerations, as it relates to Defense Contractors using products or materials manufactured by the Foreign Parent on Defense Projects (which typically require GCA approval).
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Your feedback on today’s webinar is very important to us and is greatly appreciated, so I hope you will take a moment to participate in this short survey.  

And since we are always looking for ideas for future webinar topics, if there is a topic you would like to see, make sure to identify that topic or topics in your survey.

The survey may now be visible on your screen, or it may appear as a new tab on your web browser.
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Contacts and Resources

Contact CDSE at
counterintelligence.training@dss.mil

Cl Training:
http://www.cdse.edu/catalog/counterintelligence.html

Cl Products:
http://www.dss.mil/isp/count_intell/index.html

28
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Thanks again for joining us. 

http://www.cdse.edu/catalog/counterintelligence.html
mailto:counterintelligence.training@dss.mil
http://www.dss.mil/isp/count_intell/index.html
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