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& RESOURCES






CDSE Industrial Security eLearning Courses
and Other Resources

CDSE Course Catalog Link: http://www.cdse.edu/catalog/index.html

All courses and other resources are available through this portal. We have selected some of the more Industrial
Security relevant materials and listed them (by discipline) in this handout.

1. Industrial Security 5. Information Security 9. Special Access Program
2. Counterintelligence 6. Personnel Security 10. Non-Industrial Security
Job Aids
3. Cybersecurity 7. Physical Security 11. Non-Industrial
Security Videos
4. General Security 8. Sensitive Compartmented
Information
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1-INDUSTRIAL SECURITY (IS)

Industrial Security Catalog Link: hitp://www.cdse.edu/catalog/industrial-security.html

IS CURRICULA

Basic Industrial Security for the Government Security Specialist (15050.CU)
http://www.cdse.edu/catalog/curricula/IS050.html

FSO Orientation for Non-Possessing Facilities (15020.CU)
http://www.cdse.edu/catalog/curricula/1S020.html

FSO Program Management for Possessing Facilities (15030.CU)
http://www.cdse.edu/catalog/curricula/I1S030.html

Business Structure in the National Security Program (NISP) (1IS051.16)
http://www.cdse.edu/catalog/elearning/I1S051.html

Facility Clearances in the NISP (1S140.16)
http://www.cdse.edu/catalog/elearning/IS140.html

Facility Security Officer (FSO) Role in the NISP (1S021.06)
http://www.cdse.edu/catalog/elearning/1S021.html

Industrial Security Facilities Database (ISFD) Facility Clearance
Verification and Notifications for Industry v3 (1S113.06)

http://www.cdse.edu/catalog/elearning/IS113.html
Introduction to Industrial Security (1S011.16)
http://www.cdse.edu/catalog/elearning/IS011.html
NISP Self-Inspection (1S130.16)
http://www.cdse.edu/catalog/elearning/IS130.html
Personnel Clearances in the NISP (1S142.16)
http://www.cdse.edu/catalog/elearning/IS142.html
Safeguarding Classified Information in the NISP (1S109.16)
http://www.cdse.edu/catalog/elearning/I1S109.html
Transmission and Transportation for Industry (1S107.16)
http://www.cdse.edu/catalog/elearning/IS107.html

Understanding Foreign Ownership, Control or Influence (FOCI)
http://www.cdse.edu/catalog/elearning/1S065.html (1S065.16)
Visits and Meetings in the NISP (15105.16)
http://www.cdse.edu/catalog/elearning/IS105.html

Getting Started Seminar for New FSOs (1S121.01)
http://www.cdse.edu/catalog/classroom/IS121.html

4 | Center for Development of Security Excellence



IS SECURITY SHORTS

Industrial Security Shorts
http://www.cdse.edu/shorts/industrial-security.html

Business Structures — KMP: To Clear or Not to Clear
http://www.cdse.edu/multimedia/shorts/dss_bs_fy11/bs01/module.him
DD Form 254

http://www.cdse.edu/multimedia/shorts/DDForm254 /index.htm
Industrial Security for Senior Management
http://www.cdse.edu/multimedia/shorts/issm/index.html

You're a New FSO: Now What?
http://www.cdse.edu/multimedia/shorts/dss_fso_fy11/fso01/module.htm

Job Aids
http://www.cdse.edu/resources/supplemental-job-aids.html

Facility Security Officer Curricula Brochure
http://www.cdse.edu/documents/cdse/FSO_brochure.pdf
DD Form 254 Resources

1. Original DD Form 254 hitp://www.dtic.mil/whs/directives/infomgt/forms/eforms/dd0254.pdf

2. Enhanced DD Form 254 with information pop-ups, dropdowns and an Item 13

continuation page
https://stepp.dss.mil/courseware/dd254/ddform254fillable.pdf

3. How to complete DD Form 254 performance Support Guide (Course)
http://cdsetrain.dtic.mil/dd254/index.html

4. A Guide for the Preparation of a DD Form 254 hitp://www.cdse.edu/documents/cdse/DD254.pdf
Administrative Inquiry (Al) Job Aid for Industry
http://www.cdse.edu/documents/cdse/ai-job-aid-for-industry.pdf
Self-Inspection Handbook for NISP Contractors
http://www.cdse.edu/documents/cdse/self inspect_handbook_nisp_08.pdf

Archived Webinars
http://www.cdse.edu/catalog/webinars/webinar-archives.html
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2-COUNTERINTELLIGENCE (CI)

Counterintelligence Catalog Link: http://www.cdse.edu/catalog/counterintelligence.html

Cl eLEARNING

Insider Threat (JC-CI 101.06)

http://www.cdse.edu/catalog/elearning/JC-CI101.html

Integrating Cl and Threat Awareness into Your Security Program (C1010.16)
http://www.cdse.edu/catalog/elearning/CI010.htmi

Thwarting the Enemy: Providing Counterintelligence & Threat Awareness to the Defense Industrial
Base (CI111.16) http://www.cdse.edu/catalog/elearning/CI111.html

Suspicious Emails
http://www.cdse.edu/multimedia/shorts/dss_cie_fy12/se/module.htm

3-CYBERSECURITY (CYBER)

Cybersecurity Catalog Link: http://www.cdse.edu/catalog/cybersecurity.html

CYBER eLEARNING

CyberAwareness Challenge (DS-1A106.06)
http://www.cdse.edu/catalog/elearning/DS-1A106.html
Cybersecurity Awareness (C1130.16)
http://www.cdse.edu/catalog/elearning/Cl130.hitml

Introduction to the NISP Certification and Accreditation Process (1S100.16)
http://www.cdse.edu/catalog/elearning/I1S100.html

Social Networking (DS-SN101.06)
http://www.cdse.edu/catalog/elearning/DS-SN101.html

4-GENERAL SECURITY (GS)

General Security Catalog Link: http://www.cdse.edu/catalog/general-security.html

GS eLEARNING

Developing a Security Education and Training Program (GS104.16)
http://www.cdse.edu/catalog/elearning/GS104.htmli

Introduction to Risk Management (GS150.06)
http://www.cdse.edu/catalog/elearning/GS150.html

OPSEC Awareness for Military Members, DoD Employees & Contractors (GS130.16)
http://www.cdse.edu/catalog/elearning/GS130.html
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GS INSTRUCTOR-LED Course

Security Awareness for Educators (GS103.01)
http://www.cdse.edu/catalog/classroom/GS103.html

5-INFORMATION SECURITY (INFO)

Information Security Catalog Link: http://www.cdse.edu/catalog/information-security.html

INFO eLEARNING

©  Classification Conflicts and Evaluations (IF110.16)
http://www.cdse.edu/catalog/elearning/IF110.html
Derivative Classification (IF103.16)
http://www.cdse.edu/catalog/elearning/IF103.himl
Introduction to Information Security (IF011.16)
http://www.cdse.edu/catalog/elearning/IF011.hitmli
Marking Classified Information (IF105.16)
http://www.cdse.edu/catalog/elearning/IF105.html
Phishing (DS-1A103.06)
http://www.cdse.edu/catalog/elearning/DS-1A103.html

©  Classified Storage Requirements
http://www.cdse.edu/multimedia/shorts/dss_csr_v2_fy13/csr01/module.htm
Disposal & Destruction
http://www.cdse.edu/multimedia/shorts/dss_dnd_fy12/dnd01/module.htm
Downgrading & Declassification
http://www.cdse.edu/multimedia/shorts/dss_dura_fy12_Web/dura/module.htm

6-PERSONNEL SECURITY (PS)

Personnel Security Catalog Link: http://www.cdse.edu/catalog/personnel-security.html

PS eLEARNING

. Introduction to Personnel Security (PS113.16)
http://www.cdse.edu/catalog/elearning/PS113.html
JPAS/JCAVS Virtual Training for Security Professionals (P$123.16)
http://www.cdse.edu/catalog/elearning/PS123.html
OPM e-QIP Web Based Training
http://www.cdse.edu/catalog/elearning/OPM-eQIP.html
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7-PHYSICAL SECURITY (PY)

Physical Security Catalog Link: http://www.cdse.edu/catalog/physical-security.html

PY eLEARNING

Introduction to Physical Security Concepts (PY011.06)
http://www.cdse.edu/catalog/elearning/PY011.html
Locks & Key Systems (PY104.16)
http://www.cdse.edu/catalog/elearning/PY 104.html
Physical Security Measures (PY103.16)
http://www.cdse.edu/catalog/elearning/PY103.html
Storage Containers & Facilities (PY105.16)
http://www.cdse.edu/catalog/elearning/PY105.html

DoD Locks Approved to Safeguard Classified and Sensitive Materials
http://www.cdse.edu/multimedia/shorts/dod-approved-locks/index.htm

8-SENSITIVE COMPARTMENTED INFORMATION (SCl)

Sensitive Compartmented Information Catalog Link: http://www.cdse.edu/catalog/sci.htmi

SCl eLEARNING

SCI Security Refresher (SC1100.16)
http://www.cdse.edu/catalog/elearning/SCI100.html

9-SPECIAL ACCESS PROGRAMS (SAP)

SAP Security Catalog Link: http://www.cdse.edu/catalog/sap.html

SAP eLEARNING

SAP Overview (SA001.16)
http://www.cdse.edu/catalog/elearning/SA001.himl

SAP Security Incidents
http://www.cdse.edu/multimedia/shorts/dss_sap_fy11/sap01/module.htm

SAP Types & Categories

http://www.cdse.edu/multimedia/shorts/dss_sapcat _fy12/sapcat/module.htm
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10-CDSE NON-INDUSTRIAL SECURITY JOB AIDS

Procedural Guide for Conducting Classified Conferences
http://www.cdse.edu/documents/cdse/proced_guide_conduct_class_conferences.pdf
NOFORN/REL TO - A Quick Reference Guide to Two Dissemination Controls Brochure
http://www.cdse.edu/documents/cdse/NOFORN_pamphlet_11.1.pdf

S&G 2740 Operating Instructions
http://www.cdse.edu/documents/cdse/SG2740.pdf

Marking Classified Information
https://stepp.dss.mil/courseware/marking/Marking_Classified_Information.pdf
Glossary of Security Terms, Definitions, and Acronyms
http://www.cdse.edu/documents/cdse/Glossary_Handbook.pdf

Derivative Classification Training
http://www.cdse.edu/documents/cdse/DerivativeClassification.pdf

Quick Reference Guide (QRG) for the Newly Updated SF-86
https://stepp.dss.mil/courseware/SF86_2010/

Operating the X-08 Lock
http://www.cdse.edu/documents/cdse/X-08_Handout.pdf

How to Receive and Maintain Your Security Clearance
http://www.cdse.edu/documents/cdse/Receive_and_Maint_Sct_Cinc.pdf
Security Posters

http://www.cdse.edu/resources/posters.html

Security Videos

http://www.cdse.edu/resources/training_videos.html

Changing The Combination of S&G 2740 Locks Video
http://www.cdse.edu/resources/supplemental-videos-sg2740-changing.html
Operating S&G Locks Video
http://www.cdse.edu/resources/supplemental-videos-sg2740-operating.html
Packaging Classified Documents Video
http://www.cdse.edu/resources/supplemental-videos-packaging.html

How to Take Successful Electronic Fingerprints Video
http://www.cdse.edu/resources/supplemental-videos-fingerprints.html
Need-to-Know Training Video
http://www.cdse.edu/resources/supplemental-videos-needtoknow.himi
Operating x-07 and X-09 Locks Video
http://www.cdse.edu/resources/supplemental-videos-locks.html

Changing the Combination of X-07 and X-09 Locks Video
http://www.cdse.edu/resources/supplemental-videos-changinglockcombos.html
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