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Security Speaker Series

Counterintelligence Support to 
Research, Development and Acquisition

Today’s Session:

Host:  

Mark Zahner, CDSE Counterintelligence

Guest Speaker:

Mr. Joe LaVille, Chief, Counterintelligence Collections 

and Requirements, Defense Security Service

Each of the cases listed below is an example of highly sensitive technology information 
developed in U.S. national laboratories, universities, or Cleared Defense Contract Facilities which 

support our Research, Development, and Acquisition program.  

Espionage 
Case Examples

Nuclear Secrets Julius and Ethel Rosenberg Lawrence Livermore National Lab Wen Ho Lee

Naval propulsion Chi Mak F-35 Joint Strike Fighter         Cyber
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Threats

Commercial: Persons who 
target U.S. technology for 
financial gain or ostensibly 
for academic or research 
purposes.

Government: Ministries of 
Defense and branches of the 
military, as well as foreign 
military attaches, foreign 
liaison officers, and the like.

Government Affiliated: Research institutes, laboratories, universities, or contractors funded 
by, representing, or otherwise operating in cooperation with a foreign government agency.

Individual: Persons who target 
U.S. technology for financial 
gain or ostensibly for academic 
or research purposes.

Unknown: Instances in which no 
attribution of a contact to a specific 
end user could be directly made.

“Corporate supply chains and financial networks will increasingly rely on global links that can 
be exploited by, and the growing use of cloud data processing and storage may present new 

challenges to the security and integrity of sensitive information.”         
James R. Clapper, Director of National Security, January 31, 2012

Colleges and Universities

Massachusetts Institute of Technology 

Georgia Tech Research Institute

Johns Hopkins University

Military and Government test ranges 
and development laboratories
Air Force Research Laboratory, Wright 
Paterson Airfield, OH 
Army Research Laboratory, Adelphi, MD
Amy’s White Sands Missile Range, NM

Cleared Defense Contract Facilities

Methods of Operation
• Academic Solicitation
• Attempted Acquisition of Technology
• Criminal Activities
• Exploitation of Relationships
• Foreign Visits

• Requests for Information
• Seeking Employment
• Solicitation or Marketing Services
• Surveillance
• Suspicious Network Activity

Research

Why do we clear a Facility?

To meet a procurement need requiring access to classified information.

Development

Defense Security Service (DSS) Counterintelligence (CI) Support to 
Defense Industrial Base

• CI Collections, Inquiries, and Analysis and Production 
• Security, Education and Training Awareness
• Foreign Ownership, Control or Influence (FOCI) 

Mitigation Process

• Threat Awareness Briefings
• Security Inspections
• Critical Program Information 
Protections
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Acquisition Life Cycle

Acquisition

Conceptualizing
Developing
Manufacturing
Delivering
Storing
Fielding
Operating
Upgrading/Deconstruction

Risk Management 
Framework

Maintain Milestone 
Awareness and 
Requirements

Deliver 
Uncompromised

• Key aspects of protecting your industry and 
government technologies

• Threats and collection methods

• Protection methods and processes 

Summary

“Countries don’t have friends….They have interests.  Which country is 
interested in what you do?”

Counterintelligence Training
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Counterintelligence Training

eLearning

Webinars/
Shorts

Job Aids

Toolkits

• CI Awareness and Reporting Course
• Protecting Your Facility’s Technology
• CI Foreign Travel Brief

• Critical Program Information
• CI Awareness for Freight Forwarding
• Suspicious Emails

• CI Awareness Vigilance Campaign
• Industrial Base Technology (IBTL)

• Awareness and Training
• Reporting Requirements
• Supply Chain Risk Management

Counterintelligence Training POC:

Mark Zahner                 
410‐689‐1135
Email:  mark.e.zahner.ctr@mail.mil


