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Section 811 of FY1995 
Intelligence Authorization 
Act mandates the Federal 
Bureau of Investigation (FBI) 
is advised immediately of any 
information, regardless of its 
origin, which indicates that 
classified information is being, or 
may have been, disclosed in an 
unauthorized manner to an agent 
of a foreign power. 
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CI116: 
Learn to Recognize 
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Activity

Contact  the FBI: 
U: 811referrals@fbi.gov 
S: HQ_DIV05_CD_FBI811Secret@fbi.sgov.gov
TS: HQ_DIV05_CD_FBI811TopSecret@fbi.ic.gov
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ADDITIONAL 
RESOURCES 
Section 811 of FY1995 Intelligence 
Authorization Act

Learn about Safeguarding Classified 
Information:

 � Job Aid: Derivative Classification 
Training
 � eLearning: Derivative Classification 
IF103.16
 � eLearning: DOD Annual Security 
Awareness Refresher IF142.06
 � Job Aid: Marking Classified information

Learn to Identify Unauthorized Disclosure 

 � eLearning: Unauthorized Disclosure 
(UD) of Classified Information and 
Controlled Unclassified Information 
(CUI) IF130.16
 � Job Aid: DoD Unauthorized Disclosure 
Desk Reference

Learn about Concerning Behavior

 � eLearning: Insider Threat Awareness 
INT101.16
 � Job Aid: Insider Threat Potential Risk 
Indicators (PRI)
 � Job Aid: Potential Risk Indicators: Active 
Shooters and the Pathway to Violence 
 � Job Aid: Customizable DOD Command 
Brief for Insider Threat Awareness

Learn to Recognize Targeting by Foreign 
Power or Agent of Foreign Power

 � eLearning: Counterintelligence 
Awareness and Reporting for DOD 
CI116.16
 � FBI Video: The Nevernight Connection
 � Job Aid: Foreign Collection Methods: 
Indicators and Countermeasures

To find case studies relevant to unauthorized disclosure, 
espionage, and much more, please review our CDSE Case 
Study Library. 
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https://www.dni.gov/files/NCSC/documents/Regulations/Section_811_Intelligence_Authorization_Act_FY_1995.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/information/DerivativeClassification.pdf?ver=rYVt2TlqYOyWijUDgD78TA%3d%3d
https://www.cdse.edu/Portals/124/Documents/jobaids/information/DerivativeClassification.pdf?ver=rYVt2TlqYOyWijUDgD78TA%3d%3d
https://www.cdse.edu/Training/eLearning/IF103/
https://www.cdse.edu/Training/eLearning/IF103/
https://www.cdse.edu/Training/eLearning/IF142/
https://www.cdse.edu/Training/eLearning/IF142/
https://www.cdse.edu/Portals/124/Documents/jobaids/information/Marking_Classified_Information.pdf
https://www.cdse.edu/Training/eLearning/IF130/
https://www.cdse.edu/Training/eLearning/IF130/
https://www.cdse.edu/Training/eLearning/IF130/
https://www.cdse.edu/Training/eLearning/IF130/
https://www.cdse.edu/Portals/124/Documents/jobaids/information/one-page-ud-desk-reference.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/information/one-page-ud-desk-reference.pdf
https://www.cdse.edu/Training/eLearning/INT101/
https://www.cdse.edu/Training/eLearning/INT101/
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/INTJ0181-insider-threat-indicators-job-aid.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/INTJ0181-insider-threat-indicators-job-aid.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/potential-risk-indicators-kinetic-violence-jobaid.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/potential-risk-indicators-kinetic-violence-jobaid.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/customizable-dod-command-brief-for-insider-threat-awareness.pptx
https://www.cdse.edu/Portals/124/Documents/jobaids/insider/customizable-dod-command-brief-for-insider-threat-awareness.pptx
https://www.cdse.edu/Training/eLearning/CI116/
https://www.cdse.edu/Training/eLearning/CI116/
https://www.cdse.edu/Training/eLearning/CI116/
https://www.fbi.gov/video-repository/nevernight-connection-093020.mp4/view
https://www.cdse.edu/Portals/124/Documents/jobaids/ci/foreign-collection-methods.pdf
https://www.cdse.edu/Portals/124/Documents/jobaids/ci/foreign-collection-methods.pdf
https://securityawareness.usalearning.gov/cdse/case-studies/index.php
https://securityawareness.usalearning.gov/cdse/case-studies/index.php
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